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Veeam Data Platform
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aws  AWS

" Azure F) n D E F) 0 Microsoft 365
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Google Cloud
@ Salesforce
11

e0>

Kubernetes

NER « =i * XaaS
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VMware vSphere 6.x — 8.0U2
VMware Cloud Director 10.1 - 10.5.x

SRS

Microsoft Windows Server Hyper-V 2012 - 2022

SAY, Backub &  Azure Stack HCI
LL eedam bdckup 7 #F Microsoft Hyper-V Server (BZEIINEIRERF)
Replication v12.1 *REXIFRG ORI

e Red Hat Virtualization 4.4 SP1

 Nutanix AOS 6.5 and later




RIB (IR TIEfRE)

 Microsoft Windows Server 2008 R2 SP1 - 2022

* Microsoft Windows 7 SP1-11
RS e DT

RERRY Linux &1ThR ( )

SRS

1813 Veeam Backup &
Replication v12.1

Mac OS 10.13.6 High Sierra — 14 Sonoma

IBM AIX7.1-73TL1

Oracle Solaris 10 1/13,11.0 - 114
"'SPARK and x86 th373F



https://helpcenter.veeam.com/docs/agentforlinux/userguide/system_requirements.html?ver=60

\l/ Z ; @Eﬁ J.|_ NAS £%t : NetApp Data ONTAP, EX%ELenovo ThinkSystem
j— DM Z%l]. Dell PowerScale (J&gilsilon) . Nutanix Files Storage

1B1J Veeam Backup &

Replication v12.1 o WRFMEE -
- SIFHBNTRIFEE

e Amazon S3 &R 1=F(E
« Microsoft Azure Blob 7#(&
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ERES, (AAHIEEFER S, ALEARRRFmPER.

Veeam Backup & Replication fRIEZ{RIFE SCHIRATLARSRRIFREL. YIEEET=AYT
HERY CPU fRIBEIEIRTN. {EREHRIETT,
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Installation
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E2eS

M https://my.veeam.com/my-products FaEEFTHRARY .ISO X4, INBVE, BERIKS.

< c 25 login.veeam.c I p ol/openid-connect/auth?client_id= :_type=co t_uri=https%3A%2F%2Fmy.veeam... @ Y n)

on

[ esmsws

SEEWKF? T

EREH R BRI

The biggest event moments, now on demand.

@ ENES

©2024 Veeam® Software | BSFAFBS | CookieEBE | EULA

< G %5 myweeam.com/my-products

veeam

Product downloads

B @ You have new available updates
Y]
My subscription products
L]
[ ]

{:? Veeam Data Platform
A Version: 121 Details

Veeam Recovery
Orchestrator

Version: 7.1
Details

DOWNLOAD (11 GB)

\[= ) Veeam DataPlatform

Veeam ONE
Version: 12.1
Details

DOWNLOAD (2.4 GB)

. +12403995082

DOWNLOAD (11 GB)

Veeam Backup & Replication
Version: 121
Details

DOWNLOAD (9.1 GB)

e I w O &

@A @ENG

& All veeam Products

GO TO UPDATES
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E-”] Veeamn Backup & Replication —_— X

hl:llﬁl Install Veeam Backup & Replication

N Veeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your workloads and data.

Install Veeam Backup Enterprise Manager

Veeam Backup Enterprise Manager is an optional web-based management and reporting
console for Veeam Backup & Replication. It provides a single pane of glass for larger
environments with multiple backup servers.

[k
o]

Install Veeam Backup & Replication Console

Veeam Backup & Replication console is a Windows-based graphical user interface client
for managing backup servers.

i

Install @ View Documentation

e,
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E2eS

E.'g Veeam Backup & Replication -

License

Provide license file for Veeam Backup & Replication.

Select license provisioning method:

&% Sign in with Veeam Browse license file

License details:

Subscription, Suite, 60 Instances, License expires on 03/08/2024

Update license automatically (enables usage reperting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license 1D, the installation 1D, and workload usage counters to Vieeam servers periodically.
Successful usage reporting doubles the number of workloads you can exceed your installed license by.

Back Next Cancel

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

?_é'ﬂ Veeamn Backup & Replication

System Configuration Check

System is being verified for potential installation problems.

Setup could not automatically install required system prereguisites.
Please install missing components and click "Retry" to continue.

Requirement

Microsoft .NET Framework 4.7.2

Microsoft Wisual C++ 2015-2019 Redistributable
Microsoft System CLR Types for SQL Server 2014
Microsoft Repert Viewer Redistributable 2015
Microsoft PowerShell v5.1

Microsoft Universal C Runtime

Microsoft .NET Runtime 6.0.10

Microsoft ASP.MET Core Shared Framework £.0.10

Back

Status

Passed
Passed
Failed

Passed
Pazsed
Passed
Passed

o000

Passed

Cancel
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{ff] Weeam Backup & Replication —

Ready to Install

Installation will begin with the following settings.

Installation folder: CA\Program Files\Weeam\Backup and Replication
vPower cache folder: CA\ProgramData‘\Veeam\Backup'\IRCache
Guest catalog folder: CAVBRCatalog

Service account: LOCAL 5YSTEM

Database engine: PostgreSQL

5QL Server: repo32:5432

Database name: VesamBackup

Catalog service port: 9393

Service port: 9392

Secure connections port: 9401

REST API Service Port: 9419

Check for updates: Automatically

¥ Customize Settings - Back Install Cancel

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Eu'a Veeam Backup & Replication

Database

Choose database engine and instance for Veeam Backup & Replication.

Use following database engine: |PostgreSQL v

@ Install new instance

O Use existing instance (HOSTNAME:PORT)

Database name:

Connect to PostgreSQL server using:

@ Windows authentication credentials of service account

() Native authentication using the following credentials:
Username:

Password:
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Configuration database
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- EFEXBOEMED. (Rl ERFEUE.

« MV.12 75 |, VBR TEIERFEANIAR %< PostgreSQL, RILUEGEEN A
Microsoft SQL,

DB BJLAM MSSQL 1FF2Z! PostgreSQL, ZITFA

DB BJLALREEAMN (5FDRSEER ‘*ma%J:) BITTHE
FeE#IEEFERDZE VBR "BEREH" BHEI.

» FURESMDEILUIREZRIFZ— VBR IR55ES.
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Backup Proxy
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%{ﬁ{ﬁf@ Backup Proxy

Types SIS UVA

- VMware o NEFFEPOREMEGE
« VMware CDP - [E48

« Hyper-V 11N - ESHWEMIFR Deduplicating

* Hyper-V EH145b . I

* Nutanix AHV  (IZ55) - BHEHRXEIZOFEE (FD) sEZthsE
« Red Hat EEHMt (IRF]) pRE (EF)

- BA (NAS. HH=. YERS=EEN
HheE(D)
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% ﬁ'f’%ﬁi Backup Proxy
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VMware &0 CIE(EHIET

M g%*%:_tt(Network Mode)

IRV, Veeam $&M ESXi FEH(EF
M2 RGN (NBD) 1@id LAN I8 R=EEE,

1. (REME ESXi ENARIEBKAEEIER
fi& BRI RN,
2. ESXi FAELIEH..

3. VBR 157~ VMware vSphere BlIZERELIA
tRER,

4. ESXi FHNEFEE R EIEUERFF
BT LAN BEAEZENEE,

5. IERBEUEAIXEIFERE.

BIDIRS ==

_o_)

VM

VM

ESXi

o
_99

o
ot

)
<« ¥ N\
o @ o5

FIDRE

BiDFERE



SRz LR

VMware &0 CIE(EHIET

J@}ﬂiﬂ%* -H-:_Et (Virtual Appliance)
XHEIR

IHEAEECEE AR TR L B S RIMERE

1.

o oA W N

FHPIREEEM ESXi A AXBK, EEIEFE
(datastore) BN

ESXi EHLENREHL

VBR 5§78 VMware vSphere BlJiZ2 U IRAR,
RV R ERE (uRilhot-added) ) EHYTIE,
VBR MiEZZEIIBATRE IS ENEIE.

FiDTohl/e, EMTEERSRESE, RaEMU
HUERAEAS PR,

| s
SRS

A

v
[\
VM

REAH=RIRAR

DoDm® o
e

REHVMN A
> &=
|
(2
\ %

b
ARG
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VMware &0 CIE(EHIET

RN SHIRSE

j: _ﬁ'ﬁﬁ% 'ljj_| Ijj(Direc:t Storage Access) .
FlETIUT, VBR {$EH VMware VADP &1
SAN (FC. FCoE. iSCS|) EE{EMmEINEEE.
1. (RIBM ESXi IEREHIIE. ) [ [
2. ESXi FEHEMIEHI, viBEvm il vm B vm
3. VBR fRAREIUMLIRER. 0 : @
4. ESXi THGERG XM LB RLEERN S

TCEUE. <@ ) S
5. ESXi EHUGTTHIERILEIRE, -0 &3 o~ —@> Ere
6. %ﬁg&;ﬁ%ﬁ%&?EET%Mﬁ??ﬁ%’E%UFJ"E?WIL%’SZ ? ? =HHIE EOTEIERE
7. RIEBNES SR LS L R BT (R (D00 o’

DTFRMEE) FERS
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2RSS Volume Shadow Copy Service (VSS)

5F “—
Writers

&= mliRSS
Volume Shadow Copy Service (VSS)

I

ROt

System Provider

FEHHHE R P

Hardware Provider

O ©

ZAFVolumes

O |©
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Hyper-V &{D1RZ

Hyper-V =

ERLN

BT ERESF VSS IREER, FIAA{E®mIE
FEIAN, BHEIENGIEREEIEEREIN
Hyper-V 5/ L,

1. VBR M Microsoft Hyper-V ZifIEHIHFIEN

HFHER.

2. VBR 87 Microsoft Hyper-V VSS (& RAE
B EE IS B R 52T E] /2 (point-in-time) REHA

a7,

3. Veeam {EHIRFZ MIRIREVIGE S ENEHA1EL
EFEEESZIS D FERE.

4. SEERE

, VBR #27< Microsoft Hyper-V

VSS HITISER(E.

BiDRSS=E

VM

VM
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Hyper-V {0 1R=(

Hyper-V FEH15p

BIDAEURL IERI TS B AV ESERE Hyper-V T0 R,
BT SAN FAEH N R IR AR VSS IRHRERFIA
o {EHRS, Fal,

1. SfoRISIRECIEEICERMAYIFERTE Hyper-V TS

/R, T SAN 72BN R ARIE VSS 12
ERFFARA{ERBEFEIA.

2. VBR 87 Microsoft Hyper-V VSS (& |RABEY
IR E R eI E REMEIAS.

3. Veeam Off-host Proxy(FEH1IM) MREEEIEE R
EREN RS HEEmR IR D FERE.

4. BEE®S, VBRI Microsoft Hyper-V VSS
B TaIEEME
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(AHV & RHV)
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Nutanix AHV

Veeam Backup for Nutanix AHV {58 Nutanix AHV

HYREIRERBIERE R FD, FEASEREUTIA
TR ZRETE.

1. Nutanix AHV EDIRBRBRNEMDIEL, BEEEIE
E5i% VBR,

2. FF Nutanix REST API, B5 Nutanix AHV £&E&F
Yz, JRTBEEER R RIFEERIRER, <
&, ©1E Nutanix AHV £8f FE7— 1548,

3. Nutanix AHV FPIRFEFE— 1P LIEsE, BY
iISCSI SRR LR T{Fes.

4. TresERAEBIaREIIEYE, NRERENES
SUEMIER, FIRESIREHEIRDFIERE,

Nutanix AHVEZ{D A8 Nutanix AHV
e S DRSS

R
Worker

DmRe
I ©
I

¢

AHV
-Q-> =

—— ] oy

| SOTEhERE

@

N
=) ——
FEE

Storage Layer
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Red Hat Virtualization & Oracle Linux Virtualization Manager (oVirt)

Veeam Backup for RHV/OLVM {ERRE4 oVirt THEEK

BIERIERED, FEASEREIINZZAIERG RHV/OLVM& 1185
RO TRETRE.

1.
2.

4.

tHHaRHV/OLVMIEH
HHRMDIRSES

VBR BI&01ES, BEigsiEEmEISmRE.
FDIRFIED REST API 5L ETIREERTH, B

T{Fes
Worker

BR8-S

3

ISR IRER, S, TESMSEHS ©
7, {RGHARAY URL,
BINIBREIE—NTIESE, FIEEMAY URL kig =y
R, ERWEEE. .
TS B SR S R R S R B DT EZ A, ?
N AE4eFNE S 2UEMIFR
FEES
Storage System

rN—
—1 N
= =

BB
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SRRz LERLE

AR ICIE? VMware 7=:451,

Wl Bockup Prosy

B
Add | e
Proxy

Proxy Pr
Manage Proxy Upgrade
Backup Infrastructure Q Type object name t
o GO
¢ Out of Date (2) hq-vbriappl1.demolab.local
= Unavailable (2) H hg-vbriappll.demolab.local
4 [ Backup Repositories H hg-vbrlinxpxy1.demolab.local
T Unavailable (1) 157 hq-vbriinxpxy1.demolab.local
External Repositories £l hg-vbrintepxy
“ ale-out Repositories B hq-vbripxyl.demolab.local
AWS $3 Repository H hq-vbripxy3.demolab.local
£, SOBR H VMware Backup Proxy
£1, SOBR with Azure Capacity Tier

&n WAN Accelerators
{3) Service Providers
4 SureBackup
17, Application Groups
&5, Virtual Labs
(%1 Managed Servers
o {5 VWware ySphere
« B vCenter Servers
F# ve1.democenter.int
%) ve1.demolab.local
4 {3 VMware Cloud Director
4 VMware Cloud Director Cloud Hosts
[#« Microsoft Windows
B Linux
EZ Nutanix AHV
- AWS
A Microsoft Azure
e Out of Date (1)
Fi Unavailable 3)

.

Home
Inventory

‘YE—’ i e — 0

@l stonge nfrastructure

%] Tape Infrastructure

Type

Agent
VMware
VMware
VMware COP
Nutanix AHV
VMware
VMware
VMware

Host
hq-vbr1appi1.demolabllo..
hq-vbriappll.demolablo..
hgevbriinxpxy!.demolab.l..

hgevbriinxpxy1.demolabl...

pdcsentxd1.democenter.int
ha-vbelpryl demolablocal
ha-vbrlpry3.demolablocal
ha-vbel demalab.local

Created by Powershell at 7/9/2020 2:06:22 AM.
Created by Powershell at 7/9/2020 2:06:18 AM.
Created by Powershell at 7/13/2020 1:24:05 PM.

Created by DEMOCENTER\denis.pirvulescu at 202

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Name T

[& ha-vbriappi1.demolab.local
H hq-vbriappll.demolab.local
B hg-vbriinxpxy1.demolab.local
[5” hq-vbrlinxpxy1.demolab.local
Flg ha-vbrintxpy1

B hge-vbripxy1.demolab.local
B hge-vbripxy3.demolab.local
B VMware Backup Proxy

Type Hest Description
Agent hg-vbriappll.demolab.lo.. Created by Powershell at 7/9/2020 2:06:22 AM.
VMware hq-vbriappll.demolab.lo.. Created by Powershell at 7/9/2020 2:06:18 AM.
x )
Add Backup Proxy
Select a type of backup proxy you want to add.
jt 2023...

General-purpose backup proxy
el

o % VMware backup proxy
Adds a backup proxy for agentless VMware vSphere VM backups.

VMware CDP proxy

F Nutanix AHV backup proxy
=\ Adds 3 backup proxy to serve for the Nutanix AHV backups,

[—| Azure proxy appliance
r Adds a proxy appli for improved restore p e to

Adds a backup proxy for agent-based backups of NAS, filers, file shares and off-host backups of physical servers.

Adds a CDP proxy for agentless streaming VMware vSphere VM replication.

Azure.

Cancel
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ANMELARINCEE? VMware 7:1,

New VMware Proxy X Ti . . X
i V@@"é"?n Backup & Replication
Ch for VMware back Y hoose b Microsoft Wind Li dded to th
e T e Eﬁiﬁ@JL—/\Ego
hq-vbrl.demolab.local (Back ) v | | Add New... r
p—— q r emo ab.loca ICKUp Server, Ew, < will Ibt P U
Proxy description: Hj -~ i 5 y |/(
Eﬁ%ﬁtﬂﬂ%ﬂﬁ%&‘ﬁ
e i
Summary &nc vmnm soﬂstrjj%banzra‘* FSCIpUmunt :
A L
Transport mode: Sm M\% ﬁby hot
-lAutomatic selection l Choose... 1’% f tora‘;cklt) p EﬁMElnmg
v | h
Connected datastores: ﬁ g %?b C,pU toz OSt 6@}*# fﬁ{i

-|Automatic detection (recommended) ‘ Choose...
’ 5%1.3 is retrieved from storage through hypervisor network stack using NBD
A =Ll Raeke obocol over host management interface. This mode has no special setup
- 6 50 requirements. Recommended for 10 Gb Ethernet or faster.
Options

[ Failover to network mode if primary mode fails, or is unavailable

[C] Enable host to proxy traffic encryption in Network mode (NBDSSL)

< Previous Next > Finish Cancel I OK | Cancel

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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FhEEEFERD . =il
MNEHEEI A LA R ERTERTT
HUEREENE,
FEERI LA R A aimie N &,
EREARDIIEHIEIERNE
FIFETE,

EEFE
Direct Attached Storage

* Microsoft Windows server
* Linuxserver
« Hardened Repository(INE1F4%)

LRI
Network Attached Storage

e SMB (CIFS) share
e NFS share

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

KBS

Deduplicating Storage Appliances
* Dell Data Domain

* ExaGrid

* Fujitsu ETERNUS CS800

* HPE StoreOnce

* Infinidat InfiniGuard

¢ Quantum Dxi

XIRIFE

Object Storage

* S3 Compatible

* Amazon S3

* Google Cloud Storage

* IBM Cloud Object Storage
* Microsoft Azure Storage

* Wasabi Cloud Storage

fveeam
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A LER I B E PRSI E3E

vbm - FDPETENES A

vbk - SEEEF D G

vib - IBE RO U

vrb - R [AIBEED G (reverse incremental)
beo - BLEFIDF

vsb - BiTHREASTT R R D

vib - IFEBEESEH U

vsm — Microsoft SQL S HEFRD

vom - Oracle #UEEHEH

vpm - PostgreSQL EEHERD

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

. LUNEEEBRIERESIE:

vab - MRS

vasm - MV ERAE D TTaIE

vacm - {ENFRAE R TEHES

wblob - &R (NAS) E1EIEUERISLE
vindex - RIS HEFDRIHIZDF (BFR
FMARA) B9 ZHSITTEIRES

wvslice - fEiR VBLOB S0 34 EUE S EChI it
TCEE
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Windows & fFié 25

BiDRS==

0 0o o

© suEmanz

© sumnas
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SRR INR D A EIEF AR {0 7% (Direct Attached Storage)7~fl

Backup Repository

Repository Re
Manage Repository

Backup Infrastructure

4 [ Backup Proxies
[ Out of Date @)

b Unavailable (2)
4[] Backup Repositories e
[k Unavailable (1)

External Repositories
Scale-out Repositories
151, AWS S3 Repository
2, SOBR

£ WAN Accelerators
{3} Service Providers
4 (' SureBackup
I, Application Groups
&, Virtual Labs
(1 Managed Servers
4 {8 Wware vSphere
o [7 vCenter Servers
¥ vel.democenter.int
8 ve1.demolab.local
4 (% VMware Cloud Director

.

42 VMware Cloud Director Cloud Hosts

[Fs Microsoft Windows
FA Linux

2 Nutanix AHV

- AWS

A Microsoft Azure
Ele Out of Date (1)
i Unavailable (3)

2 Home

Inventory

dﬂi RIARRANS - °

@5 siorage Infrastructure

Q. Tana Interctnichirn

Add -o

174, SOBR with Azure Capacity Tier

Q

Name T

WF AWS S3 Archive Tier

& AWS $3 Capacity Tier

\WS 53 Performance Tier

@ Aczure Capacity Tier

'« Azure Performance Tier

&1 Cloud Repository

{2 Configuration Backup Repository
e EMC Data Domain

« SOBR Extent 1
' SOBR Extent 2
« SOBR Extent 3
T XFS Repository

Type

Amazon Glacier

Amazon 53

Windows

Microsoft Azure Blob Storage
Windows

Cloud

Windows

Dell Data Domain

ExaGrid

HPE StoreOnce

HPE StoreOnce

Microsoft Azure Blob Storage
Windows

Windows

Windows

Windows

Hardened

Host
Direct

Direct

hq-vbrirepol.demolab.local

Direct

hq-vbrirepol.demolab.iocal
demo-cloudconnect.democenter.int
hq-vbr1.demolab.local

Gateway (auto)

172.21.238.39

Gateway (auto)

Gateway (auto)

Direct

hq-vbrlrepol.demolab.local
hq-vbrlsppl1.demolab.locsl
hq-vbrlappl1.demolab.local
hq-vbriappl1.demolab.local
hg-vbriinxrepol.demolab.local

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Path
amazonS3://demo-
amazon$3://demo-
RAAWS S3 Perform
szureBlob://demc
R\Azure Performar
\Demo\admin
Z:\Configuration B
ddboost://172.21.;
/home/svc-exagrid
storeonce://172.21
storeonce://172.21
azureBloby/hqvb
R\ReFS Repository
TASOBR Extent 1
U:\SOBR Extent 2
V:\SOBR Extent 3
/veeanxfs_reposit

Add Backup Repository

Select the type of backup repository you want to add.

Direct attached storage
Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data

Direct Attached Storage

Select the eperating system type of a server you want te use as a backup repository,

Microsoft Windows

Adds local storage presented as a regular volume or Storage Spaces. For better performance and storage
efficiency, we recommend using ReFS.

Linux

Adds local storage or locally mounted NFS share. For better performance and storage efficiency, we recommend
using XFS. The Linux server must use bash shell, and have SSH and Perl installed.

Linux (Hardened Repository)

Requires a Linux server with internal or direct attached storage. This configuration enables protection against
cybersecurity threats with immutable backups, The Linux server must use bash shell and have SSH installed, For
reduced attack surface, minimal Linux installation is highly recommended.

Cancel ‘
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SUARINSE I ? BT R (0 712 (Direct Attached Storage)7</fl

"New Backup Repository X
~—— Repository
7 Typein path to the folder where backup files should be stored, and set repository load control options.
S
Name Location
Path to folder:
Sewe D - | | =

Mount Server

= Capacity: <Unknown> Populate ‘

W= Free space: <Unknown>

Load control

Review Running too many concurrent tasks against the repository may reduce overall perfformance, and
cause |/O timeouts. Control storage device saturation with the following settings:
Apply [ Limit maximum concurrent tasks to: 4 Eﬁ
Summary - [[] Limit read and write data rate to: N +|MB/s
Click Advanced to customize repository settings. - ‘ Advanced...
< Previous Next > feh | Cancel

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

)

Storage Compatibility Settings X

I 1 Align backup file data blocks (recommended)

Significantly improves backup and restore perfformance while reducing storage
CPU usage by avoiding unaligned I/0. Increases backup size by less than 2%.

- [[] Decompress backup file data blocks before storing

Source data mover compresses data according to the backup job compression
settings to minimize LAN traffic. Uncompressing the data before storing allows
for better deduplication ratio on most deduplicating storage appliances.

I (1 his repository is backed by rotated drives
Backup jobs pointing to this repository will tolerate the disappearance of
previous backups by creating a new full, and track the repository volume
location across unintentional drive letter changes.

When a drive is changed:

Continue existing backup chains (if present) v

- [ Use per-machine backup files (recommended)

Improves backup performance for storage devices benefiting from multiple I/O
streams, such as enterprise grade block storage and deduplicating storage
appliances. Enables additional backup management functionality.

Cancel
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fERY B0 EEZE(SOBR)- Scale-Out Backup Repository

E_1 2z ZI{?TL%;ZT_J'E/JT HEBEREPerformance Tier

@Eﬁ'ﬁﬁm—: (AithE L Diect Attaghon Sorage Network Attachod Storage  Decirti iage | Obint et hge
?E'; ?rﬁ% ) ?:_E._.“/y\i_ a ZEECapacity Tier Aeplance

SR s

REUKET R, Ot Srage

|34 ZEArchive Tier
&

Amazon S3 Glacier OR Azure Archive Storage
(N SEHERE IS ERYR A EILES)

© 2024 Veeam Software. Confidential information. All rights ved. All trademarks are the property of their respective owners. veeom
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Aa)3sin/Bc & (SOBR)Scale-Out Backup Repository ?

ew Scale-out Backup Repository X
Name
E Type in a name and description for this scale-out backup repository.
Name:
Scale-out Backup Repositor)d
Performance Tier
Description:
Placement Policy Created by DEMOCENTER\pavel.kosarev at 2024-03-08 14:33.
Capacity Tier
Summary
. < Previous Next > Finish
o i i J

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeom
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1Al I0/BEE (SOBR) Scale-Out Backup Repository?

/

.

==
o=
SB0n

Edit Scale-out Backup Repository

Name

Nz

Placement Policy
Capacity Tier

Summary

Performance Tier
Select backup repositories te~

Extents X\

Exte Select backup repositories to include in this scale-out backup

M Use per-machine backup files (recommended)

Improves backup performance for storage devices benefiting from multiple I/O
streams. This is the recommended setting when backing up to enterprise grade
block storage and deduplicating storage appliances.

[[] Perform full backup when the required extent is offline

When a repository extent with previous backup files cannot be reached, jobs will
perform an active full backup instead of failing to create an incremental backup.
Scale-out repository must be sized appropriately to handle multiple fulls.

repository.
Add...
Name Type Add... Remove
/
Advanced Settings

| ok | cCancel

|

J

. OK Cancel

J

hoances | QL

<Previous | = Net> | Finish

‘ ‘ Cancel ‘

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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QMaNZsI0/BEE (SOBR)Scale-Out Backup Repository?

/- N\
Edit Scale-out Backup Repository X
P Placement Policy
== Choose a backup files placement policy for this perfformance tier. When more than one extent matches the placement policy,
EE],—E—E] backup job will choose the extent with the most free disk space available.

Neme D © oot tocainy
) All dependent backup files are placed on the same extent. For example, incremental backup files will
Performance Tier be stored together with the corresponding full backup file. However, the next full backup file can be
created on another extent (except extents backed by a deduplicating storage).
- () Performance
Capacity Tier i ing full backup file,
Backup Placement Settings ¢ vices. Note that
Summary
Sp Extents Customize... -
Name Allowed backups Edit...
£:- SOBR Extent 1 All backu .
£ SOBR Extent 1 Extent Settings X
Eis
Allowed backup files:
Full backup files
- [ str [ Incremental backup files
By cy, we will violate it
P [ ok | cancet | backup jobs fail in
suq Y,
oK |  Cancel ||
" Y. w [ Cancel
-

J

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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QMaNZsI0/BEE (SOBR)Scale-Out Backup Repository?

/Ed»t Scale-out Backup Repository ,\\
= Capacity Tier

= Specify object storage to copy backups to for redundancy and DR purposes. Older backups can be moved to object storage
ttlf;_t] completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

Name

- [4] Extend scale-out backup repository capacity with object storage:

Performance Tier

|<Click Choose to pick object storage> l Z Choose...

[[] Copy backups to object storage as soon as they are created

Placement Policy '
Override X\‘ ackups copied to

-t backup files sooner if scale-out backup repository is reaching capacity fdow
srage completely

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Offload until used space is below: l90 =1 %
) [overice.. | (N
[ ok | conce
/
Password:
v Add..
Manage passwords l
Offload window: Any time Health check: Disabled
< Previous H Apply ] Finish Cancel
- J
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SureBackup, SureReplica & Virtual Lab



=RIEE
=i, EF3&81UESureBackup, SureReplica & On-Demand Sandbox

[\

HB{REZ (D SureBackup —

—_—

SR B TR B B EV T TR E e T
Mist. IERNPIZSIIE. RRDD

9
4a]?
E et
1. Elﬁ%E@fﬁ?ﬂiﬁﬁﬁﬁiﬁqﬂﬁﬁrﬂumo yp Virtual Lab

2. FUT B — R — 37
3. BINESIRE RIXZEHIMEFE, N =

BIEREISEIR = BN e RE%HE

BlZ SureBackup {Fl iEEFA AT IR S

Virtual Lab Application Groupl(s) SureBackup{El

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeom



SESIET
SureBackup JGUFFRT

£ HE A EENIZFull recoverability
testing

Veeam Backup & Replication fEfREIME
thtn T W s FHARTERTEERIBI AT TIGIE

(XEF IR EfEBackup

verification and content scan only

T igias R EIEHASCIEZ=, Veeam
Backup & Replication FiSH I TEH (D TEL
MO ENERES ST, LUSEEI4aL
(HE M AEEZRI B EUERYRIL,

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respec

tive

owners.

Mewr SureBackup Job

MName
OE Type in a name and description for this SureBackup job,

|Exchange SureBackup Job Full

Wirtual Lab

Description: I}-
Spplication Group Daily Werification Job|
Linked Jobs
Settings
Schedule
Backup werification mode:
SUrmmary
® Full recoverability testing (recornmended)
Runs machines in an isolated environment directly from backup and performs tests against live
applications, This ensures recoverability of your production workloads in a DR event.
() Backup werification and content scan only
Performs backup integrity check and its content analysis to detect traces of malware or any other
urvanted or sensitive data, These tests do not require setting up a virtual [ab,



SHSIIEE

SureBackup T{Eirtk

KO

% m@ m iR ?@ ?@ ?@ N/ Heartbeat

I @ Proxy Appliance
v/ Ping

AR 4% PR AR ZE
Production Network Isolated network v App

e
(

BIDTFhERE

]
[

—] Nn]
| 1oy

(—— K
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=SnINEE
SureReplica T{EmiE ({NFR VMware)

| ° 0 N/ Heartbeat
\/ Ping
vV App

RIBRE
Proxy Appliance

i Sl 2 PR AR
Production Network M m Isolated network

b
d

N
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On-Demand Sandbox

bR S E A INMERYRI A LA T

=y i W o S v | = e L

BREHY, v e B v BT

R T E A S e —_—
e G E paareil2 BERIRIZE

)\E{HEE‘E\ (}Eﬁa:}:ﬁ]:u*n%{ﬁ*n Production Network m Isolated network

FHEIRAR) BRFRIIEESH

(BTFEMNEIAR) . ERER

=rEAXAE, BEMEEIE

B NS HIER.
ypervisor
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Immutability

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Aa[EEE
JTENEN:
AR ZS B R e S UEAIASA B S Uk bR

ATEEAITAL

- TRIREUESSEIE IR 2,
- RETXIEIERPAARIMIFRAYRIF
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SIFHIA R RS

Amazon, S3-compatible and

Azure object storage repositories.

Hardened Repository.
HPE StoreOnce.

Dell Data Domain




AAJER

2500 Linux 0

=

=)

FhEE

ERSAY SSH iEELRYF, 18— X
E#Esingle-use credentialsL &R Linux
IRSZEEH=ZR2E Veeam Data Move,

Veeam Backup & Replication A~ iG XL

TR EEUEET.

TR
P, sk,
clfeE=E3

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their resp

BRI P IR L/REIE root

BWIRTE Linux fiRSZE8 L

ective

ﬁﬁt Linux Server

Y

55H Connection
— Provide credentials for service consale connection, and adjust secure shell (35H) port number using advanced settings if
—t reguired.
Credentials X
Marme I;TD Username: | user] ‘
® v|  Add.
T [N e -
o
Revizw S3H port: 22 -
MNon-raot account
Apply ) N _
[#] Elevate account privileges automatically
Summary [] Add account to the sudoers file
Use “su” if "suda” fails
Root password: | ssessssssssnns -l L
Description:
user]
| ok | | Laneel ‘ ports, Advanced...
K | < Previous | | Mext > | | Finish ‘ | Cancel

owners



ARJZEE

FERDA @ Linux JIEFERE

SIENIGRUCEEEN, BEEEES
{0 S IRAS P BERIRTEJER

TEULRAIE), TREEEFRMEREPIEND
- ABERAZ LB B,

Mew Backup Repositary >

Repository
Type in path to the folderwhere backup files should be stored, and set repository load contral options,

Marme Location
Path to folder:
Server |;hc.mefrba.;kups | | Browvse..,

_ s Capacity:  <Unknowns Populate

== Free space: <Unknown3

Mount Server ]
Use fast cloning on XFSwolumes (recommended)

Reduces storage consumption and improwes synthetic backup performance,

- Make recent backups immutable for 7 2| days

Sppl
AL Protects backups from modification or deletion by ransommvare, malicious insiders and hackers, GFS
backups are made immutable for the entire duration of their retention paolicy,

Rewiewn

SUrmrmary
Load cantral

Running too many concurrent tasks against the repository may reduce overall performance, and
cause 'O tirneouts, Control storage dewvice saturation with the following settings:

Lirnit maxirnum concurrent tasks tor 4 =
[] Limit read and write data rate to: 1 = | MBS
Click &dvanced to customize repository settings, Advanced,.,

< Previous Finizh Cancel



AAJZZER
RIS QIS

Mewr Object Storage Repositary .

Bucket

%T{E;&GEZ:EJQ ' Veeam Backup & Specify Amazon S3 bucket to use.
Replication XA ¥ B LEEHREMIPRAVTZA, - -~
FRTFHMRBENRAIZ TR, EU e -

Sccount Buck
ucket:
armroz-bekt | Browvse..,
PR AR R T AT —
Hyl azy ¥ A== Mount Server Folder:
‘tw | Erowse..,
- WRAFIRAIZES] Object lock - X9 Feden
Limit object storage consumptionto: |10 = | TR v
a: Aquon S3 Sto roge' 83 Apply This is a soft limitto help control wour object storage spend. If the specified limit is exceeded,
Compdtible, IBM CIOUd, WGSG bi Summary already running backup offload tasks will be allowed to complete, but no new tasks will be started,

- Make recent backups immutable forr (300 22| days
Cloud.

Frotects backups from modification or deletion by ransorware, malicious insiders and hackers, GFS
backups are made imrmutable for the entire duration of their retention policy.

L4 H}i$i& WORM *D bIOb H&ZK} %J -_ Use infrequent access storage class (may result in higher costs)
Weith loweer price per GB but higher retrieval and early deletion fees, this storage class is best suited
Xj- I Azu re Storage. for lang-term storage of GFS full backups, &void using it for shor-term storage of recent backups,

Store backupsin a single availability zone (even lower price per GE, reduced resilience)

< Previous Finish Cancel
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EEPsREY

Veeam {{IE for

= EERY .
VMware 555% NAS 555k Windows £555

217 VMware vSphere ERANERD NAS SFHE, JIWindowsTTEAHEIE
VMs. Veeam{LIEE7.

EFMENEY 2 [8gmHEIRRR,
{5FH Veeam Backup &
Replication MFHERARK
SHUE.
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A
6

o114 \ Windows {{IE

FEGIRAR
Storage Volume

Snapshot
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B [EJ4HZR < Timeline Representation

A
[

: INERELWED VM Backup /w Storage Integration
[

I . . . .

I | | o

I i/ VMware HREBA=(E A EIER \i L_J VMware fRIR{EFERIF
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1.demolab.local - Veeam Backup and Replication

~ . -
o - S N
Add escar Veeam Al
Storage St torag
Manage Storage Adtions Online Assistant
Storage Infrastructure

=4 Add Storage
e
e _ o @S &= Veeam Backup & Replication integrates with leading primary storage arrays to enable backup and restore of individual machines, individual disks, file shares, guest files and application items from storage
£ Add storag

snapshots of production VMFS, NFS and CIFS volumes and their replicas. The Universal Storage API allows qualified storage vendors to easily create fully supported plug-in for any storage model.
To start using this functionality, register your storage by clicking this text. If you don't see your storage in the list, please check with your vendor for available plug-in

Inventory

(fgg Backup Infrastructure

o I -

((kfj Tape Infrastructure

] Files

i
LF

Analytics

l

3Bt History

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.




FhBEEERk
IECE?

Add NetApp Storage

@ Select your NetApp storage model.

" Data ONTAP
_ Adds NetApp FAS/AFF, FlexArray (V-Series), ONTAP Edge/Select/Cloud VSA and FAS OEM storage (such as IBM N
series). VMware integration supports Fibre Channel (FC), iSCSI and NFS protocols. NAS backup integration
supports SMB and NFS protocols.

2 Element
Adds NetApp Element (SclidFire) or NetApp HCl storage cluster. Only iSCSI connectivity is supported.

Llement

Cancel

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Fhass

Al E?

@it NetApp Data ONTAP Storage

Name
" Register NetApp Data ONTAP storage by specifying DNS name or IP address.

Management server DNS name or IP address:

X )

[17221.238.7)
Credentials

Description:
VMware vSphere
NAS Filer
Apply Role:

Summ— [ Block o file storage for VMware vSphere

[] Block storage for Microsoft Windows servers
[ NAS filer

< Previous

L

Next >

||

Finish

l ‘ Cancel

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Al E?

/Edit NetApp Data ONTAP Storage

Name

VMware vSphere

NAS Filer

Apply

Summary

_

Credentials
Specify account with storage administrator privileges.

Credentials:

| swe-vbr (NetApp access account, last edited: 1349 days ago)

Protocol: HTTPS v

Port: 443 [i‘

Manage accounts

< Previous H Next > | - Finish

| s ]

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Storage Integration
AMIECE?

fEdit NetApp Data ONTAP Storage

VMware vSphere
Specify how this storage can ccessed by VMware vSphere backup jobs.

Name Protocol to use:
Fibre Channel (FC)
Credentials iSCSI
L
[V Create required export rules automatically
NAS Filer Volumes to scan:

At voumes | o | G

Apply
Backup proxies to use:

Summary |hq-vbﬂappn.demolab.local H Choose... }_

Mount server:

hg-vbrlappl1.demolab.local (Created by Powershell at 7/9/2020 2:05:00 AM.) v| | addnew.. <D

< Previous ]I Next > H Finish H Cancel \
(& 4
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Fhass

Al E?

/Edit NetApp Data ONTAP Storage

NAS Filer
Specify how this storage can i ccessed by file backup jobs.

Protocol to use:

Name
SMB
Credentials NFS
] Create required export rules automatical
VMware vSphere o = po ty
Volumes to scan:

| (e | G

| crooe. |

Apply Backup proxies to use:
|Automatic selection

Summary

< Previous ‘ I Apply

Finish ‘ ‘ Cancel
J

-
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FhEEERK

Aduanced Settings >

/NEW Backup lob | Backup | Maintenance | Storage | Motifications | u’ipher&| Integration | Scripts X\

é l! Storage Primary storage integration
- m F Enable backup from storage snapshots e fles produced by

lUse storage snapshots (instead of WM snapshots) as the data source for

MRS BT "R % e - -
%{ﬁj E J\ I~ thIS.JDb. Using storage snapshots reduces impact on the production

environment from VM snapshot commit,

: Y RE AR Nere i
ﬁlq:lﬁlz mIE/_\E - g % 1‘ A3} Limit processed VM count per storage snapshot to
{ﬁ?ﬁ*%@]ﬁ %{ﬁj\o m\kiA r /R F)im_' Virtual Machines By default, thejc:b_will process all included WMs located on the same

datastore from a single storage snapshot.

%iZIjJ %\Eo _ [ ] Failover to standard backup - |

Perform standard backup from VM snapshot if backup from storage
Guest Processing shapshot fails. Map backup

l L:| 11% r%l 1 \\%{ﬁj\ ,SRTLJ\*U%a L] Failc:r'.rF_:r to primary storage snapshot .
Schedule Use primary storage snapshots as the data source if backup fraom
11% r%, v l {Tﬁj:l')\*)-ll &]:Ekfio secondary storage snapshot fails. Configure..

iZ?S'ZﬁTE‘ETWE,ﬁE@ (RPO),
;:rl]F)_JZ \T%{ EEJXT.I'EFL ﬂ:i%E‘ %2 f;ﬁ::ﬂend to make
M,

H Choose.. |

e

h Cancel

\
o [ e |

= 4
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Veeam Backup & Replication Sz AN i +24E.
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SRR ISR

- ERHED

 Veeam {UESEMN
- BARMEMEE, S3EI0E Linux FHEE
o AR ERE:

. @id NDMP BEREIS TS

« SMB F NFS 3=

o XIZRTFE

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners



A
ERHRERA

PAKMEthernet

—
n]
—
= il

Veeam BN IRSEE BIDTFIEE

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

SEZF/SAS

—
BSTRSE

571

-
)

e



WENIEES

WAN Accelerator
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WAN/IIEs%

Veeam Backup & Replication 1214557 LA | : l
/

TRSHER) WAN IHERR
¢ TR Y R

o« 232 oy,
. g%;ﬂ__l}g £& JE WAN fjgEse A EFHIENY B4R WAN filiE

.+ AIERRA/NKE

XA E GRS 7 EREIEE, SEIT
BRIt EEmEE. @ susoms sz (@)

© BRI, E AEEET 100Mbps A9
- sl -
— EJZ (D) — OR ©

WAN EEMmigiT.
BRI BRI BinEhEEE B

- (EWEENNE HIEEKT 100Mbps HY
WAN JEZIRIT.
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WAN/IERES
WATRRE?

Home WAN Accelerator

£
Add WAN _Le WAN
Accelerator Accelerator Accelerator Accelerator
Manage WAN Accelerators Upgrade

Backup Infrastructure
i Q Type in an object name to search for

E Backup Proxies

Backup Repaositories Name Host T

#0000

External Repositories

%ﬁ Scale-out Repositories

e [

@ Service Providers
» &] SureBackup
> @! Managed Servers

ﬁ Home

&% Inventory

@E‘! Backup Infrastructure _ o

(fg: Storage Infrastructure

@ Files

&n hg-vbriapplidemol.. hg-vbriappli.de..

hg-vbri.demolab.local - Veeam Backup and Replication

Description
Created by Powershell at 7/13/2020 5:23:28 PM.

New WAN Accelerator

Review

& Review the settings, and click Apply to continue.

Server name:

hq-vbri.demolab.local
Virtual (VMware)

10 GB

C:\VeeamWAN

The following components will be processed on hg-vbri.demolab.local:

Server
T Server type:
CRevew e
Cache path:
Apply
Summary
Component name
Transport
WAN Accelerator

Status
already exists

will be installed

< Previous Apply Finish Cancel




WAN/INRES
AT

/Edit Backup Copy Job

w Data Transfer
[=]

Job
Objects

Target

Schedule

Summary

Choose how object data should be transferred from source to target bac

(@ Direct
Object data will be sent directly from source to
copying backups on-site, and off-site over a fa

(O Through built-in WAN accelerators
Object data will be sent to target repository th
both source and target sites. This mode provid

Source WAN accelerator:

Target WAN accelerator:

| < Previo

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

-

X )

/Edit Replication Job

Data Transfer

)_ Choose how VM data should be transferred to the target site.

Name

Virtual Machines
Destination
Network

Job Settings

Seeding
Guest Processing
Schedule

Summary

When replicating between remote sites, we highly recommended that you deploy at least one backup

proxy server locally in both sites to allow for direct access to storage.

Source proxy:

| Automatic selection

Choose... |

Target proxy:

| Automatic selection

Choose... |

@) Direct

Best for local and off-site replication over fast links.

(O Through built-in WAN accelerators

Best for off-site replication over slow links due to significant bandwidth savings.

Source WAN accelerator:

Target WAN accelerator:

< Previous | | Next > | |

Finish

Cancel |

)
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Enterprise Manager
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E2eS

Veeam Enterprise Manager 5 Veeam Backup & Replication €& 1ER— .ISO H,

»w 4

. ;\é =

S

~EPg . E
- - p”

Install

Eﬂ Veeam Backup & Replication - X

Np] [Install Veeam Backup & Replication

|D N Veeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your applications and data.

NE| Install Veeam Backup Enterprise Manager

_I Veeam Backup Enterprise Manger is an optional web-based management and reporting
console for Veeam Backup & Replication.

Nlm=] Install Veeam Backup & Replication Console

I.E_I Veeam Backup & Replication console is a client-side component that provides access to
the backup server.

© View Documentation

e,



Veeamit V)

E2eS

iﬂ Veeam Backup Enterprise Manager

System Configuration Check

System is being verified for potential installation problems,

Requirement

Microsoft .NET Framework 4.7.2

Microsoft Visual C++ 2015-2019 Redistributable
Microsoft System CLR Types for SQL Server 2014

1IS URL Rewrite Module 2

Microsoft 1IS

Default Document Component
Directory Browsing Component
HTTP Errors Component

Static Content Component

Windows Authentication Component
WebSocket Protocol Component
ASP.NET 4.5 Component

255

To finalize required components installation, system reboot is required.
= Installation process will continue automatically.

Back

Status
Q Passed

!, Reboot required

0 Passed
@ Passed
Q Passed
@® Passed
Q Passed
Q Passed
@ Passed
@ Passed
Q Passed
Q Passed

Cancel

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

EE Veeam Backup Enterprise Manager — X

License

Provide license file for Veeam Backup Enterprise Manager.

Select license provisioning method:
& Sign in with Veeam I Browse license file

License details:

Subscription, Suite, 100 Instances, License expires on 31/12/2024

Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license ID, the installation ID, and workload usage counters to Veeam servers periodically.
Successful usage reporting doubles the number of workloads you can exceed your installed license by.

Back Cancel



VeeamitMl/ &THEE

E2eS

E-‘_Ij Veeam Backup Enterprise Manager

Ready to Install

Installation will begin with the following settings.

Installation folder:
Guest catalog folder:
Service account:
Database engine:
Database name:
SQL server:

Catalog service port:
Service port:

Web Ul ports:

REST API service ports:
Certificate:

Check for product updates:

C:\Program Files\Veeam\Backup and Replication
C:)\VBRCatalog

LOCAL SYSTEM

PostgreSQL

VeeamBackupReporting

winsrv88:5432

9393

9394

9080 (HTTP), 9443 (HTTPS)

9399 (HTTP), 9398 (HTTPS)

Self-signed certificate will be generated automatically
Automatically

Eil Veeam Backup Enterprise Manager

Database

Choose database engine and instance for Veeam Backup Enterprise Manager.

Use following database engine: PostgreSQL Server e

@ Install new instance

O Use existing instance (HOSTNAMEPORT)

Database name

Connect to PostgreSQL Server using:

@ Windows authentication credentials of service account

(O Native authentication using the following credentials:
Login:

Password:

£ Customize Settings - Back Cancel Back Cancel

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeom
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mhamfl (BEXR)

LS

255

VMware vCenter

SUEBEMEE
Enterprise Manager eIV EEeS e s
Database Enterprise Manager RIS
=18
=" > I
AN
B ‘
£ NS

N\

Veeam B{DIRS5ES Veeam HRDFIET!

y _l 4 \/

NE'
E. E.

Veeam B{DRS5EE Veeam FHDFIEF
HiEE

HERE

T4 A - T4 B

~

J
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E@ DELETG] Reports Jobs Policies

Mailbox Items SQL Database Oracle Database

Username:

Unstructured Data

PostgreSQL Instance

‘ Fﬁter username

Q ‘ £D) History

Accounts:

€ Available accounts will be shown after specifying a username

Machines

Files

ltems

m
B
[+

o

m

Requests

@ DEMOCENTER\achraf.akrout v

@ Configuration



Vax s A
Veeam{EV ETHES

IIRE\ECE.

Reports Jobs Y ] Unstructured Data Machines File = Requests
@ Exit Configuration carch by acopunt namme Q " Acunt Types (AR
B* s TR ™ B
- # Backup Servers L @ expont &
Type: User i
- ) vCenter Servers sunt Delegation Mode Gucta Per.user
- Account: ez ®) vsoh ;
(@) vsphere tags 100 GB I
- ‘w selfService b Grou 2/ v=p 2 016G e
A i g Users can manage all VMs with tags specified in the 100 GB No
Repaository: ge all h tags specified h
(© Sessions . External User corresponding self-service configuration.
i . — 200 GB Mo
Quota: External Group () vSphere role: Role.
i [—— ) 20GB ]
& Foles = Job scheduling: allow: Tenantha  Ysers can manage all VMs for which they have the specified
& vSphere role assigned. 10 GB Mo
in - I
A Settings k3 Job priority: (_J) VM privilege: Se rivilege.. 100 GB Mo
1 - - Uszers can manage all VMs for which they have the specified R "
Licensin, . all vCenter Serw 00 5B o
2 - = vCenter scope: g wSphere permission. :
A 100G Mo
A Notifications vSphere tags: Selact a vs
& p E
0 aAbout b A AsSiEN a s 3 oeach. | - o

Show Advanced Job Settings



N
VeeamiEMW &=

£t

DIRE\ECE

E@ Dashboard

@ Exit Configuration

Reports Jobs cies

Summary

kb © ¥ B

%

e

@ =

Backup Servers

vCenter Ser

Self-Service

Sessions

Roles

Settings

Licensing

Notification

About

© Details Report
hg-vbri.demolab.local (46 instances)

Virtual Machines (22 instances)

Name

demo-linuxvm101
demo-linuxvm102
demo-linuxym103
demo-linuxym 107
demo-linuxym109
demo-sgl106
demo-winvm101
demo-winvm102
demo-winvm103
demo-winvm105
demo-winvm106
demo-winvm107
demo-winvm108
demo-winvm109

exchl

£o1

It

{11

Unstructured Data Machines

Instances Type

1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 1ilmhara

Items Requests

Install license

Job name

VMware - Backup from 3PAR Snapshot
VMware - Backup from IBM Snapshot
VMware - Backup from NetApp Snapshot
VMware - Backup from VNX Snapshot
VMware - Backup from ETERNUS Snapshot
VMware - Backup from Pure Snapshot
VMware - Backup from 3PAR Snapshot
VMware - Backup from IBM Snapshot
VMware - Backup from NetApp Snapshot
VMware - Backup from Nimble Snapshot
VMware - Backup from Pure Snapshot
VMware - Backup from VNX Snapshot
VMware - Backup from VSAN

VMware - Backup from ETERNUS Snapshot
VMware - Backup to XFS Repository

Vhhwiara - Barckon +a ¥YEC Ranacitane

Last processed

01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024

N1 iNg /INJA

@ DEMOCENTER\achraf.akrout +
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ENEFIZ RS Credentials & Passwords
o E
AN Uoaace A, Datacenter redentas EaT ARSI e A4 SR B EES O B ZEfI

View and manage stored accounts, - \
[9) P Credentials & Passwords * S I e ﬁg%tQZ%{EﬁlE%gé% 2 1 1/—' > > A v 2— AZ
= pr— A A TR B AN T R B SR =R SS
~ iew and manage stored doud A
(] Jsers & fioles :ccounts and a(?ces; keys. Eg%j:ElaEEU%o
4
4

é?:_:, Cloud Credentials
@ Malware Detection ﬁ;‘l' \E/:;?;:t(:?:a::j: :c:::d encryption l‘é’}ﬂl«l{% % _u:tjilﬁj;ﬁ@u @#g&?)jl{g}i_l_jzu % %F%&EFE}JD LE E ’\J
CAEUIIE

Network Traffic Rules passwords.
Global Exclusions [ \T:xvn::::l‘ar::r::;:teftz::ﬁms servers. 1§E-I-L\)\1§%Jttiilﬁjiﬁbn KM S Hﬁ%g%#{%% KM S z:z'}%ﬁ ° S‘

\,\ Options

Console b
Color Theme »
Configuration Backup

License

Pyl 4

Help »

X

| Exit

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeom
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FFPF1fAtUsers & Roles

User or group Role
Add X
User or group: | | | Brow: |
[9) Rol |Veeam Restore Operator ~ |
[] This is a service account (disables multi-factor authenticati

Select User, Computer, or Group

Select this object type:

‘User, Computer, Group, or Built-in security principal

o |

From this location:

‘demc»lab.\ocal

H Locations... |

Enter the object name to select (examples):

Check Names

© 2024 Veeam Software. Confidential information. All rights reserv

ed. All trademarks a

o] o
["] Enable multi-factor authentication (MFA)
[T] Enable auto logoff af‘ter min of inactivity
OK | | Cancel

re the proper

ty of their res

pec

tive

180 MAER k.
 Restore operator FEDIFHF/BF (user/user group)

HHITIKEITTE
* Backup operator -ARFFNEILFNIEI, LIKREHFIE

=D LAN BIZE VeeamZIP {7
EBLUEIE b PN b ISERNP I ERRERE
R (R IR P Wéﬁﬁméwﬁl @I‘RBE

« Tape operator -1

owners.

B =Pl

(Hal m R LA R B ahakE LE T E Al
* Backup viewer —-EEXIEHIGHY “HiE" 1HEEANR
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}ﬁl

BN Global Network Rules

Add New I1Pv4 Network Traffic Rule X

0

Gl{ Preferred Networks X X

=

Prefer the following networks for backup and replication traffic:

Network Address Prefix Length Add.. -d e

Remove Edit...
Add Network X
Remove

(o) Network address: : . . /0 Networks... -o

Subnet mask:

OK Cancel
[y Enable IPv6 communication
oK Cancel tion if you are
rposes.
oK Cancel
W tnablea Lisabled § untnrottle 1o: | [ | ||V|DDS v | 11 1

x Bt | OK || Cancel |

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Ebﬁiﬁ@]@ﬂ%ﬁ“’ﬁﬁﬁﬂ%@ﬂﬁ
;: | S EANE EEP/ IP

8 L,U] ﬁﬁlﬁﬁﬁxﬁg /;EELQ
PElpTE A e

1:r Z%ﬁﬁk?‘ﬁ*‘é%@i ﬁﬂ%l@
BEEN EU&% NEURCHEIE

&,UTU %&@ﬁ%ﬁﬁ
B TCP/IP E}%ﬁf{o
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}ﬁl

FEHHEBRVM Exclusions

Ly

[01 VM Exclusions X
Virtual machines specified in this list will never be processed, even if they are
included in a job _e.licitly or via a container.

Name Note Add...
Remove

Note...

OK Cancel

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respe

ctive

Veeam Backup & Replication BJLA
BREMALRINZIHERRY .

A=A RIS A SRR 2L
BRI AN, FipEHIEILFD
SureBackup {ENVFRAP.

AT IREREIUNAINIE, BEFEE
RBENTMILFIZRFHIER.

owners.
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15E61-Options

Upgrade

AN

Credentials & Passwords *

A
Users & Roles 1
(1) |
S
T Malware Detection ;
)
)

.@.

Network Traffic Rules

Global Exclusions 4
Options

Console 4
Color Theme 4

4’*3] Configuration Backup

License

Help >

\\x Exit )




A
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15513- 1/0O Control.

ERRTFEIEIRIEHIfS, Veeam Backup & Replication =1E2]
ERRIPRI SR M S B aHR 8] It A = 2R _ERYF 1SRN
JEIR, AT IS TFEIEIR, Veeam Backup & Replication {5
AR R RU BT S TRFE PR HUSCRTE TR,

FIEEFMES D ELAEUETRME (Stop assigning new tasks to
datastore at) - 1/0 ZEIR[RHI, TELLFREIT Veeam Backup
& Replication ANMEEF{EF D ECLEEIEFE.

BREIIAE(ESEI /0 (Throttle 1/0 of existing tasks at) —
/0 FEJRPREI, Veeam Backup & Replication WAJRBE(KEGE

MERBB NEEFEIIRE.
A LA BN R SR EERIRYEIL,

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Options

/O Control | Security I E-mail Settings I Event Forwarding I Notifications I History |

Enable storage latency control
Define desired primary storage latency limits to ensure running jobs do not
impact storage availability to production workloads.

~

Stop assigning new tasks to datastore at: 20 |ms
Throttle I/O of existing tasks at: 30 C |ms
Set custom thresholds on individual datastores

OK | | Cancel | | Apply
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156100 - FR B4 EE-mail Settings.

Veeam Backup & Replication MR T A ZE S0 E
W EFrASEBIREHIEBEFHMYFEIRTBEE.

BHal, (132 SMTP. Google Gmail #1 Microsoft
365 {ENrT AT It BAYRYHBAARSS =S

FEFERAFRIER. WA &I ARIEE TR
MIREFNE SHIGFTASE R MR- TR E.
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Options

| I/0 Control I Security| E-mail Settings | Event Forwarding I Notifications I Historyl

X

Enable e-mail notifications (recommended)

Mail server:

SMTP server (basic authentication) v | | Advanced... |

SMTP server (basic authentication)
Google Gmail (modern authentication) :I
Microsoft 365 (modern authentication)

From:

| hg-vbri@demolab.local |

To:
| IT.Alerts.Backup@demo.local |

Subject:
| [%JobResult%)] %JobName% (%0ObjectCount% objects) %lssues% |

Send daily reports at:| 22:00 : o

Notify on:

Success

Warning

Failure

Suppress notifications until last job retry

(0]¢ | | Cancel | | Apply




A

4= i'—

GEIN - 18B%0 Notifications.

BT BIRFE_ RIS O FEA R R(ERT
Veeam Backup & Replication iXR]UABEEEESHISN

BB, EFERERITENERSUFERZBIES 14
X, FEAUEFREUTSEER.
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Options

s

| 10 Control | Security | E-mail Settings | Event Forwarding | Notifications | History

Backup storage

[] Warn me when free disk space is below:
Production datastores

[] Warn me when free disk space is below:

[] Skip WM processing when free disk space is below:

Support expiration

[] Enable notifications about suppeort contract expiration

Update notification
[] Check for product and hypervisor updates periodically

o -] -]
o L3 L3

ok | | T

Apply
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Bl — HistoryA5RiCR.

Sessions XIFIZHIE Veeam BN EEFHIEHIEH "H
SFicR" RPN ERZD%EE,

Session history retention[ P 1ICRIRE X REICHE
B ER (S B R ESURE R EE 2 <A E]

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Options

x

| 170 Control |Securit_',' | E-mail Settings | Event Forwarding Nutiﬁcations| History |_

Sessians

() Show 2ll sessions

(®) Show only last sessians

Session history retention
() Keep all sessions

® Keep onlylast | 53 : weeks

| | Cancel

Apply



IIA

S

}38l)S- Console.

* s =, Remote Desktop

- Opens Remote Desktop connection to
the backup server.

PowerShell
™ Users & Roles sl Opens PowerShell console.

Veeam Backup & Replication AJ LT HS aa [} Swasger

‘/-\' alware Detection ens the interactive documentation
%{ﬁﬂﬁ%%%EI\J\LE*EiEE}%\ ?j-a:l: Q - e SprES;};\PI ftor tEtis b:ckup ser\ie:.
PowerShell 44, 1&fT PuTTY SCRFER SesEEs |

FEEMNEHS T AR NIRSS0I3RE 4 LB AL
W H4ER REST API, 3 oo

Gy Y- »

Color Theme »

@ Configuration Backup
=

License

Help >

kx Exit )

f Credentials & Passwords P

bl .
: =] Global Exclusions >
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BCE RS - Configuration Backup.

(o) Configuration Backup Settings

Backup
Enable configuration backup to the following repository:

‘-Configuration Backup Repository (Created by Ansible) v ‘ - yg 7@11%@3%%{% ) %\gﬁjij:ﬁ_/l\ﬁﬁ%rﬁo
= 1968 ree ot 106G Veeam Backup & Replication &5 ERSS 88 L

st pots ol 10 B BHlA ggggggggggﬁg%mﬁ@%ﬁ@wgﬂ

Perform backup on: Daily at 10:00 Schedule... -

Last successful backup: ¥ No backup Backup now % %E%ﬁy‘jrﬁm ac up%!E EquCG {% E

Enable configuration backup file encryption ZQEE&BE ' )\J_Il«)\ﬁﬁﬁ @EE%

‘F(}Za;::;:r:tion backup password (Last edited: 284 days ai v | ‘ Add... ‘- Eﬁ %ﬁﬂﬁ 1%1:):]@6%%1%" yu%
| | I]MMTJE_'; D%E Veeam Backup Enterprise
73

) Loss protection enabled Manage passwords 2 5= Veeq m B(]Cku P

@%?
(2) e WERLLTE,

Replication ffz?
Restore the configuration backup to this server: Restore... - Rﬁg}%]ﬁtﬂ?ﬂ?ﬁ@ﬂ%ﬁﬁj\ﬂg'lﬂkg I} L;L{E:{%'EEE
FERIFARSS 28,

oK | ‘ Cancel Apply
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f£ Veeam Backup and Replication F, {FIVEE—RKFIEUEEIRES, BESH. EFMKERE. BEE=
g, 1ENEBEHITIZERE, BIREHR =M ERIPCHEURE, PhIEEKEIRA.

RO EMIRESIRESBC/SHE, Veeam Backup & Replication FRIE REE RS SIRIEE T ARREEUEAY
B USFNT R TR R EE LT,

FHD RS S
O ..................... Eﬂ ..................... O

Bin1EL . CDP Bl:

. . .
o . e
.. . ..
. . .
.
.
.
.

spaset LB SureBackup L
SHIEL
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LI e R M ENRRYIRFS HRIE (S 3=

1.
2
3.
4
5

6.

SIEWEIEI — XEARIVEERSMLR, FEDREREBNRERZIR.

. FEEEUE{RIFBIER Continuous Data Protection policies,

FeRF(EWL (/5120 SnapshotDeleter)

- REF DL — XERIBEBERE S5k K.
- BIAREL — B "SR EIHWEIEEE =85k, ATLIALIMMEVER "Sit5aRk” &t

#Finfrl., S8R, FORSHEEOREEL. EF01EL,
B EFRFIFEEFL — XERIINERER, AERRRETRNERZIR.

[ veeam
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Veeam Backup Service IEFN Veeam Backup Manager MEZ

2 %=FES Veeq;:Fn Backup BEUEEZEYEINEE.
Manager 1H#FZ,
DRSS =R . " .
Veeam Backup Service i Veeam Backup Manager(s) : Configuration Database
O =
LEy O o> ¥ <o ——
-'°
C O & ?
Veeam Backup & Replication 153K s R— ;/;ij]oég B(G Sl;[j: II:/I/IZ?/Z?? ?ﬁ%}? .................... [3)
REAAN ETEAE B Gl RE AT AR N PF 21 HURESNIN N
] ] ] ] .......... B, °
© zEnae supmanzs @)
Data Mover Data Mover N
) ) -_ NG|
Data Backup HIESED ] i
— BHRE STk
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FioFll BT 2RI

-
New Backup Job X

Name
- m Type in a name and description for this backup job.

Marne:
‘ Backup lob Example

Virtual Machines

Description:
Storage Created by DEMOCENTER\User at 2024-04-09 15:54,
Guest Processing -
Schedule
Summary

Backup infrastructure resources are offered to high pricrity jobs first. Use this option for jobs
zensitive to the start time, or jobs with strict RPO reguirements.

J

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeom
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FioFll BT 2RI

X
J

/New Backup Job

Virtual Machines

- Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically
m changes as you add new VMs into the container.

MName Virtual machines to backup:
Storage

Guest Processing
Schedule

Summary

Recalculate

»
&

Total size:
0B

Cancel

<Previous || Net> | Faen

(=

-

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

 Add Objects

Select objects: O & E €F
4 (B VMs and Tags
b vcl.democenter.int
4 B3 vel.demolab.local
> (@ AAVMs with No Backup -Business-View
> % Application
> (% ASH-TESTO1
4 @ VAQ Recovery Location
> [v] 4 DRSite
> [v] 4 HQSite

< >

I-*'V Type in an object name to search for QI

\
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FioFll BT 2RI

New Backup Job

Virtual Machines

Wirtual machines to backup:

X

- Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically
m changes as you add new VMs into the container.

Mame
e -
'D? oral Virtual machine 100 GEB
Storage ¥ spsl Virtual machine 60,1 GB
¥ sqit Virtual machine 310 G_
Guest Processing 51 web1 Virtual machine 388G
Summary
Total sizes
195 GB
B | ‘ Next > e
A\

7

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Exclusions

m Ternplates

Templates processing settings:
Backup VM templates

modes using storage snapshots,

Exclude templates from incremental backup

o Ternplates backup functionality is not available for transport

QK

Cancel
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/

New Backup Job

s )

Storage

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files pr d by
this job and customize advanced job settings if required.

Hame Backup proxy:

| Automatic selection | ‘ Choose.. |

Virtual Machines
Backup repository:

— | AWS S3 Repository (Created by Powershel at 7/17/2020 1:05:23 PM) v |

Guest Processing = 1.63 TB free of 1.99 TB

Map backup

Cor

Retention policy: 14 C || days v|
Schedule - policy: ~ o
- Keep certain full backups longer for archival purposes -
Summary
12 monthly
[[] Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,
Advanced job settings include backup mede, compressien and deduplication, block
size, notification settings, automated post-job activity and other settings.
S <Previous || Next> Finish

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

-

/Backup Proxy X

~

Choose backup proxy servers for this job. For redundancy, we recommend to select
at least two proxies. When multiple proxies are available, selection will be
performed on per-VM basis, taking into account proxy connectivity and current
load.

(® Automatic selection

The job will automatically select the most suitable backup proxy server from all
available backup proxy servers.

(O Use the selected backup proxy servers only X

The job will automatically select the most suitable backup proxy server from the
following list of proxy servers,
Select all
1

Clear all

<

L

L[ [T

ITH Cancel ‘
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FioFll BT 2RI

-

Retention policy: 14 C || days v|
Schedule Pe ¥ o
Keep certain full backups longer for archival purposes
Summary
12 monthly
[[] Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,
Advanced job settings include backup mede, compressicn and dedup_
size, notification settings, automated post-job activity and other settin
<Previous || Net> |  Frien
-

~N
New Backup Job X
Storage
- Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
m this job and customize advanced job settings if required.
Hame Backup proxy:
| Automatic selection | ‘ Choose.., |
Virtual Machines
Backup repository:
_ | AWS S3 Repository (Created by Powershel at 7/17/2020 1:05:23 PM) v |
Guest Processing = 1.63 TE free of 1.99 TB Map backup

A

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Advanced Settings

Backup | Maintenance I Storage | Notifications | vSphere ’ Integration ’ Scripts |

X\

Backup mode

(O Reverse incremental (slower)
Increments are injected into the full backup file, so that the latest backup
file is always a full backup of the most recent VM state,
® Incr tal (rec ded)
Increments are saved into new files dependent on previous files in the
chain. Best for backup targets with poor random |/O performance.
Create synthetic full backups periodically on:
Saturday Configure...

Active full backup
[] Create active full backups periodically on:

Reverse incremental mode will become
deprecated in vNext. It will continue to work
but will not be available for newly created jobs.

Save As Default OK

‘ ‘ Cancel ‘

.
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New Backup Job

Storage

Mame
Virtual Machines

Guest Processing
Schedule

Summary

X

- Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
m this job and customize advanced job settings if required.

Backup proxy:

| Automatic selection | ‘ Choose... |
Backup repository:

| AWS S3 Repository (Created by Powershel at 7/17/2020 1:05:23 PM) v |
§ 1.63 TB free of 1.99 TB Map backup
Retention poliq,l:‘ 14 : | ‘ days ~ | o

Keep certain full backups longer for archival purposes
12 monthly

[[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mede, compressicn and dedupli-
R . . - . o . Advanced...
cize, notification zettings, automated post-job activity and other setting
Cancel

< Previous H Next > | Finich

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Advanced Settings X

i?aaﬁl Maintenance |Storage | Notifications | v‘.iphere"[ Iﬁt;g}aﬁon Scripts

Storage-level corruption guard

[ ] Perform backup files health check (detects and auto-heals corruption) on:

Full backup file maintenance

Remove deleted items data after 3 - days
[] Defragment and compact full backup file on:

Save As Default oK H Cancel ‘
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-
New Backup Job

Storage

Mame

Virtual Machines
Guest Processing
Schedule

Summary

.

- Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
m this job and customize advanced job settings if required.

N
X

Backup proxy:

| Automatic selection | ‘ Choose... |
Backup repository:

| AWS S3 Repository (Created by Powershel at 7/17/2020 1:05:23 PM) v |
§ 1.63 TB free of 1.99 TB Map backup

¥ |

Keep certain full backups longer for archival purposes
12 monthly

Retention poliq,l:‘ 14 : | ‘ days

[[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mede, compressicn and deduplicat- - Advanc
cize, notification settings, automated post-job activity and other zettings. -

< Previous H Next > | Finich

4
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Advanced Settings

‘ Backup l Maintenance\v Storage l Notifications l vSpheferlitegration ] Scripts ‘

X

Data reduction

Enable inline data deduplication (recommended)

Exclude swap file blocks (recommended)

Exclude deleted file blocks (recommended)

Compression level:

|Optimal (recommended) v |

Provides for the best compression to performance ratio, lowest backup proxy
CPU usage and fastest restore.

Storage optimization:

- | 1MB (recommended) v I

Delivers the optimal combination of backup speed, granular restore
performance and repository space consumption.

Encryption
[] Enable backup file encryption

=

\ 3

Save As Default ok || Ccancel

-

/
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a N
New Backup Job X

Storage

- Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
m this job and customize advanced job settings if required.

Hame Backup proxy:
| Automatic selection | ‘ Choose.. |

Virtual Machines
Backup repository:

_ | AWS S3 Repository (Created by Powershel at 7/17/2020 1:05:23 PM) v |

Guest Processing = 1.63 TE free of 1.99 TB Map backup
Retention policy:| 14 0 || days v
Schedule policy: ol K
Keep certain full backups longer for archival purposes
Summary
12 monthly

[[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mede, compressicn and deduplicat- - Advanc
zize, notification settings, automated post-job activity and other settings. -

< Previous H Next > | Finich
L /)
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/Advanced Settings

! Backup | Maintenance l Storage | Notifications ‘vSphere l Integration | Scripts |

X\

[] Send SNMP notifications for this job
[] Send e-mail notifications to the following recipients:

’Type in one or more e-mail addresses separated by semicolon

‘ [%aJobResult3%] %JobName% (%0bjectCount?% machines) %lssues%

B’ Suporess A.::-.‘___‘._ s until the last retn

- [ ] Set successful backup details to this VM attribute:

‘ Notes

D Append to the ex I‘,"; atinoute s value

o
0

Save As Default oK H Cancel ]

-

J
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/
New Backup Job

Storage

Mame

Virtual Machines
Guest Processing
Schedule

Summary

.

- Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
m this job and customize advanced job settings if required.

><\

Backup proxy:

| Automatic selection | ‘ Choose.. |

Backup repository:
| AWS S3 Repository (Created by Powershel at 7/17/2020 1:05:23 PM) v |
= 1.63 TB free of 199 TB

Map backup

¥ |

Keep certain full backups longer for archival purposes
12 monthly

Retention poliq,l:‘ 14 : | ‘ days

[[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mede, compressicon and dedupli
R . . - . o . Advanced...
cize, notification settings, automated post-job activity and other settings!

< Previous H Next > | Finich

4
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/Advanced Settings

ir Backup | Maintenance | Storage | Notiﬁcations| vSphere | Integration ’ Scripts |

X

Guest quiescence

[] Enable VMware Tools quiescence
Native quiescence will only be used for virtual machines with application-
aware image processing disabled.
Changed block tracking
Use changed block tracking data (recommended)
Enable CBT for all protected VMs automatically
Changed Block Tracking (CBT) is a VMware feature that allows for faster
incremental backup and replication. For CBT to be enabled, VM must
have no existing snapshots.
Reset CBT on each Active Full backup automatically

Provides safety net against potential CBT issues at the cost of slightly
increased backup window.

o

Save As Default oK H Cancel

J
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4 ) / ance ings \
New Backup Job X it %

j Backup] Maintenancel Storage l Notifications I vSphere] Integration \’Scripts
Storage ‘ _
- Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by Primary storage integration
m this job and customize advanced job settings if required. Enable backup from storage snapshots

Use storage snapshots (instead of VM snapshots) as the data source for
this job. Using storage snapshots reduces impact on the production
Marme Backup proxy: environment from VM snapshot commit.

| Automatic selection | ‘ Choose.., | [] Limit processed VM count per storage snapshot to

By default, the job will process all included VMs located on the same
Backup repository: datastore from a single storage snapshot.

) [[] Failover to standard backup
| AWS S3 Repository (Created by Powershel at 7/17/2020 1:05:23 PM) v |

Perform standard backup from VM snapshot if backup from storage

Virtual Machines

: = 1.63 TB free of 199 TB Map backu snapshot fails.
Guest Pracessing . 5 [] Failover to primary storage snapshot
Retention pelicy: ‘ 14 : | ‘ days w | o Use primary storage snapshots as the data source if backup from
Schedule secondary storage snapshot fails.
Keep certain full backups longer for archival purposes
Summary
12 monthly

[[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mede, compressicn and dedupli(- - Advanc
size, notification settings, automated post-job activity and other settings.

< Previous ‘ | Mext = | Finish Save As Default OK Cancel
-

4 - ‘ .
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vances ings \
/New Backup Job ><\ Advancedseting %

i Backup | Maintenance l Storage I Notifications l vSphere ’ Integration | Scripts L

Storage
- Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by Job scripts
m this job and customize advanced job settings if required. [] Run the following script before the job:
- ‘ Browse...
Mame Backup proxy: O Bun the following script after the job:
| Automatic selection | ‘ Choose.., | ‘ Browse...

Virtual Machines

Backup repository: - ® Run scripts every | 1 backup session
_ |AWS 53 Repository (Created by Powershell at 7/17/2020 1:05:23 PM.) A | _J : scripts on the selected days only _ Days..

Guest Processing = 1.63 TE free of 1.99 TB Map backup
Retention policy:| 14 T || days v
Schedule policy: ol K
Keep certain full backups longer for archival purposes
Summary
12 monthly

[[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mede, compressicn and dedupli-
R . . - . o . Advanced...

cize, notification zettings, automated post-job activity and other setting

k < Previous ‘ | Mext = | Finish Cancel / Save As Default OK ‘ ‘ Cancel ‘

- 4
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~
( /Processing Settings X\
New Backup Job X
General | SQL | Oracle | PostgreSQL | Exclusions | Scripts
Guest Processing l l l 2 I : 1
- Choose guest OS processing options available for running VMs. Applications
m Application-aware processing detects and prepares applications for consistent
backup using application-specific methods, and configures the OS to perform
£ ; : A
Application-Aware Processing Options X required application restore steps upon first boot.
Mame > S L % S < . ® Reguire successful processing (recommended)
Specify application-aware processing settings for individual items: gs proc a - O Try application processing, but ignore falkures
Virtual Machines C‘)_I?ject Vss Transaction Logs Exclusions  Scripts \ Add.. I oot O Disable application processing
7] web1 uire success  SQL: Truncate, Tru... Di 2 ications...
= Y [ | ]
Storage s :
Remove ‘ Choose whether this job should process transaction logs upon successful
us file system backup. Logs pruning is supported for Microsoft Exchange, Microsoft SQL
_ Server, and other applications that support Microsoft VSS.
- ® Process transaction logs with this job (recommended)
Schedule O Perform copy only (lets another application use logs)
Summary Persistent guest agent
:I By default, application-aware processing on Windows is performed by a non-
persistent runtime process. Deploying a persistent agent removes security and
port requirements of the runtime process injection.
[] Use persistent guest agent
pe ) g
ts
ok || cCancel | | | Credentials..
\_
Verify network connectivity and credentials for each machine included in the job
< Previous | | Mext = Finish OK ' ’ Cancel J
\ J - _
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( : :
/NE'W Bﬂckup J(}b ><\ Processing Settings X

| General | SQL | Oracle | PostgresQL | Exclusions | Scripts |

Guest Processing
- Choose guest 05 processing options available for running VMs. Choose how this job should process Microsoft SQL Server transaction logs:
m ® Truncate logs (prevents logs from growing forever)
Y Ao A Diocasiig Options X\ O Do not truncate logs (requires simple recovery model)
O Backup logs periodically (backed up logs will be truncated)
Name Specify application-aware processing settings for individual items: g5 processing — D
J backup logs every D minutes

Object Vss Transaction Logs Exclusions  Scripts Add...
Virtual Machines ‘_,J - = : - l I oL

] webl Require success  SQL: Truncate, Exchange: Tru... D-sable- Edit.. s | Applications... s

Storage

us file system Log shipping servers:
_ Choose...

Automatic selection

Scheche
=
its
ok || Cancel | | | Credentials..
\ Y,

Verify network connectivity and credentials for each machine included in the job

ok || Concel |

|/ - J

<previous [ News | A || cancel

-
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/ \ (rocessin ings <)
New Backup Job X ’ . %

| General | SQL | Oracle | PostgreSQL | Exclusions | Scripts |

Guest Processing
|¥‘ Choose guest 05 processing options available for running VMs, Specify Oracle account with SYSDBA privileges: )
m l T4 Use guest credentials v | I Add...
(Application-Aware Processing Options X\ Manage accounts

Archived logs:

MName @® Do not delete archived logs

Specify application-aware processing settings for individual items:

YS Processing,
oot O Delete logs older than: 24 hours

= B 5
] webl Require success  SQL: Truncate, Exchange: Tru... Disabled " Applications...
Edit... i phcahions J O Delete logs over: 10 GB

L | p logs every: 15 minutes
| GuestProcessng — o

i

Object Vss Transaction Logs Exclusions  Scripts

Virtual Machines

Storage

Sehecle
Summary :I Log shipping servers
i Automatic selection Choose... ‘
its
ok || cCancel | | | Credentials..
. J

Verify network connectivity and credentials for each machine included in the job

< Previous || Mext = || Finish || Cancel OK H Cancel I

N ) \ )
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( ) /Processing Settings X\
New Backup Job X
General | SQL | Oracle | PostgreSQL | Exclusions | Scripts
Guest Processing I 1 I I g I P |
- Choose guest 05 processing options available for running VMs. Specify PostgreSQL account with superuser privileges:
m l T4 Use guest credentials v | I Add...
(Application-Aware Processing Options X\ . X Manage accounts
The specified user is:
Name Specify application-aware processing settings for individual items: —— @® Database user with password
s = - - Pgs p 9. (O Database user with password file (.pgpass)
. Object Vss Transaction Logs Exclusions  Scripts l Add... I oot .
Virtual Machines = - : (O System user without password (peer)
] web1 Require success  SQL: Truncate, Exchange: Tru... Dasable- Edit.. s | Applications...
Storage —_— [ Backup logs every: minutes
Remove ‘ Retain log backups:
_ us file system @ Until the corresponding image-level backup is deleted
) Keep only last days of log backups
Schedule TE-“ﬂ:!::rarj.' ocation for archive ogs:
Summary ‘
:I Log shipping servers
‘ Automatic selection Choose...
its
oK || Cancel || | Credentials.
\_ 4
Verify network connectivity and credentials for each machine included in the job
<previous [ News | Aue || cancel | ok || Concel |
\ J . J
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Mame
Virtual Machines

Storage

Schedule

Summary

New Backup Job

Guest Processing
- m Choose guest 05 processing options available for running VMs.

X

[Application-Aware Processing Options

Specify application-aware processing settings for individual items:

Object
(57 web1

Vss Transaction Logs Exclusions  Scripts

A |

YS Processing,
oot

Require success  SQL: Truncate, Exchange: Tru... D-sable-

Remove ‘

s | Applications...

I

us file system

Choose...

oK

=

/

Verify network connectivity and credentials for each machine included in the job

< Previous | | Mext =

Finish

Test Now

Cancel

- I R I
(]
=

(Processing Settings

l General ] saL | Oracle l PoshgreSQL‘ Exclusions | Scripts I

File exclusions:
(® Disable file level exclusions
O Exclude the following files and folders:

Folder

QO Include only the following files and folders:

Folder

under a few hundred thousands.

Add...

Remove

Add...

File selective processing takes additional time proportional to the number of
excluded files, and stores extra per-file metadata in backup. Thus, it is best
used for excluding larger files, and keeping the total number of excluded files

‘ l Cancel

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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-
New Backup Job

Guest Processing
- m Choose guest 05 processing options available for running VMs.

Mame

/Application-Aware Processing Options X\

Specify application-aware processing settings for individual items:

YS Processing,

Object

Virtual Machines =
] webl

Storage

Schedule

Summary

]

Vss Transaction Logs Exclusions  Scripts oot
Require success  SQL: Truncate, Exchange: Tru... Dasab- Edit.. s | Applications...
[ Remove ‘
 us file system

:I Choose...

ok || Cancel Credentials...

J

-

Verify network connectivity and credentials for each machine included in the job

<previous [ News | Aue || cancel |

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

(Processing Settings

[ General I SQLI Oracle l PostgreSQL I Exclusionsl Scripts l

Script processing mode
O Require successful script execution
O Ignore script execution failures
@ Disable script execution

Windows scripts

Pre-freeze script

Post-thaw script:

Linux scripts

Pre-freeze script

Post-thaw script:

Browse...

Browse...

Browse...

Browse...

oK

[ e |
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New Backup Job X

Guest Processing
- m Choose guest 05 processing options available for running VMs.

Name Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing,
Virtual Machines and configures the OS to perform required application restore steps upon first boot.

Custornize application handling opticns for individual machines and applications

- Enable guest file system indexing and malware detection

_ Indexing enables global file search functionality, automatic detection of suspicious file system
activity and known malware files.

Schedule Customize advanced guest file system indexing options for individual machines

Guest interaction proxy:

‘ Automatic selection | | Choose... | -

Guest 05 credentials:

- ‘ Select existing credentials or add new ~ | | Add... |

Manage accounts

Customize guest 05 credentials for individual machines and operating systems Credentials...

Verify network connectivity and credentials for each machine included in the job
< Previous | [ Next> Finish

Storage

Summary

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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/
New Backup Job
f— vm|

Mame

Schedule

Virtual Machines
Storage

Guest Processing

Summary

Specify the job scheduling eptions. If you do not set the schedule, the job will need to be controlled manually.

Tlme perIOds

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

X\

. Permitted

Denied

:I Days...

] Months...

] Schedule...

of MSSQLS

Leng running or accidentally started jobs will be terminated to prevent impact
on your production infrastructure during busy hours.

< Previous | | Apply

Finish

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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/New Backup Job X\
Summary
- m You have successfully created the new backup job.

Name Summary:
Configuration has been successfully saved.
Virtual Machines MNarme: VMware_Backup lob example
Type: VMware Backup
Storage Source items:
oral (vcl.demolab.local)
Guest Processing sps1 (vcl.demolab.local)
sgll (vcl.demolab.local)
Schedule webl (vcl.demolab.local)

_ PowerShell emdlet for starting the job:
Get-VBRJob -Name "VMware_Backup Job example™ | Start-VBRIcb

- [ R e jibwetsen | click: Fanishs
k < Previous Mext = Finish | | Cancel |/

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeom



Restore

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



s

SRS R D PR ERTIE],

|£%| Snapshots

2%, Disk

%} Disk (Copy)

77 Disk (Orphaned)
2., Disk (Imported)
= Disk (Exported)
& Object Storage
W Capacity Tier

2% Cloud

¥z Cloud (Orphaned)
1 Tape

& External Repository

1‘. External Repository (Archive)

4 [ Replicas
G Ready
& Failover Plans
4 [ Last 24 Hours
[*} Running (4)
[ Success
[::1 Warning
[% Failed

/ﬁ\ Home
S /
@D Inventory

(?E’g Backup Infrastructure

i

:5 Storage Infrastructure

Tape Infrastructure

[ﬁj Files
4 Analytics
1H 4

m
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&, $3 - Backup

&2 VMware - Backup from 3PAR Snapshot
&% VMware - Backup from ETERNUS Snapshot
&%, VMware - Backup from IBM Snapshot

& VMware - Backup from NetApp snapshot

g-, VMware - Backup from Nimble Snapshot

& VMware - Backup from Pure Snapshot

& VMware - Backup from VNX Snapshot

&% VMware - Backup from VSAN

& VMware - Backup of AD Domain Controller
& VMware - Backup of Exchange Server

2024-04-03 19:00
2024-03-1622:35
2024-04-1122:40
2024-04-06 22:35
2024-04-1122:10
2024-04-1122:20
2024-04-1122:45
2024-04-1122:25
2024-02-0322:15
2024-03-3023:00
2024-01-27 23:00

G exg!
& VMWE'
& vMw By,
& vMw
l-_g-, VMw
& VMw
& VMw
& VMw
& VMw
[% VMw
&2 Wind
& Wind

& Wind

=

M OAIEIERT X DD RRDp

Instant recovery
Instant disk recovery...

Restore entire VM...
Restore virtual disks...
Restore VM files...
Restore guest files

Restore application items

Restore to Amazon EC2...
Restore to Microsoft Azure...
Restore to Google CE...

Restore entire VM to Nutanix AHV...

Move backup...

Copy backup...

Export content as virtual disks...
Publish disks...

Export backup...

Scan backup...

Delete from disk

24;04-09 23:01

03-2323:15
03-2323:18
01-1323:13
03-2323:12
06-10 23:06
04-06 23:06
* 103-2323:06
» 111-1123:16
04-16 22:00
04-0423:30
04-0423:30
03-2323:30

EAERWLIKEEntire VM restore
BPEY&E Instant recovery
EHIRLER K E Virtual disks restore
BPEY#LER PR S Instant disk recovery
FEHIHSE R E VM files restore
THEHKE Guest files restore

Nz A B & Application items restore

WEZ|Amazon EC2;
Azure; Google CE

WEZ||Nutanix AHV

BARSSH HEEEZExport content
as virtual disks

Bt iEPublish disks



BEPET % & Instant Recovery
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IHFE V&R E Guest files restore (FLR)
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* Windows: FAT, FAT32, NTFS, ReFS ZnTEhER: EX = e
* Linux: ext2, ext3, ext4, ReiserFS, JFS, XFS, Btrfs, NTFS l ST {t ST SRR

« BSD, Mac, Solaris tH237 4
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Oracle PostgreSQL

Microsoft Exchange

Microsoft SharePoint

Microsoft OneDrive for Business

Microsoft Teams
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Vlv-' Mailbox Stores R
Mw [*j R — b AaMm 0 Fomt To Cc
A ’ Type in an object name to search for
sq % R = Administrator Everyone
j 59 "f) R » 3 Perry Simons A Open
Mw < R » 3 Priyanka Trejo [, Restoreto..
viw r » Eﬂ SystemMailbox{b3a33460-3572-4589-b8ae-6e252b%b704b 5 Export to Desktophinbox.pst
Mwl % M » 5 test user e P P
Wl =2 an Y .
= . Exportto .pstfile..
. @ C 4 7 You have got hacked —
S » B Calendar F‘@ Save to Desktop
Mw F‘B B c - i
4 ontacts ‘I Saveto.msgfile..
Mw EA p » ] Deleted ltems 7 sendt
- en O
\d& N » [ Drafts —
fsilnbox §|:- Compare item properties...
» | Journal
» [ Junk Email
» VE Litigation Held Item Versions
> Iﬁ Litigation Hold ltems
» | | Notes
K (. . W,
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Backup
g A =R CA B A3 | e o ¢ b N O\] P4 z
EE’ Eh B om0 g L t b T~ Q "W e B = "™
Instant  Instant Disk Entire Virtual Export Publish VM Guest Application Amazon Microsoft Google Move Copy Export Scan  Delete Entire
Recovery ~ Recovery VM Disks Disks Disks Files Files= Items < EC2 Azurelaas CE  Backup Backup Backup Backup from Disk W
Restore Restore to Cloud Actions Restore to AHV
Home Q ¥ ame t
Job Name 1 Creation Time Restore Points
. & Agent Backup Policy AIX 2024-04-17 22:00
32 Backup ‘Vi Oracle RMAN
i SureBackup ¢! Agents
#4 Replication e » % AHV - Backup 2023-08-2222:00
## cop 2, Files - Backup 2024-03-27 19:00
4% Backup Copy &%, Linux - Backup of MySQL Server 2024-04-1323:30
ﬁ' Tape % Linux - Backup of Oracle Server 2024-04-2023:30
8] Application Plug-ins £, Linux - Backup of PostgreSQL Server 2024-04-1323:30
o [l Backups 53 - Backup 2024-04-09 19:00
57 Snapshots &% VMware - Backup from 3PAR Snapshot 2024-03-2322:35
‘% Disk & VMware - Backup from ETERNUS Snapshot 2024-04-17 22:40
(_l] Disk (Copy) » & VMware - Backup from IBM Snapshot 2024-04-13 22:35
",3 Disk (Orphaned) ,f'v", VMware - Backup from NetApp snapshot 2024-04-1722:10
€
2., Disk (Imported) &2, VMware - Backup from Nimble Snapshot 2024-04-1722:20
£ Object Storage &%, VMware - Backup from Pure Snapshot 2024-04-17 22:45
560 Capacity Ter &, VMware - Backup from VNX Snapshot 2024-04-1822:25
X Cloud & VMware - Backup from VSAN 2024-02-0322:15
¥%» Cloud (Orphaned) & VMware - Backup of AD Domain Controller 2024-04-06 23:00
;!q Tape %, VMware - Backup of Exchange Server 2024-01-27 23:00
% Extemal Repository &% VMware - Backup of File Server 2024-03-3023:15
1%L Extemal Repository (Archive) 4 (% VMware - Backup of MS SQL Server 2024-03-3023:18
4[] Replicas {51 5ql1 - SQL Server transaction log backup 2024-04-2412:59 10120
sw oS =T
4 [ Last 24 Hours & VMware - 8 B Instant recovery b [e3a3
[} Running (7) % VMware - BB, Instant disk recovery.. 23:12
rd & VMware - Ba— 2
A e e 4l o
[ Waming - 3 n i
(¥ 9 )
& Failed S Mware - 84151 Restore virtual disks... 23:06
L 5
G Wware -8 ) Restore VM files... 23:16
& Windows - § T/ Restore guest files » [23:30
ﬁ Home % Windows - § 7./ Restore application items » 2330
® . s
ol Windows - ®'  Restore to Amazon EC2... 23:30
rE]!] Inventory -
2 S Restore to Microsoft Azure...
(fsg Backup Infrastructure ® Restore to Google CE...
@ A5 Restore entire VM to Nutanix AHV...
g Storage Infrastructure o
&4 Move backup...
% Tape Infrastructure ] Copy backup...
[i}}’] E “T§  Export content as virtual disks...
les .
B B2 Publish disks...
i1} Analytics 4 Bport backup...
T Q) Scan backup...
[ 46} History y  Delete from disk
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Rest¢

Secu

Reas

Sum

5-*

o

/Entire VM Restore

Virtual Machines

Select virtual machines to be restored. You can add individual virtual machines from backup files, or containers from live
environment (containers will be automatically expanded into plain VM list).

‘estore Points

X\

Available restore points for sqll:
Job Type Location C
4 lg_b-,VMware - Backup of MS SQL Server - sql1 (SOBR) Add...
Q':) less than a day ago (23:19 Tuesday 2024-04-23) Increment  Performance Tier B
Q'; 1 day ago (23:19 Monday 2024-04-22) Increment  Performance Tier Point...
@ 2 days ago (23:19 Sunday 2024-04-21) Increment  Performance Tier
(55 3 days ago (23:19 Saturday 2024-04-20) Full (W) Performance Tier Remove
@ 4 days ago (23:19 Friday 2024-04-19) Increment  Performance Tier
@ 5 days ago (23:19 Thursday 2024-04-18) Increment  Performance Tier
@ 6 days ago (23:19 Wednesday 2024-04-17) Increment  Performance Tier
Q—'j 7 days ago (23:23 Tuesday 2024-04-16) Increment  Performance Tier
@ 8 days ago (23:19 Monday 2024-04-15) Increment  Performance Tier
@ 9 days ago (23:19 Sunday 2024-04-14) Increment  Performance Tier
C'-5 10 days ago (23:19 Saturday 2024-04-13) Full (W) Performance Tier
CL':) 11 days ago (23:28 Friday 2024-04-12) Increment  Performance Tier
Q'; 12 days ago (23:19 Thursday 2024-04-11) Increment  Performance Tier
@ 13 days ago (23:19 Wednesday 2024-04-10) Increment  Performance Tier
CL',.) 14 days ago (23:21 Tuesday 2024-04-09) Increment  Performance Tier
@ 15 days ago (23:20 Monday 2024-04-08) Increment  Performance Tier
(18 Asvr 3mn 19291 Cuimd sy INIANANT Increment  Derfnrmance Tier M
oK y
< Previous Next > Finish Cancel
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/Entire VM Restore

X\
|_| Restore Mode
A

' Specify whether selected VMs should be restored back to the original location, or to a new location or with different settings.

Virtual Machines (O Restore to the original location

Quickly initiate the restore of selected VM to its original location, with the original name and
_ settings. This option minimizes the chance of user input error.

@ Host - (® Restore to a new location, or with different settings
Customize the restored VM location, and change its settings. The wizard will automatically populate

& Re<ource Pool all controls with the original VM settings as the defaults.
& Batasion (O Staged restore

i Run the selected VM directly from backup files in the isolated Datalab to make changes to the
&rold guest OS or applications prior to placing the VM into production environment.

older
Shework Pick proxy to use

Secure Restore
Reason

Summary
- Quick rollback (restore changed blocks only)

Allows for quick VM recovery in case of guest OS software problem, or user error. Do not use this
option when recovering from disaster caused by hardware or storage issue, or power loss.

-

< Previous “ Next > I Finish Cancel /
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@\tire VM Restore X\

Host

l By default, original host is selected as restore destination for each VM. You can change host by selecting desired VM and clicking
:» Host. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.

Virtual Machines VM location:
Name Host
Restore Mod _
e Jsall = hg-esx2.demolab.local i

Resource Pool
Datastore
Folder
Network
Secure Restore
Reason

Summary

Select multiple VMs and click Host to apply changes in bulk. -

| <Previous | [ Net> | o Cancel

_

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeom
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/Entire VM Restore X\

Resource Pool

l By default, original resource pool is selected as restore destination for each VM. You can change resource pool by selecting
:» desired VM and clicking Pool. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.

Virtual Machines VM resource pool:
Name Resource Pool

irisqll 4 Resources :

Restore Mode

Host

| ReoucePool
Datastore

Folder

Network

Secure Restore

Reason

Summary

Select multiple VMs and click Pool to apply changes in bulk.

| <Previous | [ Net> | fach | Cancel
\_ /

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeom
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/Entire VM Restore

Datastore

Virtual Machines

Restore Mode

Host

Resource Pool
CDatestore
Folder

Network

Secure Restore

Reason

Summary

-

Files location:

—I I By default, original datastore and disk type are selected for each VM file. You can change them by selecting desired VM file, and
_¢ clicking Datastore or Disk Type. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.

%\

(O Thick (lazy zeroed)
(O Thick (eager zeroed)

. ok || Cancel

Disk type

File Size Datastore
B Eﬁlsqﬂ
=1Hard disk 1 [688.1 GBf... Same as source
=F_:1: """"""" g fesiored VM dsk ipe [688.1 GBf... Same as source
= Hard disk 3 @® Same as source [688.1 GBf... Same as source
(O Thin

Select multiple VMs to apply changes in bulk.

‘ Datastore... \ l Disk Type...

< Previous 1 I Next >

| I Finish

‘ Cancel
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/Entire VM Restore 2

Folder

=] l By default, original VM folder is selected as restore destination for each VM. You can change folder by selecting desired VM and
¢ clicking Folder. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.

Virtual Machines VM Folder:

Name New Name Folder

Restore Mode E—J sai 1'j]sql1 = ,

Host
Resource Pool
Datastore
Network
Secure Restore

Reason

Summary

Select multiple VMs to apply settings change in bulk. Name... ] [ Folder... l -

- [4] Restore VM tags

Select this option to restore VM tags that were assigned to the VM when backup was taken.

< Previous “ Next > | Finish |
9 .

4
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-

Entire VM Restore

Network

—'I By default, we will connect the restored VM to the same virtual networks as the original VM. If you are restoring to a different
¢ location, specify how networks map between original and new locations.

x\

Virtual Machines Network connections:
Source Target
Restore Mode . 53 sql
Host {2 hq-lan (dvs-hq) hg-lan (dvs-hq) i

Resource Pool
Datastore
Folder

Secure Restore
Reason

Summary

Select multiple VMs to apply settings change in bulk.

 Network.. | Disconnect ([N

‘ < Previous ‘ I Next > I Finish |
L v |

4
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/Entire VM Restore

Virtual Machines
Restore Mode
Host

Resource Pool
Datastore

Folder

Network

Reason

Summary

-

Secure Restore

=il l Scan the selected backup for malware, such as computer viruses or ransomware, prior to performing the restore. This requires a
_4 compatible antivirus installed on the mount server specified for the corresponding backup repository.

Content scan

- [4] Scan the restore point with an antivirus engine
- [4] Scan the restore point with the following YARA rule:

[ FindFileByHash.yara

Copy YARA rules location to clipboard

Scan options:

- If malware is found

(® Proceed with recovery but disable network adapters
(O Abort VM recovery

[] Continue scanning all remaining files after the first occurrence

< Previous ‘ | Next > Finish

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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@tire VM Restore

Virtual Machines
Restore Mode
Host

Resource Pool
Datastore

Folder

Network

Secure Restore

Summary

\_

Restore reason:

—Wl Type in the reason for performing this restore operation. This information will be logged in the restore sessions history for later
L reference.

X\

[] Do not show me this page again

<Previous | [ Net> | fiush | Cancel |

/
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/Entire VM Restore X\
Summary
=l '| Review the restore settings and click Finish to start the restore process.
Virtual Machines Summary:
Ibriginal machine name: sqll
Restore Mode New machine name: sql1_restore_demo
Restore point: less than a day ago (23:19 Tuesday 2024-04-23)
Host Target host: hq-esx2.demolab.local
Target resource pool: Resources
Resatmee Pool Target VM folder: vm
Target datastore: hq-datastorel
Dotact Network mapping:
e hg-lan (dvs-hq) -> hg-lan (dvs-hq)
Folder
Proxy: Automatic selection
Network
Secure Restore
Reason
- [C] Power on target VM after restoring
< Previous | . Nedt> I Finish | I Cancel
- J
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Ex{ESLi%: Security & Resiliency

T 55D HTES Security & Compliance Analyzer

Veeam Backup & Replication &2

HRETE, WBERENBDIRS
B2+ Microsoft Windows Server

1 Linux BMER AL B EBRELE
Ex{ESLH; .

BaiE 11 IiZEewEFR 19 I
bl ERE,

Home

cOop

-1
Backup Replication CDP

Primary Jobs

Home

4 Backup

43k SureBackup

& Replication

4 cop

485 Backup Copy

[ Tape

[@] Application Plug-ins
4 [ Backups

Snapshots

=%, Disk

£ Disk (Copy)

[75) Disk (Orphaned)

2., Disk (Imported)

W/, Capacity Tier

2% Cloud

¥ Cloud (Orphaned)

] Tape

& External Repository

& External Repository (Archive)
4 [ Replicas

ED Ready

() Active (1)
4 [ Last 24 Hours

[*2 Running (4)

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Tape Backup|
Job ~ Job~  Policy~ Job~ Copy~

Security 8 Compliance Analyzer

The fellowing best practices are guidelines from data protection and cyber-security experts. Mot following them exposes your backup
infrastructure to significant risks and reduces chances of successful recovery following a cyber attack, a natural disaster or a hardware

malfunction.

Best Practice

Backup infrastructure security

Remote Desktop Service (TermService) should be disabled

Remate Registry service (RemoteRegistry) should be disabled

‘Windows Remote Management (WinRM) service should be disabled
Windows Firewall should be enabled

‘Whigest credentials caching should be disabled

‘Web Proxy Auto-Discovery service [(WinHttpAutaProxySvc) should be disabled
Deprecated versions of S50 and TLS should be disabled

Windows Script Host should be disabled

SMBv1 protocol should be disabled

Link-Local Multicast Name Resclution (LLMNR) should be disabled
SMEBv3 signing and encryption should be enabled
Product configuration

MFA for the backup console should be enabled

Immutable er offline {air gapped) media should be used

Password loss protection should be enabled

Backup server should not be a part of the production domain

Email notifications should be enabled

All backups should have at least one copy (the 3-2-1 backup rule)
Reverse incremental backup mode is deprecated and should be avoided
Unknown Linux servers should not be trusted autematically

The configuration backup must not be stored on the backup server

Host to proxy traffic encryption should be enabled for the Network transport mede
Hardened repositories should not be hosted in virtual machines

Network traffic encryption should be enabled in the backup network
Linux servers should have password-based authentication disabled
Backup services should be running under the LocalSystem account
Configuration backup should be enabled and use encryption

Credentials and encryption passwords should be rotated at least annually
Hardened repositeries should have the SSH Server disabled

53 Object Lock in the Governance mode doesn't provide true immutability

Backup jobs to cloud repositories should use encryption

Status

€ Notimplemented
€ Not implemented
0 Not implemented
&) Passed

) Passed

0 Not implemented
0 Not implemented
0 Not implemented
) Passed

@ Not implemented
O Not implemented

O Not implemented
€ Notimplemented
) Passed
1. Unable to detect
O Not implemented
0 Not implemented
&) Passed
0 Not implemented
0 Not implemented
) Passed
&) Passed
) Passed
&) Passed
) Passed
€ Notimplemented
) Passed
& Passed
) Passed
& Passed

Analyze

Suppress

Reset

Reset All

Copy to Clipboard

- Veeam Backup and Replication

Status
Stopped
Stopped
Enabled
Running
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Idle

Last Run
16 hours ago

16 hours ago

21 minutes ago
1 day ago

1 day ago

15 hours ago
16 hours ago
16 hours ago

14 hours ago
9 hours ago
19 hours ago
18 hours ago
2 hours ago
2 days ago
14 hours ago
14 hours ago
14 hours ago
14 hours ago
16 hours ago



Ex{ESLi%: Security & Resiliency
ZEAESHIIE MFA

Isers & Roles x

Veeam Backup & Replication £&Ef# Veeam User r group Fol

‘; TECH\alison.surmmers Veeam Backup Operator

EHI A EESHIIT (MFA), e

‘; TECH\madison.gray Veeam Backup Administrator mav

EHAIFH B IaIEEE M FIfE A R AY —IX I e
ZH3(OTP) ¥ HRIESE _—fiait 5%, EaHF
ZIZEESR, etiE T 1"ELZEHRIE,

Weearn Backup and Replication *

s .
FHRIFP PP AR
T o
1 The user will be required to reconfigure MFA upon the next logon. Proceed?
ok || cancel
T
"
3
n Enable multi-factor authentication (MFA)
[] Enable auto logoff after I:l rrin of inactivity
5
Ok || Cancel |

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeom
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Four-Eyes Authorization H/EE

Users & Roles x

Security | Authorization |

'I—I

tIngeRIpr LSS M e IR PR D yesam Beckup and feplcaton 8
(FEEERENFZ (TR EE, BhLIHERE Ihis operation lwill T pendingstun’iil anu:her backu_;z :drr;nistrtator approves it.
BEHATABP. FHEAEE e L'
iﬁ%o %&?@%:1ﬁ Veeam %{ﬁ%fg Create a request to delete backup? = —
SEYLE, A REN ISR E ) -
HIEEGEXK.

5 four-eyes authorization FB<BIFh e
SHBERTE HFICR-

Authorization Events” HA,

rove

Actio Dretail
Hom:

Event T Initiated by Initiated at Expires at

@ Pending approvals (2) ﬂz Delete backup NAS.. LAB\hannes 9/20/202310:31:59 AM 9/27/202310:31:59 AM
b ,.e Tafin gz Delete repository 5..  LAB\hannes 9/20/202310:33:50 AM  9/27/202310:33:50 AM
[> Eé—- Backups
o [';; Last 24 Hours

[ |
OK Cance|
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A= tIN R il

Veeam EEEHENE E T NEFMSF DI EFHY
IR B8 ES], FARIEERER.

M Veeam W7 12.1 T8, FAIEETLURBIEFIA
gzl; FARIREERE, el iaEEEE L EFEN




sl

G|=|

e EiiE

ARG I FN/B YARAT T,

A=A

- B () REERED

- EHEFERENEXTISED
- BEERRAEWIN, ERFS)

FESEINARSETE mount server,

RE

F3L8%: Security & Resiliency
SEF NS,

+I-:|I\ 7 ==+/>
Il_;\

Scan Backup et

Performs an ad-hoc scan of you backups with an antivirus or the YARA engine to find the latest malware-free
restore point or to detect the presence of specific entries, such as personal information.

Scan mode:

(@) Find the last clean restore point

Restore points will be scanned sequentially starting from the most recent one until the first malware-free
one is found. Use this options when a cyber-attack is known to have started recently.

(O Find the last clean restore point in range

Restore points will be scanned in an optimal order to identify the last clean backup in range with least
number of scans possible. Use this opticn if you are not sure when the attack started, or when dealing
with a known sleeping malware.

() Scan all restore points in range for content analysis

All restore points in range will be scanned sequentially. Use this option for backup content analysis with
an applicable YARA rule, for example to lock for personally identifiable information (PII), personal health
information (PHI) or payment card industry (PCl) data.

Scan engine:
[] Scan restore points with an antivirus

[] Scan restore points with the following YARA rule:

Scan range:

From: To:

(®) Most recent restore point (®) Oldest available restore point
() Start date: () End date:

[] Continue scanning all remaining files after the first occurence

Hide scan range OK Cancel



Ex{ESLi%: Security & Resiliency

Sl e INPSER SR

INBEFE SureBackup (FEIRE.
FIARPREEAF/EYARA 134,
A ORI (AR FREBRIOEE).
BN RLETE mount server,
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MNew SureBackup Job >

Name
OE Typein a name and description for this SureBackup job,

MNew SureBackup Job *

L
OE Select one or maere backup jobs to link to this SureBackup job, All machines from selected backup jobs will be processed

Linked Jobs sequentially once the application group is initialized.
Mew SureBackup Job X
Settings .
Name Settings
Schedule _ CE Choose recovery verification job settings.
Summary X
Settings Mame Content analysis
Schedule Scan backup content with an antivirus software
Linked Jobs

Scan backup content with the following YARA rule:

Summary
| Elcar.yara s

Schedule YARA rules lecation: C:\Program Files\Veeam'\Backup and Replication\Backup'\YaraRules\,

Scan options:
sumrmary [] Centinue scanning remaining files after the first occurence
Backup integrity

[] Perform backup integrity check (read and verify each block against a checksurm)

Click Advanced to cenfigure job notifications settings.

< Previous || Mext = Finizh
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Inline Scan @I A NNEERIAINL F o Hr(Text Analysis)i IR

£ {nEA

B3 HrERZR (block-level)EUiE.

B A T sef0{EEZ N Esnang 0 1T (entropy
analysis), VeeamB] LG #F BN R4 I0%
BIEEE. VeeamtB AAE—N A TG IEALD
SRR E M EIZEEID Onion links,
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Veearn Backup and Replication >

e Enabling inline entropy analysis requires the entire disk images to be read
once in order to establish the baseline (normal) encryption state of each disk
block.
Changed block tracking will not be used on the next run of each backup job,
making them take longer but withcut impacting incremental backup sizes.
Enable inline entropy analysis?

Settings = | | 12

General |‘ul'eeam Incident API | Motifications |

Encryption detection
Enable inline entropy analysis
Uses Al/ML to detect previously unencrypted data becoming encrypted in
processed disk images, which is often an indication of a ransomware attack.
Increases backup proxy CPU load.
Sensitivity:
M

Low MNormal Extremne

Extreme sensitivity will alert on a smallest data set getting encrypted and
can thus generate many false positives, Low sensitivity is ideal for
environments with heavy encryption usage.
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Inline Scan &AM MANEIT AT,

Objects: Restare points:
‘-* Type in an object name to search for Q| Date Type Status
Name Original Size 9/20/2023 10:13:06 AM Increment Suspicious
LFE HK-1944-m-enc 177 GB 9/20/2023 8:48:16 AM Increment Suspicious
5 HK-1244-m-ren 172 GB 9/20/2023 7:48:34 AM Increment QK
9/20/2023 7:34:44 AM Increment QK
9/20/2023 7:25:06 AM Increment oK
9/19/2023 6:43:43 PM Full oK
Total size: 356 GB Restore points: 6
Files:
Marme Data Size Backup Size Deduplication Compression Date
g HK-1944-mn-enc.vm-10844302023-0... 0B 0B 10x 1.0x  9/20/2023 10:06:24 AM
5 HK-1944-rn-enc.vm-10844302023-0... 200 MB 445 MB 10x 1.8x 9/20/2023 8:41:09 AM
Gzl HK-1944-rn-enc.vm-10844302023-0... 1.39GB 667 MB 10x 2.5x% 9/20/2023 T:46:13 AM
Gzl HK-1944-rn-encvm-10844302023-0.., 201 GB 943 MB 10x 22x% 9/20/2023 T:32:15 AM
EZ! HK-1944-m-encwm-10844302023-0.., 1.11GB 338 MB 1.0x 2.9x  9/20/2023 T:22:32 AM
2 HK-1944-m-encvm-10844302023-0.., 260 GB 99.0 GB 14x 1.8%  §/19/2023 £:32:42 PM
Backup size: 201 GB

Veeam R %% #%
NT

INCE RN

I_N

HESD

[ Copypath 3 Malware v

© © &

Mon. Tue. Wed.
21:.00 21:00 21:.00

FhEEIE

0X01
diox AUML
uU inline
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1B1d Guest Index FMINEEE4

WA RR R TN, BN EEBER
A DHINREIERIIE (file extensions, ransom
notes, B FERISELIRE).

Eid guest indexes D HT RS SAE BRI o] £E
B, 7. #HEMFREERR SRS,
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Settings

General |‘u"eeam Incident API | Motifications |

Encryption detection
Enable inline entropy analysis

Uses Al/ML to detect previously unencrypted data becoming encrypted in

processed disk images, which is often an indication of a ransomware attack.

Increases backup proxy CPU load.
Sensitivity:
0

Lo MNormal Extreme

Extreme sensitivity will alert on a smallest data set getting encrypted and
can thus generate many false positives, Low sensitivity i1s ideal for
environments with heavy encryption usage.

Suspicious activity detection
Enable file system activity analysis

Detects the appearance of suspicious files, the deletion of a large number
of existing files etc, This requires the guest file system indexing enabled in
the backup jobs settings.

Update malware definitions automatically

Extensions to monitor...

oK | | -
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IRIEEZ{D Quick Backup & VeeamZIP

V - ﬁ S == (=== AS \ \ =
3 5 @ o bRl L IHEFEEEEl, FERW LS E
24, BIAESMNERINT — \FYMGEES. EBT

B N IR . SIEEE I BRI

A% Malware Detection (1) A Name T
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Enterprise Manager + vCenter
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Enterprise Manager + vCenter

vm vSphere Client Menu Search

Veeam Backup & Replication

Summary

Summary Settings

Veeam Backup & Replication

N I Backup servers:

n Proxy servers:

I n N Repository servers:
Running jobs:

Scheduled jobs:
VMs Overview

Protected VMs: n
Backed Up 10
Replicated 1

Restore points: 14
Full backup size 68.35 MB
Incremental backup size 541GB
Replica restore points size 32.00 bytes
Source VMs size 160.30 GB

Successful backup sessions 100%

ratio

LAST 24 HOURS v | VIEW PROTECTED VMS REPORT...

Recent Tasks Alarms

[ IS I S ]

Successful VM Backups 15 (83%)
|

VMs with warnings 3(17%)
Failed VMs 0 (0%)

Job Statistics

Running jobs: 0
Scheduled jobs: 13
Backup (6]
Replica 3
Total jobs runs: 13
Successful jobs 9
Jobs with warnings 3
Jobs with errors 1
Max job duration: 3 hours 52 mins

LAST 24 HOURS ~ | VIEW LATEST BACKUP JOB STATUS REPORT...

»
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EE') Instant recovery

Eh’ Instant disk recovery...
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Destination:

(® Backup repository:

/Copy Backup to Another Location

Default Backup Repository (Created by Veeam Backup)

(O Local or shared folder:

Delete this backup automatically in: | 3 months

Show backups

> Sk VMware - Bad
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I%' Export backup...

0o ~ N
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Specify a destination to copy backups to. Copied backups can be found in the Disk (Exported) node.
W
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Intelligent offsite backups
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Test drive Veeam Backup
- and Reolication V12

Machine Learning,
Terraform, Microsoft
Teams BOT &
Ransomware clean room
with Veeam API

Learn how to achieve advanced capabilities
with the Veeam REST API. Topics covered
include how to address the malware
challenge with Veeam clean room, leveraging
Machine Learning for backup data analysis,
and how to meet DevOps challenges with
integrating Terraform with Veeam, amongst
other topics.

Product: Veeam Backup and Replication
Use Cases: Data Recovery, Data Security,
Data Mobility

Technical Level: Advanced

REQUEST LAB

Embrace DevOps with

Fvtancihiliku and

Getting Started With
Veeam-Powered Manaaed

Avoid platform lock-in
with Veeam Flexible data
recovery

Learn how to achieve data recovery and data
mobility flexibilities with Veeam Data
Platform. Topics include Microsoft Active
Directory backups and Recovery with Veeam,
recover data from on-premises to AWS,
instant recovery from VMware vSphere to
Microsoft Hyper-V, Secure Restore for Anti
Virus and Malware scans and NAS data
recovery, amongst other topics.

Product: Veeam Backup and Replication
Use Cases: Data Mobility, Data Flexibility
Technical Level: Intermediate

REQUEST LAB

Ransomware Defense with

lonmuikahla \faanm

Test Drive Veeam

2= Recoveru Scenarios

E Al Powered Ransomware
Threat Management with
Veeam Data Platform

Learn about Artificial Intelligence powered
Ransomware threat management capabilities
now available with Veeam Data Platform (12.1
update). Key topics include Al powered inline
malware detection, YARA rules support for
malware detection, automated malware
detection with YARA rules & Anti-virus
software and immutable data backups to
combat Ransomware challenge.

Product: Veeam Backup and Replication
Use Cases: Data Security
Technical Level: Intermediate

REQUEST LAB
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