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1. INTRODUCTION

Kasten K10 represents Veeam's solution for Micro-services backup. The Kasten K10 by Veeam data management
platform, purpose-built for Kubernetes, provides enterprise operations teams an easy-to-use, scalable, and secure
system for backup/restore, disaster recovery, and mobility of Kubernetes applications.

For monitoring purposes, Kasten K10 solution provides an internal metrics solution through the use of Grafana -
starting from K10 version 4.5 -. However, Kasten K10 does not natively integrate with third-party monitoring solutions
through the use of standard monitoring protocols such as SNMP, e-mail, or external in-guest agents. Itis worth
mentioning that Kasten K10 is composed of a Prometheus deployment, which can be leveraged to integrate with
third-party monitoring solutions through the exposure of Prometheus’ metrics.

A popular monitoring product,100% open source, is Zabbix. Zabbix provides a direct integration with Prometheus, but
only through the use of a “exporter” tool, which however is intended for virtual machines and not for micro services,

like the environment where Kasten K10 is needed.
Typically,in order to get metrics data from Prometheus, one between two options must be chosen:

e Option A: Prometheus can be exposed as a service to directly get the metrics throughits catalogs. This option
is the easiest setup.

)
% T3
node nvde node node
@ @ qﬁ@ <exposed_|P>:8000/metrics

catalog-

kaste n sve
polling
0000®
pod
other pods zabbix

-host

e Option B: Federated - There are different use cases for federation. Commonly, it is used to either achieve
scalable Prometheus monitoring setups or to pull related metrics from one service's Prometheus into another.
The second use case is the reason why federation is a good option. Data is then scraped from Kasten K10
Prometheus - Monitoring — K10 documentation (kasten.io) -. This option is the most flexible and clean setup.

o
ar,

kastervio ing

Kasten
g ——O—r—0——0
Adrmarager

ZABBIX

The option described further in this document is the exposure of Prometheus metrics as a service - section 3. In case
the option of Prometheus Federation has been chosen, skip the 3™ section.
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PREREQUISITES

To integrate with Kasten K10’s Prometheus:

e Zabbix requires at least version 4.2 (Zabbix 4.2 — Prometheus Integration - Zabbix Blog)

e If Option A has been chosen:

o Thereis the need to expose at least one Kasten Service (catalog-svc) to the Zabbix host that will be
used to gather metrics.

o A Zabbix-host (even the master one) will need to access the exposed service / Prometheus Federated
instance to gather the required metrics

e If option B has been chosen:
o Analready installed Prometheusinstance

o The Prometheus instance shall be able to communicate with Kasten K10 dashboard in order to get
federated metrics

o The Prometheusinstance shall be able to reachable from Zabbix
e Zabbix Admin credentials

e Warning: Zabbix version 5.2.16 does not support the first() function 1 Supported trigger functions [Zabbix
Documentation 5.2] while Zabbix 5.4 does 4 History functions [Zabbix Documentation 5.4]
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https://blog.zabbix.com/zabbix-4-2-prometheus-integration/7558/
https://www.zabbix.com/documentation/5.2/manual/appendix/triggers/functions
https://www.zabbix.com/documentation/5.2/manual/appendix/triggers/functions
https://www.zabbix.com/documentation/current/manual/appendix/functions/history
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EXPOSE KASTEN K10’S PROMETHEUS METRICS

OPTION A: EXPOSE CATALOG SVC ON K8s CLUSTER

Check that the Kubernetes service “catalog-svc”is active and present.

Here are a couple of examples which we used in our lab (vanilla Kubernetes cluster, only one server, master
untainted):

e Exposing theservice as NodePort (via node IP):
kubect! expose svc catalog-svc --name catalog-zabbix --type=NodePort -n kasten-io
The server with the Zabbix agent must be able to reach the target machine on the ports highlighted by the
command
kubect/ get svc -n kasten-io | grep <exposed_sve>

e Exposing theservice as LoadBalancer:
kubect! expose svc catalog-svc --name catalog-zabbix --type=LoadBalancer -n kasten-io

Check from the browser, if possible, from the machine with Zabbix agent, that the metrics of interest are displayed at
the URL http://<IP_LoadBalancer_or_NodelP>:<Port>/metrics
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&« C @ localhost:30767/metrics

# HELP action backup ended count The count of ended backups
# TYPE action backup ended count counter
count{app="pacman",policy="",state="Tailed"} 1

H p_ended_
action backup ended count{app="pacman",policy="pacman-backup",6state="failed"} 8

# TYPE action_backup_started count counter

action backup started count{app="pacman",policy=""} 1
action_backup_started count{app="pacman",policy="pacman-backup"} 8
# HELP action_run_ended_count The count of ended policy runs

# TYPE
action

# TYPE action run started count counter
action_run_started_count{policy="pacman-backup"} 8
# HELP catalog _actions_count Mumber of actions

# TYPE catalog_actions_count gauge

"live",namespace="pacman",policy="",status="failed", type="backup"} 1
live",namespace="pacman",policy="",status="pending", type="backup"} @
live",namespace="pacman",policy="",status="running", type="backup"} @
catalog actions count{liveness="live", namespace="pacman",policy="pacman-backup",status="failed",type="backup"} 8
catalog actions count{liveness="live", K namespace="pacman",policy="pacman-backup",status="pending",type="backup"} @
catalog actions count{liveness="live", namespace="pacman",policy="pacman-backup",status="running",type="backup"} @
# HELP catalog persistent volume disk space available bytes Available disk space of persistent volume in bytes
# TYPE catalog persistent volume disk space available bytes gauge

catalog persistent_wvolume_disk_space available bytes 8.3592187904e+10

# HELP catalog persistent volume disk space used bytes Used disk space of persistent volume in bytes
# TYPE catalog persistent volume disk space used bytes gauge

catalog persistent volume disk_space used bytes 2.102839296e+10

# HELP catalog persistent volume free space percent Free space left for persistent volume

# TYPE catalog persistent_volume free space percent gauge

catalog persistent _volume_free space percent 79

# HELP catalog storage artifact count Number of storage artifacts being managed

# TYPE catalog storage artifact count gauge

catalog storage artifact count{category="snapshot", retirement="1ive"} @

# HELP go_gc_duration seconds A summary of the pause duration of garbage collection cycles.

# TYPE go_gc_duration seconds summary

go_gc_duration seconds{quantile="0"} 3.4414e-05

go_gc_duration seconds{quantile="0.25"} 4.5064e-05

go_gc_duration_seconds{quantile="0.5"} 7.7304e-05

go_gc_duration seconds{quantile="0.75"} ©.800111838

go_gc_duration seconds{quantile="1"} 0.004134837

go_gc_duration_seconds_sum ©.831958613

go_gc_duration seconds count 209

# HELP go_goroutines Number of goroutines that currently exist.

# TYPE go_goroutines gauge

go_goroutines 20

# HELP go info Information about the Go environment.

# TYPE go_info gauge

go_info{version="gol.17.1"} 1

# HELP go memstats alloc bytes Number of bytes allocated and still in use.

# TYPE go_memstats_alloc_bytes gauge

go_memstats_alloc_bytes 1.9729912e+07

# HELP go memstats alloc bytes total Total number of bytes allocated, even if freed.

# TYPE go_memstats_alloc_bytes total counter

go_memstats_alloc_bytes total 2.479776608e+09

# HELP go memstats buck hash sys bytes Number of bytes used by the profiling bucket hash table.

# TYPE go_memstats_buck_hash_sys _bytes gauge

go_memstats_buck hash _sys bytes 1.844221e+06

# HFI P nn memetate fresc tatal Tatal numher af fresc

catalog actions count{liveness=
catalog actions count{liveness=
catalog actions count{liveness=

If, on Kubernetes side, all prerequisites are ready, it is possible to proceed to the next phase (Zabbix configuration)

3.2. OPTION B: PROMETHEUS FEDERATION

Setup the Prometheusinstance.

Configurethejob to scrap data from Kasten K10 Prometheus:
e Addthisjob parametersto Prometheus YAML config

https://docs.kasten.io/latest/operating/monitoring.html#using-kKi0-s-prometheus-endpoint

- job_name: k10
scrape_interval:15s
honor_labels:true
scheme:http
metrics_path:'/k10/prometheus/federate’
params:
'match(]:
-{__name__=~"jobs*"}'

static_configs:
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- targets:
- ‘<FQDN for Kasten K10 Prometheusendpoint>’
labels:
app: "k10”
authorization:

credentials: <token>

File Edit Format VYiew Help
alertmanagers:
- static_configs:
- targets:
# - alertmanager:9893

# Load rules once and periodically evaluate them according to the global 'evaluation_interval®.
rule_files:

# - "first_rules.yml”

# - "second_rules.yml"

# A scrape configuration containing exactly one endpoint to scrape:

# Here it's Prometheus itself.

scrape_configs:
# The job name is added as a label ~job=<job_name>~ to any timeseries scraped from this config.
- job_name: "prometheus"

# metrics_path defaults to "/metrics’
# scheme defaults to 'http'.
metrics_path: '/prometheus/metrics’
static_configs:
- targets: ["localhost:9898"]
job_name: k18
scrape_interval: 155|
honor_labels: true
scheme: http
metrics_path: '/k1@/prometheus/federate’
params:
"match[]":
- '{__name__=~"jobs.*"}
static_configs:
- targets:
- '"idm-kasten.idm.sorint.lab’
labels:
app: "kle@"
authorization:
credentials: <token>

Check that data is correctly scraped:

e Fromthedashboard, do a query (example: jobs_completed) and check that data is correcty displayed.

g Prometheus ©

Use local time Enable query history Enable autocomplete Enable highlighting Enable linter

Q jebs_completed e®

145 Results

Table Graph

jobs_completed{app="k10", application="k10", instance="jobs-svc kasten-io.suc.clusterlocal8000", job="jobs", policy_id="83208043-6a48-4df7-b567-a1858267631¢", service="jobs", status="succeeded"} 1

jobs_completed{app="k10". application="k1

. instance="jobs-svc kasten-io.svccluster local:8000", job="jobs", policy_i

"UNKNOWN', service="jobs", status="succeeded"} 1

jobs_completedapp="k10", application="k10", instance="jobs-svc kasten-io.svc clusterloca:8000", job="jobs", policy_i

"d1f380cz-e381-dabf-002c-7764ea85eedb", service="jobs", status="failed"} 1

jobs_completed{app="k10", application="k10", instance="jobs-svc kasten-io.svc.clusterlocal8000", job="jobs", pelicy_id="¢1f380ca-2381-4abf-002¢-T7642385¢e4b", service="jobs", status="succeeded") 1

e From theStatus -> Targets dashboard

g Prometheus

|

Targets

Al Unheal Collapse All Q| Filter by endpoint or labels

K10 (1/1 up)

Scrape
Endpoint State Labels Last Scrape Duration Error
en.idm.sorintlab/k10/prometheus/federate (I [ 2pp~"Ic10" | instance=*idm-kasten.idm.sorintabi80" ] job="lcl0" 12.4795 ago 7:323ms
bs*")"
Pag. 8 di 17 SORINT.lab S.p.A.

Via Zanica, 17 - 24050 Grassobbio (BG) - Italy

Tel+39 035697511 Fax +39 035697590

COD.FISC,N. REG. IMPR. BG 95164770166

Confidential PART. IVA 03419770163 - REA BG 376790
Property of SORINT.lab S.p.A. CAPITALE SOCIALE €1.262.500,001.v.



@ SOR'N-QSO INTEGRATION BETWEEN KASTEN K10 AND ZABBIX ACO-PS-001-1.0

If Prometheus instance is able to correctly pull data, you can proceed with the next step.

ZABBIX CONFIGURATION

The following procedures are strongly subjected to the version of Zabbix installed. In case of mismatch of commands,
refer to Zabbix documentation to find alternatives to the configuration suggested below.

4.1. ZaBBIX SETUP
e Loginto Zabbix
e Move to “Configuration -> Hosts”

e |tisnecessaryto create a Zabbix Item that is the "parent” Item. This item will have as given only the http
endpoint exposed by the Kubernetes cluster to the Zabbix server

e Zabbix Iltem creation:
o Name: descriptiveitem name
o Type:HTTP agent
o Key: catalog-master

o URL:http://<IP_LoadBalancer_o_NodelP>:<Port>/metrics

ZABBIX « & NCHS

Allhosts / K10 poller  Enabled ftems2 Triggers1 Graphs Discoveryrules Web scenarios

ttem Tags  Preprocessing

Monitoring

*Name | B

Type| | HTTP agent ~

Inventory

Repo ~ “Key|  catalog-master

* URI

http://192.168.1.175:3076 F/metrics Parse

Query fields

- Remove
Add
Requesttype |GET v

* Timeout | 3s

Request body type ISON data | XML data

Request body

[ Administration

Headers

= Remove

Required status codes | 200
Follow redirects v
Retieve mode [JEE] Headers | Body and headers
‘Convert to JSON

HTTP proxy

HTTP authentication | None v

o Type of information: Text

SORINT.lab S.p.A.
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/) SORINT:

@ Monitoring

ory
m Reports

2, configuration

[3 Administration

e Click Update.

INTEGRATION BETWEEN KASTEN K10 AND ZABBIX

Follow redirects |«

Retrieve mode

Headers | Body and headers

Convert to JSON

HTTP proxy

HTTP authentication

None h

SSL verify peer

SSL verify host

SSL certificate file

SSL key file

SSL key password

* Host interface

127.0.0.1:10050 ~

I Type of information

Text

- I

* Update interval

15s

Custom intervals ~ Type terval Period

* History storage period

Populates host inventory field

Scheduling

Add

Do not keep history EESIVIELERTLEE | 90d

Enable trapping
-None- ~
Description
Enabled |v

ACO-PS-001-1.0

Update | Clear history and frends ‘ | Delete ‘ ‘ Cancel ‘

e We need to create a new Item for the real metrics monitoring

ZABBIX «® NGNS

subfilter
Dependentitem 1 HTTP agent
Text

Numeric (unsigned)

Without riggers 1 With liggers

figgers 1 Graphs  Discoveryrues  Web scenarios

Hast groups

value mapping

Select Type |an v Tags

[ |

Contains

s [0 ot | woxsuppores
suns [ Erea | Davis
wiggers [ ves | o
wwerce [ ves | o
P— L

Select

e Create an item with these caratheristics
o Type: Dependent ltem
o Key: catalog-backupfailed
o Master-item:<the parent item just created>
o Type of information: Numeric (unsigned)

HTTP agen
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ZABBIX < Items

All hosts / K10 poller  Enabled tems? Triggersi Graphs Discoveryrules  Web scenarios

Monitoring

“Name | EETERTIENE

Inventory

Type | Dependent item ~
* Key | catalog-backupfailed

QST K10 poller: catalog X Select

Tyif of information | Numeric (unsigned)

units

* History storage period | Do not keep history 90u
* Trend storage period | Do notkeep trends [EC Sl ) 3850

Value mapping

Select
Populates host inventory field |-None- v
Description
[ Administration
g
Enabled [v
[ Update | Clear history and trends | [ Deete | [ Cancel |

e Move to “preprocessing”
o Row 1. Prometheusto JSON (min version Zabbix 4.2)

action_backup_ended_count{state="failed”}
o Row 2:insert JSONPath to get the value

$.valvesum()
Preprocessing steps Mame Parameters A
1: Prometheus to JSON ~ | | action_backup_ended count{state="failed"}
2 JSONPath ~ || $..value.sum()
Add

e To avoiderrorsin case of empty array, flag the “Custom on fail” option. Then, select “Set value to” and put

0 as value
ZABBIX « Iltems

Allhosts / K10 poller  Enabled ltems 3 = Triggers 1 Graphs Discoveryrules Web scenarios

ltem Tags Preprocessing 2

Monitoring

Preprocessing steps Name Parameters Custom on fail  Actions
Inventory 1: | Prometheus to JSON ~ | | catalog_actions_count{type="backup" status=~"completed|running”}

Test Remove
Reports 2:| JSONPath v || $..value.sum() v Test Remove
7 q Custom on fail | Discard value SEEREEIGEN Seterrorio |0
Configuration  ~
Add Test all steps
Update ‘ Clear history and trends ‘ ‘ Delete | | Cancel ‘

e Clickon Save

Then create all the items that will be the real object of monitoring. For any other monitoringinputs, follow the
following documentation: https.//docs.kasten.io/latest/operating/monitoring.html.

Other values of interest can be obtained from the Grafana dashboard integrated in Kasten K10. By clicking on “Edit”

under each value (eg Backup Failed), you will find the Prometheus query used to obtain this value. The purpose is to
replicateit in the JSON + JSONPath combination.

N.B. use incremental-only monitoring to monitor any growth in the number of failed jobs as the metricis a counter
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4.2. MONITORING

Monitor on "Latest data” that the values are actually present. If the fields are blank after several minutes, goto the
troubleshooting section.

ZABBIX «* HNECSGEE] @
Fiter T

— soma o

Rt 110 poer X Select Contains v Rem

Hame Show details Show items without dala v

K10 poiles backup-failed

K10 poller cataing # HELP action_backup_e..

4.5. TRIGGER

Refer to this documentation1Configuring a trigger [ Zabbix Documentation 5.4]

ZABBIX Triggers

Allhosts | K10 poller  Enabled ltems2 Triggers1 Graphs Discovery rules  Web scenarios

Trigger Tags Dependencies

@ Monitoring
* Name [Backup failed since 24 hours > 0

= Inventory
Event name

Operational data

\‘\ guration - Severity | Mot classified Information | Warning | Average - Disaster

* Problem expression | last (/T ‘catalog-backupfailed)-last(/Zabbix Add
server/catalog-backupfailed, #1:now-24h)>8

ntenance
Expression constructor

OK event generation | Expression None

* Recovery expression [ last(/| /catalog-backupfailed)-last(/Zabbix Add
server/catalog-backupfailed, #1:now-24h)<=0

PROBLEM event generation mode m Multiple
OK event closes All problems if tag values match

Allow manual close v
URL

Description

Support

Enabled |v/

Clone Delete Cancel
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e Name: trigger descriptive name

e Problem expression: compare the value of the previous X hours with the current value. It must not exceed the
value of 0 in the case of failed backups. Example

(Zabbixversion 5.4)

last(/<zabbix-host>/catalog-backup-failed) - first(/<zabbix-host>/catalog-backup-failed.4h) > O
(Zabbix version 5.2)

last(/<zabbix-host>/catalog-backup-failed) - last(/k10-poller,/catalog-backup-failed #1:now-4h) > O

Note: evaluate using the “Add” button for help.

e Recovery expression: compare the value of the previous X hours with the current value in order to
automaticallyresolve the incident if the value returns to normail.

(Zabbixversion 5.4)

last(/<zabbix-host>/catalog-backup-failed) - first(/<zabbix-host>/catalog-backup-failed4h) <= 0

(Zabbix version 5.2)

last(/<zabbix-host>/catalog-backup-failed) -  last(/k10-poller,/catalog-backup-failed #lnow-4h) <= 0O

e Allow manual close: customer can decide to flag this or not

e C(Clickon Save
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TROUBLESHOOTING SUGGESTIONS

5.1. ZABBIX ITEM PROBLEMS

e Move to “Configuration -> Hosts”
ZABBIX « & QGRS

Host groups Select Type al

:

Subfilter

Depengentfem & HTTP agent

Numenic (unsigned) :  Text

Without riggers 1 With tiggers

TSN 10 ol ] Select Type ot infrmaton | ai
-
- suns [ Eravea | s
oo magping sooct Tigges [ ves | v
vertea [ ves |
ecoeres [l v |

ACO-PS-001-1.0

Create ilem

Finer

HTTP agent

e Clickon “ltems” and check if there are any [!] shown

In case they are present, if problems are reported with the section of the JSONPath:

e Modify Type of Information of the item in Text

e |eave only the option “Prometheus to JSSON” under preprocessing, remove the row “JSONPath”,

e Move on “Latest Data” to analize the data.
e Copy and paste the output on https.//jsonpath.herokuapp.com

e Test some JSONPathsto find out the correct one. If the JSONPath is correct, you can test again the

configuration.
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APPENDIX A

METRICS FOR BACKUP JOB STATUS

CREATE AN ITEM FILDERED BY NAMESPACE “DEMO-PROD”
The subsequent metrics will be provided as an example:

# HELP action_report ended count The count of ended reports

# TYPE action_report_ended count counter

action_report_ended count{app="",policy="kl0-system-reports-policy", state="succeeded"} 2

# HELP action report_started count The count of started reports

# TYPE action_report_started_count counter

action_report_started count{app="",policy="kl0-system-reports-policy"} 2

# HELP action_run ended count The count of ended policy runs

# TYPE action_run_ended count counter

action run ended count{policy="kl0-system-reports-policy",state="succeeded"} 2

# HELP action_run_started_count The count of started policy runs

# TYPE action_run_started_count counter

action run started count{policy="kl0-system-reports-policy"} 2

# HELP catalog_actions count Number of actions

# TYPE cataleog_actions_count gauge

catalog actions count{liveness="live", namespace="",policy="kl0-system-reports—policy", status="complete", type="report"} 2
catalog_actions_count{liveness="live",namespace="",policy="kl0-system-reports-policy", status="pending", type="report"} 0
cataloq actions count{livensss="live" namespace="" policy="k10_system_reports_policy" status="running" type="report"} 0
lcatalog actions count{liveness="live", namespace="demo-prod",policy="testl", status="cancelled",type="backup"} 0
lcatalog_actions_count{liveness="1live",namespace="demo-prod",policy="testl", status="pending", type="backup"} 0
catalog_actions_count{livensss="1live", namespace="demo-prod",policy="testl", status="running", type="backup"} 0
ATal0y aCrions COUNCIIIVENESE- LIve s ancopace- myoal s DOLICy - rSLatUs - COMDIELE 7 LYPe- " Teotore ) 1
catalog_actions_count{liveness="live", namespace="mysql",policy="", status="pending", type="restore"} 0

catalog actions count{livensss="live", namespace="mysql",policy="",status="running", type="restore"} 0

catalog actions count{liveness="live", namespace="mysgl",policy="mysgl-bkp", status="complete"”, type="backup"} 2
catalog_actions_count{liveness="live", namespace="mysql", policy="mysql-bkp", status="pending", type="backup"} 0
catalog actions count{liveness="live",namespace="mysqgl",policy="mysgl-bkp", status="running", type="backup"} 0

o Get the number of failed, pending or cancelled backup jobs, filtered by namespace “demo-prod”
Prometheusto JSON:
catalog_actions_count{namespace="demo-prod’.status=~"failedfcancelledfpending’. type="backup”}
JSONPath:
$.valvesum()

e Get the number of completed or running backup jobs, filtered by namespace “demo-prod”
Prometheusto JSON:
catalog_actions_count{namespace="demo-prod’.status=~"runningjcompleted” type="backup”}
JSONPath:
$.valvesum(Q

e Get the number of failed, pending or cancelled export jobs, filtered by namespace “demo-prod”
Prometheusto JSON:
catalog_actions_count{namespace="demo-prod’.status=~"failedfpendingjcancelled” type="export”}
JSONPath:
$.valvesum(@)

e Get the number of completed or running export jobs, filtered by namespace “demo-prod”
Prometheusto JSON:
catalog_actions_count{namespace="demo-prod’.status=~"runningfcompleted” type="export”}
JSONPath:

$.valvesum(@)
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6.1.2. CREATE AN ITEM FILDERED BY POLICY “MYSQL-BKP”

The subsequent metrics will be provided as an example:

2021-10-28 18:50:11

¢ HELP action report_ended_count The count of ended reports

# TYPE action_report_ended_count counter

4 action_report_ended_count{app="",policy="kl0-system-reports-policy”, state="succeeded"} 2

# HELP action_
#+ TYPE action_report_started count counter

action_report_started_count{app="",policy="kl0-system-reports-policy"} 2
# HELP action_run_ended_count The count of ended policy runs

# TYPE action_run_ended_count counter

report_started_count The count of started reports

action_run_ended_count{policy="kl0-system-reports-policy", state="succeeded"} 2

# HELP action_run_started count The count of started policy runs

# TYPE action_run_started count counter

action_run_started_count{policy="kl0-system-reports-policy"} 2

14 # HELP catalog_actions_count Number of actions
# TYFE catalog_actions_count gauge

catalog_actions_count{liveness="1live", namespace="",policy="kl0-system-reports-policy",status="complete", type="report"} 2
catalog_actions_count{liveness="live",namespace="",policy="kl0-system-reports-policy”, status="pending", type="report"} 0
catalog_actions_count{liveness="live", namespace="",policy="kl0-system-reports-policy”, status="running", type="report"} 0
catalog_actions_count{liveness="live",namespace="demo-prod",policy="testl", status="cancelled", type="backup"} 0
catalog_actions_count{liveness="live", namespace="demo-prod",policy="testl", status="pending", type="backup"} 0
catalog_actions_count{liveness="live", namespace="demo-prod",policy="testl", status="running", type="backup"} 0
catalog_actions_count{liveness="live", namespace="mysqgl",policy="", status="complete", type="restore"} 1
catalog_actions_count{liveness="live",namespace="mysql",policy="", status="pending", type="restore"} 0

24 catalog_actions_count{liveness="live",namespace="mysql"
5 catalog_actions_count{liveness="live",namespace="mysql"
catalog_actions_count{liveness="live", namespace="mysqgl"
catalog_actions_count{liveness="live", namespace="mysgl"

policy="mysqgl-bkp
policy="mysgl-bkp

=rrunning", type="restore"} 0

, status="complete", type="backup"} 2
, status="pending", type="backup"} 0
, status="running", type="backup"} 0

catalog_actions_count{liveness="retired", namespace="",policy="mysql-bkp", status="complete", type="export"} 2
catalog_actions_count{liveness="retired", namespace="", policy="mysql-bkp", status="pending", type="export"} 0
catalog_actions_count{liveness="retired",namespace="", policy="mysql-bkp", status="running", type="export”} 0
catalog_actions_count{liveness="retired", namespace="demo-prod",policy="testl", status="cancelled", type="backup”} 1

e Get the number of failed, pending or cancelled backup jobs, filtered by policy “mysql-bkp”

Prometheus to JSON:

catalog_actions_count{policy="mysql-bkp’ status=~"failed|cancelled|pending’ type="backup”}

JSONPath:

$.valvesum(@)

e Get the number of completed or running backup jobs, filtered by policy “mysql-bkp”

Prometheus to JSON:

catalog_actions_ count{policy="mysql-bkp’ status=~"runningjcompleted”.type="backup"}

JSONPath:

$.valvesum(Q

e Get the number of failed, pending or cancelled export jobs, filtered by policy “mysql-bkp”

Prometheusto JSON:

catalog_actions_ count{policy="mysql-bkp’.status=~"failedjpendinglcancelled” type="export”}

JSONPath:

$.valvesum(@)

e Get the number of completed or running export jobs, filtered by policy “mysqgl-bkp”

Prometheus to JSON:

catalog_actions_count{policy="mysql-bkp’.status=~"runninglcompleted” type="export”}

JSONPath:

$.valvesum(Q)
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/. APPENDIX B

/.1. REFERENCES

1. Integration between Kasten K10 Prometheus and Slack:

ACO-PS-001-1.0

https://blog.kasten.io/posts/how-to-set-up-alerts-in-kasten-k10-to-immediately-catch-failed-backups

2. Prometheus Federation:

https://prometheus.io/docs/prometheus/latest/federation

3. Kasten K10 monitoring documentation:

https://docs.kasten.io/latest/operating/monitoring.html

4. How to scrape data from Kasten K10 Prometheus:

https://docs.kasten.io/latest/operating/monitoring.html#usin g-kKi0-s-prometheus-endpoint

Pag. 17 di 17

Confidential
Property of SORINT.lab S.p.A.

SORINT.lab S.p.A.

Via Zanica, 17 - 24050 Grassobbio (BG) - Italy

Tel+39 035697511 Fax +39 035697590

COD.FISC,N. REG. IMPR. BG 95164770166

PART. IVA 03419770163 - REA BG 376790
CAPITALE SOCIALE €1.262.500,001.v.


https://blog.kasten.io/posts/how-to-set-up-alerts-in-kasten-k10-to-immediately-catch-failed-backups
https://prometheus.io/docs/prometheus/latest/federation/
https://docs.kasten.io/latest/operating/monitoring.html
https://docs.kasten.io/latest/operating/monitoring.html#using-k10-s-prometheus-endpoint



