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Veeam Data Platform

Native APIs

Platform
Extensions
aws  AWS
A Azure (\) n D p) € Microsoft 365
&Y Google Cloud U n n &> Salesforce
Kubernetes Virtual Physical Apps

On-Premises °* IntheCloud °+* XaaS
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Supported
Platforms

by Veeam Backup &
Replication v12.1

VMware vSphere 6.x — 8.0U2
VMware Cloud Director 10.1 - 10.5.x

Microsoft Windows Server Hyper-V 2012 - 2022
Azure Stack HCI

‘Microsoft Hyper-V Server (free hypervisor) is supported
*Server Core installations are fully supported

Red Hat Virtualization 4.4 SP1

Nutanix AOS 6.5 and later



Supported
Platforms

by Veeam Backup &
Replication v12.1

Agents (physical or virtual workloads)

 Microsoft Windows Server 2008 R2 SP1 - 2022
* Microsoft Windows 7 SP1-11

*Server Core installations are supported
* Maijority of popular Linux Distros (full list)
* Mac OS 10.13.6 High Sierra — 14 Sonoma
* IBMAIX71-73TL1

* Oracle Solaris 10 1713, 11.0 - 11.4
*SPARK and x86 are supported


https://helpcenter.veeam.com/docs/agentforlinux/userguide/system_requirements.html?ver=60

SU P pOfted + File Shares (SMB and NFS)

‘Including Enterprise NAS systems: NetApp Data ONTAP, Lenovo

P I O tfo r m S ThinkSystem DM Series, Dell PowerScale (formerly Isilon), Nutanix
Files Storage

by Veeam Backup &
Replication v12.1

* Obiject storage repositories:
» S3 compatible object storage repositories
 Amazon S3 object storage
* Microsoft Azure Blob storage




Licensing

Two models of licensing

Per-Socket

Legacy model. Still available for existing
customers.

Veeam Backup & Replication is licensed by
the number of CPU sockets on the
protected hosts.

License is required only for source hosts —
hosts on which VMs that you back up or
replicate reside. Target hosts (for replication
and migration jobs) do not need to be
licensed.

Instance-based (VUL)

New model. It is more flexible and can be
utilized across different products.

Instances are units (or tokens) that you can
use to protect your virtual, physical or
cloud-based workloads.

You must obtain a license with the total
number of instances for workloads that you
plan to protect in Veeam Backup &
Replication.

(eeam,



Licensing

Two types of licensing

Perpetual

Permanent license. Support and
maintenance period is included with the

license and is specified in months or years.

Perpetual License includes Production or
Basic Support and Maintenance
agreement for the first year.

Maximum prepaid term for Support and
Maintenance for a Perpetual License is
three years.

Subscription

License that expires at the end of the
subscription term.

Subscription License includes Production
Support and Maintenance agreement for
the full term of the license.

The Subscription license term is normally 1
years from the date of license issue.

Maximum prepaid term for a Subscription
License is five years.

-3
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Components
Overview
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Architecture & Core Components

Overview
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Installation
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Architecture & Core Components

Installation

Download the most recent version of .ISO file from https://my.veeam.com/my-products. Sign in if necessary.

@ myveeam.com e 0

§ 412403995082 @EDA @ ENG R0

Veeam Data Platform 23H2 Update
is now available!

Everything You Need for Radical Resilience

NEW V12.1 DEMOS

o & All Veeam Products
Product downloads
e
Reset My Password || Keep me signed in i'
My subscription products

Embrace Zero Trust and leverage Al $

and machine learning
Don't have an account? Sign Up i} Nesam at Phatiorn DOWNLOAD (10.6 GB)
A Version: 121 Details =
Sign in or register with your social account
WATCH NOW

Veeam ONE Veeam Backup & Replication Veeam Recovery
Version: 121 Version: 121 Orchestrator
Details Details Version: 7

Details

DOWNLOAD (2.4 GB) DOWNLOAD (8.8 GB) DOWNLOAD (10.6 GB)

& Change language v

New version

) Veeam Data Platfarm

©2023 Veeam® Software | Privacy Notice | CookieNotice | EULA | LicensingPolicy | Supplier Resources
—

)
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Architecture & Core Components

Installation

ﬂ-‘:‘] Veeam Backup & Replication — >

bﬁlﬁl Install Veeam Backup & Replication

N Veeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your workloads and data.

Veeam Backup Enterprise Manager is an optional web-based management and reporting
console for Veeam Backup & Replication. It provides a single pane of glass for larger
environments with multiple backup servers.

N@ Install Veeam Backup Enterprise Manager
=]

\|m] Install Veeam Backup & Replication Console

I!EI Veeam Backup & Replication console is a Windows-based graphical user interface client
for managing backup servers,

Install

@ View Documentation

e,



Architecture & Core Components

Installation

Eu'a Veeamn Backup & Replication - X E.'g Veeam Backup & Replication - X
License System Configuration Check
Provide license file for Veeam Backup & Replication. System is being verified for potential installation problems.

Select license provisioning method:
e Setup could not automatically install required system prereguisites.

A& Sign in with Veeam Browse license file Please install missing components and click "Retry" to continue.

License details:

Subscription, Suite, 60 Instances, License expires on 03/08/2024 Requirement Status
Microsoft .MET Framework 4.7.2 Q Passed
Update license automatically (enables usage reporting) Microsoft Visual C++ 2015-2019 Redistributable @ Passed
Download and install new license automatically when you renew or expand your contract. This reguires Microsoft System CLR Types for SQL Server 2014 @ Failed
sending the license 1D, the installation 1D, and workload usage counters to Veeam servers periodically. Microsoft Report Viewer Redistributable 2015 @ Passed
Successful usage reporting doubles the number of workloads you can exceed your installed license by. Microsoft PowerShell v5.1 Q Passed
Microsoft Universal C Runtime Q Passed
Microsoft .NET Runtime 6.0.10 Q Passed
Microsoft ASP.NET Core Shared Framework 6.0.10 Q Passed

Back Mext Cancel Back Cancel
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Architecture & Core Components

Installation

f_é@ Veeam Backup & Replication

Ready to Install

Installation will begin with the following settings.

Installation folder:
vPower cache folder:
Guest catalog folder:
Service account:
Database engine:
SQL Server:

Database name:
Catalog service port:
Service port:

Secure connections port:
REST API Service Port:
Check for updates:

£ Customize Settings - Back

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

CA\Program Files\Veeam'Backup and Replication
CA\ProgramData\Veeam\Backup'|RCache
CA\VBRCatalog

LOCAL SYSTEM

Postgre5QL

repo32:5432

VeeamBackup

9393

9392

9401

9419

Automatically

EF] Vesam Backup & Replication

Database

Choose database engine and instance for Veeam Backup & Replication.

Use following database engine: |PostgreSQL ~

@ Install new instance

O Use existing instance (HOSTNAME:PORT)

Database name:

Connect to PostgreSQL server using:

@ Windows authentication credentials of service account

(O Native authentication using the following credentials:
Username:

Password:



Configuration
database
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Configuration database

e Stores data about the backup infrastructure, jobs, sessions.

* Since v.12, VBR installer by default installs PostgreSQL. One can change it
to Microsoft SQL.

* DB can be migrated from MSSQL to PostgreSQL and vice versa.

* DB can be installed either locally (on the same machine with the backup
server) or remotely.

* Configuration DB backup is the way how VBR ‘backs itself up.’

* DB backup can be restored to another VBR server.
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In-depth
Components
Breakdown
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Architecture & Core Components

Backup Workflow Example

Backup Server

oo

Hypervisor

Backup Proxies

Ty N\ \,

Load Balancing

A\

—> Backup Traffic
L R > Management Traffic
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Backup Repository




Backup Proxy
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Architecture & Core Components

Backup Proxy

Types Responsibilities

VMware Retrieving VM data from the production
VMware CDP storage

Hyper-V On-host Compressing

Hyper-V Off-host Deduplicating

Nutanix AHV (Appliance) Encrypting

Red Hat Virtualization (Appliance) 2L DA [refe D) et el
(backup) or another backup proxy

General Purpose (NAS, File shares, o
(replication)

Physical Servers Off-host backup)

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.




Architecture & Core Components

Backup Proxy

Backup Server

0 0o o

@ Data Mover

ey , [
-\ _

Backup Proxy
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Backup Proxy
(VMware)
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Architecture & Core Components

VMware Backup Proxy Transport Modes

Network Mode

In this mode, data is retrieved through the
ESXi host over LAN using the Network Block
Device protocol (NBD).

1.

2.
3.

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respe

The Proxy sends a request to ESXi host
to locate the VM on the datastore.
The ESXi host locates the VM.

VBR instructs VMware vSphere to
create a snapshot.

The ESXi host copies VM data blocks
from the source storage and sends
them to the proxy over LAN.

The Proxy sends the data to the
Repository.

Backup Server

[ L L4
o [
ESXi
I
- @ D o =
0> =0-"—0o" &l 9
? ? Backup Backup
Proxy Repository
Ok
Storage System

ctive owners.



Architecture & Core Components

VMware Backup Proxy Transport Modes

Virtual Appliance

This mode provides better performance than the
Network mode.

1.

2.
3.

o B

The backup server sends a request to the ESXi
host to locate the VM on the datastore.

The ESXi host locates the VM.

VBR triggers VMware vSphere to create a VM
snapshot.

VM disks are attached (hot-added) to the Proxy.
VBR reads data directly from disks attached to
the Proxy.

When the VM processing is complete, VM disks
are detached from the Proxy and the VM
snapshot is deleted.

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Architecture & Core Components

VMware Backup Proxy Transport Modes

Direct Storage Access

In this mode, VBR uses VMware VADP for direct
VM data transport over SAN (FC, FCoE, iSCSI).

The Proxy requests VM location from ESXi.
The ESXi host locates the VM.

The VBR triggers a VM snapshot.

The ESXi host retrieves metadata about the
layout of VM disks on the storage.

The ESXi host sends metadata to the Proxy.
The Proxy uses metadata to copy VM data
blocks directly from the source storage.

/. The Proxy processes copied data blocks
and sends them to the target.

NN

o o
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Backup Proxy
(Hyper-V)
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Architecture & Core Components

Volume Shadow Copy Service (VSS)

u Writers PN

Volume Shadow Copy Service (VSS)

PAREN Requestor

System Provider

O ©
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Volumes

Hardware Provider

tive

O |©

owners.

Software Provider
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Architecture & Core Components

Hyper-V Backup Modes

Backup Server

On-Host

The processing of backup data occurs on the
Hyper-V node hosting the Virtual Machines,
utilizing non-transportable shadow copies by

using software VSS provider.

1. VBR queries VM and virtualization host

details from Microsoft Hyper-V.

2. VBRinstructs Microsoft Hyper-V VSS to

create a point-in—time VM copy, using a

N
volume snapshot or VM checkpoint. @ —eé
@ &=n =
3. Veeam Transport Service reads VM data @ | A -
. Data Mover e
from the snapshot or checkpoint and a Backup
transfers it to the backup repository. Vv | | Repository
4. After data transfer, VBR prompts Microsoft 1 e 2 S NI
Hyper-V VSS for clean-up operations. Storage System Volume Snapshot

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Architecture & Core Components

Hyper-V Backup Modes

Backup Server
Off-Host

Data processing for backups is delegated to a
separate, non—clustered Hyper-V node, utilizing
transportable shadow copies through the Hardware . R
VSS provider offered by the SAN storage vendor. |

1. VBR queries VM and virtualization host details v B vm ll vm B vm
from Microsoft Hyper-V. . . . .
2. VBR instructs Microsoft Hyper-V VSS to create a Hyper-V

)

O —

point—in—time VM copy, using a volume snapshot

— o
or VM checkpoint. —@% —.] —= ] 0y
3. Veeam Off-host Proxy reads VM data from the | d\ Backup
snapshot or checkpoint and transfers it to the © ® Repository
backup repository. N | I
4. After data transfer, VBR prompts Microsoft b _99 it )
Hyper-V VSS for clean-up operations. Storage System Volume Snapshot

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeom



Backup Proxy-
(AHV & RHYV)
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Architecture & Core Components

Nutanix AHV
Veeam Backup for Nutanix AHV uses Nutanix AHV's Nutanix AHV Backup Server with
native capabilities to create image-level backups Appliance Nutanix AHV Plug-in
and doesn't install agent software inside VMs to
retrieve data. | 09
i | Worker

1. The Nutanix AHV backup appliance initiates a 2\

up appli initi . 0 @

backup job, transmitting session data to VBR.
2. Utilizing Nutanix REST API, it links with the Nutanix

<
®

AHYV cluster, generating snapshots for all _09 =

designated VMs or protection domains. After, it —— . i

establishes a volume group on the Nutanix AHV : Backup

cluster. e Repository
3. The Nutanix AHV backup appliance deploys a \Z

worker, mounting VM disks to the worker via iSCSI.

4. The worker retrieves VM data at the block level,
applying compression and deduplication, and
transmits the data to the backup repository.

Storage Layer

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeom



Architecture & Core Components

Red Hat Virtualization & Oracle Linux Virtualization Manager (oVirt)

Veeam Backup for RHV/OLVM uses native oVirt RHV/OLVM Backup Server with
capabilities to create image-level backups and doesn't Appliance RHV/OLVM Plug-in
install agent software inside VMs to retrieve data.

1. VBRinitiates a backup job, transmitting session data \L Worker a_

to the backup appliance. @
A

2. The backup appliance interfaces with the

<
virtualization manager via REST API, generating RHV / OLVM 0

snapshots for designated VMs. It subsequently

establishes an image transfer session, supplying the —09
corresponding URL. ——] 3 N
. e 1 ackup
3. The I?ackup appllanf:e deploys a worker, utilizing the e Repository
provided URL to retrieve VM data. N
4. The worker applies compression and deduplication to —
the VM data before transmitting it to the designated
backup repository. Storage System

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeom



How to add a
Backup Proxy?
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Architecture & Core Components

How to add a Proxy? VMware

Wl Bockup Prosy

E 4

Add opn
Proxy Pr Proxy
Manage Proxy Upgrade
Backup Infrastructure Q Type object e b
e T - e .
¢ Out of Date (2) hq-vbriappl1.demolab.local
= Unavailable (2) H hg-vbriappll.demolab.local
4 [ Backup Repositories H hg-vbrlinxpxy1.demolab.local
T Unavailable (1) 157 hq-vbriinxpxy1.demolab.local

External Repositories
ale-out Repositories

£l hq-vbrintxpxy!
B hq-vbripxyl.demolab.local

AWS $3 Repository H hq-vbripxy3.demolab.local
£k, SOBR B VMware Backup Proxy
£, SOBR with Azure Capacity Tier
&2 WAN Accelerators

{3) Service Providers
4 SureBackup
17, Application Groups
&5, Virtual Labs
(%1 Managed Servers
o {5 VWware ySphere
« B vCenter Servers
F# ve1.democenter.int
%) ve1.demolab.local
4 {3 VMware Cloud Director
4 VMware Cloud Director Cloud Hosts
[#« Microsoft Windows
B Linux
EZ Nutanix AHV
- AWS
A Microsoft Azure
e Out of Date (1)
Fi Unavailable 3)

.

Home
Inventory

‘YE—’ i e — 0

@l stonge nfrastructure

%] Tape Infrastructure

Type

Agent
VMware
VMware
VMware COP
Nutanix AHV
VMware
VMware
VMware

example.

Host
hq-vbriappll.demolablo... Created by Powershell at 7/9/2020 2:06:22 AM.

hq-vbriappll.demolablo... Created by Powershell at 7/9/2020 2:06:18 AM.

ha-vbrlinxpxy1 demolab.l... Created by Powershell st 7/13/2020 1:24:05 PM.
hq-vbriinxpxy1.demolabl...
pdcsentxd1.democenter.int

ha-vbelpryl demolablocal
ha-vbrlpry3.demolablocal

ha-vbel demalab.local

Created by DEMOCENTER\denis.pirvulescu at 202

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Name T

[& ha-vbriappi1.demolab.local
H hq-vbriappll.demolab.local
B hg-vbriinxpxy1.demolab.local
[5” hq-vbrlinxpxy1.demolab.local
Flg ha-vbrintxpy1

B hge-vbripxy1.demolab.local
B hge-vbripxy3.demolab.local
B VMware Backup Proxy

O D =

Type Host Description
Agent hg-vbriappll.demolab.lo.. Created by Powershell at 7/9/2020 2:06:22 AM.
VMware hq-vbriappll.demolab.lo.. Created by Powershell at 7/9/2020 2:06:18 AM.
x )
Add Backup Proxy
Select a type of backup proxy you want to add.
jt 2023...
ltl General-purpose backup proxy
L Adds a backup proxy for agent-based backups of NAS, filers, file shares and off-host backups of physical servers.
VMware backup proxy
Adds a backup proxy for agentless VMware vSphere VM backups.
VMware CDP proxy
Adds a CDP proxy for agentless streaming VMware vSphere VM replication.
F Nutanix AHV backup proxy
= Addsa backup proxy to serve for the Nutanix AHV backups.
[—| Azure proxy appliance
r Adds a proxy appli for improved restore p e to Azure,
Cancel
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How to add a Proxy? VMware example.

New VMware Proxy X
Server
Choose a server for VMware backup proxy. You can choose between any Microsoft Windows or Linux servers added to the
Managed Servers which are not assigned a VMware backup proxy role already.
Choose server:
hqg-vbrl.demolab.local (Backup server) v | | Add New...
Traffic Rules )
Proxy description:
Apply
Summary
Transport mode:

Choose...

- IAutomatic selection

Connected datastores:

- | Automatic detection (recommended) | Choose...

Max concurrent tasks:

< Previous Next > Finish Cancel

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Transport Mode
RteeermrBerckup & Replication creates
@ ggm sSe\c/t?dr;Xtu\n/laMally Iys alsa'lyzing backup proxy

configuration and reachable VMFS and NFS datastores. Transport modes

THerPele St Frietact Heskspespesele

O AT Ttk s R SR hactingprocuction
elVicelrleiijvieliiimeles - tc Ralafisneilisle) Mol
FesRuEGes. Backup proxies with multi-
QR S SR e SRR ht

ed VMs must be connected to a host running backup proxy VM.
taske 9 backup proxy
(O Network

wsing NBD

F aﬁ%ﬁwﬁ :&oﬂgﬁa mmﬁelﬁl setup
réSEMMERTEA tHEL YoUrspeetty

Options

maximum.d.coneurtent tasks.for.en 8-
careas Rlkerrod brreoneur remnbtegkesossy

[k || cancel




Backup
Repository
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Backup Repository

A repository is a storage
location where backup files,
copies of VM data, and
metadata necessary for
restoration are stored.

The repository can be a local
or remote location, and it
serves as a centralized
storage space for backup
and replication data.

Direct Attached Storage

e Microsoft Windows server
 Linux server
* Hardened Repository

Network Attached Storage
* SMB (CIFS) share
* NFS share

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners

Deduplicating Storage Appliances

Dell Data Domain
ExaGrid

Fujitsu ETERNUS CS800
HPE StoreOnce
Infinidat InfiniGuard
Quantum Dxi

Obiject Storage

S3 Compatible

Amazon S3

Google Cloud Storage
IBM Cloud Obiject Storage
Microsoft Azure Storage
Wasabi Cloud Storage
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Backup Repository

There are many file types you can find in the Backup Repository. Here is the
list of the most used:

-vbm - backup chain metadata file -vab — enterprise plug-ins backup file

-vbk - full backup file -vasm — enterprise plug-ins backup metadata file
vib - incremental backup file -vacm - enterprise plug-ins backup job metadata file
.vrb - reverse incremental backup file .vblob - file that stores data from the file share (NAS)
.bco - configuration backup file backup job

.vsb — virtual full backup for tapes -vindex - binary metadata file that describes backup

vib — archived log backup file files (hames and versions) of file share backup job

.vslice — binary metadata that describes allocation of

.vsm — Microsoft SQL transaction log backup data in VBLOB backup files

.vom - Oracle database log file
.vpm — PostgreSQL transaction log backup

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeom
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Windows Backup Repository Example

Backup Server

0 0o o

@ Data Mover

ey , [P
-\ _

Backup Proxy

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners
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@ Data Mover
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Windows Backup Repository
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SMB Backup Repository Example

Backup Server

I (0 0
Hypervisor

@ Data Mover @ Data Mover

-
> > > Wiy

=, =
Backup Proxy Gateway SMB Backup Repository

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeom
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Obiject Storage Repository Example

Backup Server

Gateway

v
@

Backup Proxy

Cloud-based OR On-premises
Object Storage

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeom



How to add a
Backup
Repository
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How to add a Repository? Direct Attached Storage example.

Add Backup Repository x

Select the type of backup repository you want to add.

H Backup Repository

Add —

Repository Rep

o &= Direct attached storage
% dictocoft Windaue ar liniw caner with intarnal ar direct attarhad ctarane Thic ranfianratian enahlac data

Manage Repository

Direct Attached St X
Backup Infrastructure Q Irec ache Ol‘age
Select the operating system type of a server you want to use as a backup repository.
4 [ Backup Proxies Nome t Type Host Path
[k Out of Date 2) 2 AWS 53 Archive Tier Amazon Glacier Direct amazonS3:/demo-
e Unavailable 2) AWS $3 Capacity Tier Amazon §3 Direct amazonS3/demo-
4[] Backup Repositories — e AWS 53 Performance Tier Windows hq-vbrirepol.demolab.local RAAWS S3 Perform
[k Unavailable (1) zure Capacity Tier Microsoft Azure Blob Storage Direct azureBlob//demc Microsoft Windows
T'a, External Repositories s Azure Performance Tier Windows hq-vbrirepol.demolab.iocal R\Azure Performar
4 [l Scale-out Repositories Cloud Repository Cloud demo-cloudconnect democenter.int \Demo\admin Adds local sterage presented as a regular volume or Storage Spaces. For better performance and storage
Fi, AWS S3 Repository [« Configuration Backup Repository Windows hq-vbr1.demolab.local Z:\Configuration B efficiency, we recommend using ReFS,
4, SOBR s EMC Data Domain Dell Data Domain Gateway (auto) ddboost://172.21.
[, SOBR with Azure Capacity Tier € ExaGrid ExaGrid 172.21.238.39 /home/svc-exagrid
©n WAN Accelerators | HPE StoreOnce HPE StoreOnce Gateway (suto) storeonce://172.21 .
{7 Service Providers | HPE StoreOnce (Secondary) HPE StoreOnce Gateway (auto) storeonce//172.21 Linux
‘@ :f':a':k"p 9 Otject hrage tposiion’ ¢ E¥croeoft Ane Biob erage s SzareSioby/ ey Adds local storage or locally mounted NFS share, For better performance and storage efficiency, we recommend
pplication Groups . ReFS Repository Windows hq-vbrlrepol.demolab.local RAReFS Repository L J A
&, Virtual Labs SRR ety Wadows hq-vbrlapplt.demolablocal TASORA Extent 3 using XFS. The Linux server must use bash shell, and have 5SH and Perl installed.
4 (21 Managed Servers '+ SOBR Extent 2 Windows hq-vbrlappl1.demolab.local U:\SOBR Extent 2
4§ VMware vSphere '+ SOBR Extent 3 Windows hq-vbriappl!.demolab.local VA\SOBR Extent 3
o B vCenter Servers s XFS Repository Hardened hq-vbrlinxrepol.demolab.local /veeam/xfs_reposit

8 ve1.democenter.int
8 ve1.demolab.local
4 (3 VMware Cloud Director

Linux (Hardened Repository)

Requires a Linux server with internal or direct attached storage. This configuration enables protection against
cybersecurity threats with immutable backups. The Linux server must use bash shell and have SSH installed. For
reduced attack surface, minimal Linux installation is highly recommended.

42 VMware Cloud Director Cloud Hosts
Microsoft Windows

A Linux

2 Nutanix AHV

- AWS

A Microsoft Azure

Ele Out of Date (1)

i Unavailable (3)

Home

inventory

ds'i RIARRANS — o

(@5 storage Infrastructure

R Tans Intractrichira
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Architecture & Core Components

How to add a Repository? Direct Attached Storage example.

New Backup Repository

~— Repository
=71 Typein path to the folder where backup files should be stored, and set repository load control options.
S—

Name Location
Path to folder:

e <«
s== Capacity: <Unknown>
I = o

W= Free space: <Unknown>
Mount Server

Load control

Review Running too many concurrent tasks against the repository may reduce overall perfformance, and
cause |/O timeouts. Control storage device saturation with the following settings:

Apply - [ Limit maximum concurrent tasks to: 4 ‘L: \
- [] Limit read and write data rate to: " = mB/s

Summary

Click Advanced to customize repository settings.

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

’. Populate ‘

D

< Previous Next > Finish \ Cancel

Storage Compatibility Settings X

I & Atign backup file data blocks (recommended)

Significantly improves backup and restore perfformance while reducing storage
CPU usage by avoiding unaligned I/0. Increases backup size by less than 2%.

- [[] Decompress backup file data blocks before storing
Source data mover compresses data according to the backup job compression
settings to minimize LAN traffic. Uncompressing the data before storing allows
for better deduplication ratio on most deduplicating storage appliances.

I (1 This repository is backed by rotated drives
Backup jobs pointing to this repository will tolerate the disappearance of
previous backups by creating a new full, and track the repository volume
location across unintentional drive letter changes.

When a drive is changed:

Continue existing backup chains (if present) v
- [ Use per-machine backup files (recommended)

Improves backup performance for storage devices benefiting from multiple I/O

streams, such as enterprise grade block storage and deduplicating storage
appliances. Enables additional backup management functionality.

=



Scale-Out
Backup
Repository
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Architecture & Core Components

Scale-Out Backup Repository

A scalable repository Performance Tier

system with multi-tier ¢
storage support. OIIb 1S

Includes performance tier s B
(local or shared storage) Capacity Tier

and can be extended with Eﬁ

capacity and archive

tiers, providing horizontal Obiject

scaling for diverse Storage

storage needs. frehive Tier

Amazon S3 Glacier OR Azure Archive Storage
(should match provider from which data moves to the archive tier)

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners



Architecture & Core Components

How to add/configure Scale-Out Backup Repository?

New Scale-out Backup Repository X

Name
Type in a name and description for this scale-out backup repository.

=
S

[Scale-out Backup Repository{

Performance Tier

Description:
Placement Policy Created by DEMOCENTER\pavel.kosarev at 2024-05-08 14:33.
Capacity Tier
Summary

< Previous Next > Finish Cancel |
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Architecture & Core Components

How to add/configure Scale-Out Backup Repository?

/Eclit Scale-out Backup Repository X\
Performance Tier
==
== Select backup repositories t
Ct: i ??nenu )h
Select backup repositories to include in this scale-out backup
Name Bag repository.
N: Add...
Name Type Add... Remove
Placement Policy
Advanced Settings X
Capacity Tier
M Use per-machine backup files (recommended)
Summary Improves backup performance for storage devices benefiting from multiple /0
streams. This is the recommended setting when backing up to enterprise grade
block storage and deduplicating storage appliances.
[[] Perform full backup when the required extent is offline
When a repository extent with previous backup files cannot be reached, jobs will
perform an active full backup instead of failing to create an incremental backup.
Scale-out repository must be sized appropriately to handle multiple fulls.
| ok | cConcel |
OK Cancel
< Previous ‘ ‘ Next > ‘ ‘ Finish ‘ ‘ Cancel ‘
- J

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Architecture & Core Components

How to add/configure Scale-Out Backup Repository?

J

/Edit Scale-out Backup Repository X\
P Placement Policy
== Choose a backup files placement policy for this perfformance tier. When more than one extent matches the placement policy,
EE],—E—E] backup job will choose the extent with the most free disk space available.
Name D © o: oty
) All dependent backup files are placed on the same extent. For example, incremental backup files will
Performance Tier be stored together with the corresponding full backup file. However, the next full backup file can be
created on another extent (except extents backed by a deduplicating storage).
- () Performance
Capacity Tier i ing full backup file,
Backup Placement Settings ¢ pvices. Note that
Summary
Sp Extents Customize... -
Name Allowed backups Edit...
£:- SOBR Extent 1 All backu .
£ SOBR Extent 1 Extent Settings X
Eis
Allowed backup files:
Full backup files
- [ str [ Incremental backup files
By cy, we will violate it
3 [ ok | cancet | backup jobs fail in
suq Y,
oK | Cancel ||
. Y. w [ Cancel
(N

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Architecture & Core Components

How to add/configure Scale-Out Backup Repository?

/Ed:t Scale-out Backup Repository \\
= Capacity Tier

= Specify object storage to copy backups to for redundancy and DR purposes. Older backups can be moved to object storage
EEEFE_C] completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

Name

Performance Tier

Placement Policy

- [4] Extend scale-out backup repository capacity with object storage:
|<Click Choose to pick object storage> l { Choose...

[[] Copy backups to object storage as soon as they are created

Override X\ ackups copied to

I:-t backup files sooner if scale-out backup repository is reaching capacity fdow
i orage completely
v %

Offload until used space is below: 190 |5

[ ok | cancel |

v

Manage passwords l

Password:

Offload window: Any time

Health check: Disabled

<Previous | | Apply

| | Finish

-

Cancel

t

J
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SureBackup,

SureReplica
& Virtual Lab
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Advanced Features

SureBackup, SureReplica & On-Demand Sandbox

SureBackup —
Allows you to automatically perform Verification
recoverability testing, verification and N WQ WQ WQ WQ Report
content scans for the successfully

vMgvMvgvmMm g vM
performed backups. . . . . Virtoal Lab

Hypervisor —

How? o=

1. Starts VMs in an isolated Virtual Lab [ ——
environment.

2. Performs a set of tests.

3. Sends a status report to your mailbox.

N\

— N

Backup
Repository

Create Create Schedule Receive

Specify tests e
within the Job(s) S”rffg’(g)k”p Velgi'gg;‘t'm

Create Virtual Lab Application SureBackup
Group(s) Job(s)
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Advanced Features

SureBackup Verification Modes

Full recoverability testing

Veeam Backup & Replication published
the machines in the isolated environment
and performs the verification according
to the scripts selected.

Backup verification and content
scan only

Without publishing the machines to a
Virtual Lab, Veeam Backup & Replication
performs backup integrity check and its
content analysis to detect traces of
malware or any other unwanted or
sensitive data.

tewr SureBackup lob

MName
CE Type in a narme and description for this SureBackup job,

|Exchange SureBackup Job Full
Wirtual Lab

Description: b
Application Group Daily Verification Job|
Linked Jobs
Settings
Schedule
Backup werification mode:
Surmrnary

® Full recoverability testing (recormmended)

Runs machines in an isolated environment directly from backup and performs tests against live
applications, This ensures recoverability of wour production workloads in a DR event.

() Backup verification and content scan anly

Perfortms backup integrity check and its content analysis to detect traces of malware or any other
urranted or sensitive data, These tests do not require setting up a wirtual lab,

% Previous Finizh Cancel



Advanced Features

SureBackup Workflow

BERER ro ? @ ?

I(D Ie Ie Appliance © o ©
Production m m Isolated
Network network

Hypervisor

pa
N

V Heartbeat

e
|

\/ Ping —v
V App Report
Backup
Repository
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Advanced Features

SureReplica Workflow (VMware only)

Proxy Appliance

B8

Isolated
network

N/ Heartbeat | N
/ Ping - B
\/ App : Report
|
Production
Storage

N
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Advanced Features

On-Demand Sandbox

Start a copy of your production
environment at any time for a
variety of testing, security,
training or troubleshooting
purposes.

All changes made to VMs are
written to redo logs (for VM
backups and storage snapshots)
or saved to delta files (for VM
replicas). Redo logs and delta
files are deleted after you finish
working with the On-Demand
Sandbox and power it off.

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respe
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Immutability
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Immutability

Supported types
Definition of Immutability: of immutable repositories

* Immutability refers to the state of

data that prevents it from being .
modified or deleted. Amazon, S3-compatible and

Azure object storage repositories.

Benefits of Immutability: Hardened Repository.
* Ensures data integrity and HPE StoreOnce.
security.

* Provides protection against Dell Data Domain

ransomware and accidental
deletions.
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Immutability

Adding Linux Hardened Repository

At the SSH Connection step of the
wizard, specify single-use credentials to
connect to the Linux server and deploy
Veeam Data Mover.

Veeam Backup & Replication does not
store these credentials in the
configuration database.

NOTE: The user account you use must
be a non-root account. Also, it must
have the home directory created on the
Linux server.

-

Edit Linuz Server X\
55H Connection
T Provide credentials for service consale connection, and adjust secure shell (35H) port number using advanced settings if
—, required.
Credentials >
Mame Lgp Usernarme: | user |
® v|| add.
Feview 35H port: 22 :
Meon-root account
Apply ) N _
[¥] Elevate account privileges automatically
Summary [] Add account to the sudoers file
Use "su” if "sudo” fails
Root password!: --n--.n-.-.---* L)
Description:
user]
| CK | ‘ Cancel |
ports, Advanced...
| < Previous | | Mext = | | Finish | | Cancel |
- /
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Immutability

Making backups immutable @ LHR

Mew Backup Repositary >

Repository
Type in path to the folderwhere backup files should be stored, and set repository load contral options,

Marme Location

When you add a hardened repository, i |Pathtofo'der= !
. . . . ErEr Jhormefbackups Browise..,
you specify the time period while

. . _ s Capacity:  <Unknowns Populate
backup files must be immutable. S Free space: <Unknowns

hdount Server

Use fast cloning on XFSwolumes (recommended)
Pl Reduces storage consumption and improwes synthetic backup performance,

- Make recent backups immutable for 7 2| days

Protects backups from modification or deletion by ransommvare, malicious insiders and hackers, GFS
backups are made immutable for the entire duration of their retention paolicy,

During this period, backup files stored ’:pp'*’
Lmmary

in this repository cannot be modified Lead contral

Running too many concurrent tasks against the repository may reduce overall performance, and
or deleted. cause 'O tirneouts, Control storage dewvice saturation with the following settings:

-

Lirnit maxirnum concurrent tasks tor 4

-

[] Lirnit read and write data rate to: 1 = | B/

-

Click &dvanced to customize repository settings, Advanced,.,

< Previous Finizh Cancel



Immutability

Making backups immutable @ Object Storage

To make data immutable,

Veeam Backup & Replication utilizes
the technology that prevents data from
deletion and allows you to keep several
versions of objects.

The selected technology depends on
the type of object storage:

* Object lock and Versioning — for
Amazon S3 Storage, S3 Compatible,
IBM Cloud, Wasabi Cloud.

* Version-level WORM and blob
versioning — for Azure Storage.

Mewr Object Storage Repositary .

Bucket
E specify &mazon 53 bucket to use,

Data center:

Marme

ELl iParis) w
Sccount

Bucket:
Mount Server Folder:

‘tw | Erowse..,
Rewiewr

Limit object storage consumptionto: |10 = | TR v
Apply This is a soft lirmit to help control wour object storage spend, If the specified limit is exceeded,

already running backup offload tasks will be allowed to complete, but no new tasks will be started,

Sumrmary

- Make recent backups immutable forr (300 22| days

Frotects backups from modification or deletion by ransorware, malicious insiders and hackers, GFS
backups are made imrmutable for the entire duration of their retention policy.

Use infrequent access storage class (may result in higher costs)

Weith loweer price per GB but higher retrieval and early deletion fees, this storage class is best suited
for lang-term storage of GFS full backups, &void using it for shor-term storage of recent backups,

Store backupsin a single availability zone (even lower price per GE, reduced resilience)

< Previous Finish Cancel



Storage
Integration
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Storage Integration

Integration types

Veeam Agent for

VMware Integration NAS Integration e el T

Backup VMware vSphere Backup NAS file shares Create Veeam Agent
VMs. effortlessly. backups for Windows

Orchestrate snapshots computers.

AacCross storqge arrays.

Restore data from
storage snapshots with
Veeam Backup &
Replication.
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Storage Integration

Infrasturcture Overeview

] \ 4 4 9
Storage System
Veeam Backup &
VMware VM . .
l Replication
........................ (@] >
¥
@ =
N
File Share
Storage Volume | "7 OR o] Backup Proxy Backup Repository
l — .
(12)

Agent for Windows
O, ) 9

Storage Volume
Snapshot
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VMware Integration

Timeline Representation

A
I
I .
! Standard VM Backup VM Backup /w Storage Integration
I
I
I
| i | o
| : o : VMware | |
! 3 VMware Snapshot lifetime R Snapshot ! .
g " it lifetime o
| | | |
o} | | | |
E | | | |
- | | | |
U] | | | |
o | | | |
c | | | |
(9] | | | |
g | | |
2 : :
o S Ke] Snapshot
E g g Commit
= O o
2 ° ©
3 S 5
-~ o Q
= o] o]
C C
@) 7 n
>
i T T
1 Storage Snapshot Storage Snapshot
! Creation Deletion
I
I

b= —— (e L R e i R
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Storage Integration

How to configure?

1.demolab.local - Veeam Backup and Replication

N .
Add Veeam Al
Storage
Manage Storage Actions Online Assistant

Storage Infrastructure
= AdWorage
=
=
== Veeam Backup & Replication integrates with leading primary storage arrays to enable backup and restore of individual machines, individual disks, file shares, guest files and application items from storage

4 (% Storage
e - ] = Addstorng [ snapshots of production VMFS, NFS and CIFS volumes and their replicas. The Universal Storage API allows qualified storage vendors to easily create fully supported plug-in for any storage model.

To start using this functionality, register your storage by clicking this text. If you don't see your storage in the list, please check with your vendor for available plug-in

¥ Inventory

(’H'g Backup Infrastructure
0 - “‘5 SRR
(L!_"‘l Tape Infrastructure

] Files

i
r

Analytics

History
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Storage Integration

How to configure?

Select your NetApp storage model.

@ Add NetApp Storage

Data ONTAP

- " Adds NetApp FAS/AFF, FlexArray (V-Series), ONTAP Edge/Select/Cloud VSA and FAS OEM storage (such as IBM N
series). VMware integration supports Fibre Channel (FC), iSCSI and NFS protocols. NAS backup integration

supports SMB and NFS protocols.

2 Element
Adds NetApp Element (SclidFire) or NetApp HCl storage cluster. Only iSCSI connectivity is supported.

Llement

Cancel
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Storage Integration

How to configure?

(Edit NetApp Data ONTAP Storage X\
Name
Register NetApp Data ONTAP storage by specifying DNS name or IP address.
Management server DNS name or IP address:
172.21.238.72
Credentials | | -
Description:
VMware vSphere
NAS Filer
Apply Role:
STy [ Block o file storage for VMware vSphere
[] Block storage for Microsoft Windows servers
[ NAS filer
< Previous I Next > | ‘ Finish ] ‘ Cancel \
b J
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Storage Integration

How to configure?

/Edit NetApp Data ONTAP Storage

Name

VMware vSphere

NAS Filer

Apply

Summary

_

Credentials
Specify account with storage administrator privileges.

Credentials:

-(Netdpp access account, last edited: 1349 days ago)

Protocol: HTTPS v

Port: 43 |2

Manage accounts

-<Previous H Next > | Finish H Cancel ‘

J
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Storage Integration

How to configure?

/Edit NetApp Data ONTAP Storage

VMware vSphere
Specify how this storage can ccessed by VMware vSphere backup jobs.

Name Protocol to use:
Fibre Channel (FC)
Credentials iSCSI
L
[V Create required export rules automatically

NAS Filer Volumes to scan:

i |Allvolumes H oo ‘ -

Backup proxies to use:

Summary |hq-vbr1appl1.demolab.local H Choose... }-

Mount server:
hg-vbrlappl1.demolab.local (Created by Powershell at 7/9/2020 2:05:00 AM.) v| | addnew.. <

< Previous || Next > H Finish H Cancel \
(& 4
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Storage Integration

How to configure?

/Edit NetApp Data ONTAP Storage X\

NAS Filer
Specify how this storage can i ccessed by file backup jobs.

Name Protocol to use:
SMB
Credentials NFS
VMware vSphere Create required export rules automatically
Volumes to scan:
e o | (o |
Apply Backup proxies to use:
. |Automatic selection l \ Choose... ‘-
ummary
< Previous ‘ I Apply | " Finish ‘ { Cancel ‘
- J
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Storage Integration

The Integration tab in the backup
job settings allows you to
determine if you want to use the
Backup from Storage Snapshot
technology to create the backup.
It's enabled by default.

Backup from Storage Snapshots
lets you leverage storage
snapshots for VM data processing.

The technology improves RPOs
and reduces the impact of backup
activities on the production
environment.

/Ne'uu Backup lob

Storage

Mame

Virtual Machines
Guest Processing
Schedule

Summary

-

SAdvanced Zettings

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

-

Primary storage integraticn

- I Spe
this

Enable backup from storage snapshots
lUse storage snapshots (instead of WM snapshots) as the data source for
this job. Using storage snapshots reduces impact on the production

environment from VM snapshot commit,
el

Limit processed VM count per storage snapshot to 10 -

By default, the job will process all included WMs located on the same
datastore from a single storage snapshot.

[ Failover to standard backup
Perform standard backup from VM snapshot if backup from storage
shapshot fails.

[ Failover to primary storage snapshot
Use primary storage snapshots as the data source if backup fraom
secondary storage snapshot fails,

x

| Backup | Maintenance | Storage | Motifications | u’ipher&| Integration | Scripts

Save As Default OK

‘ ‘ Cancel

)

up files preduced by

H Choose.. |

M |

Map backup

Configure...

» recommend to make
off-site,

e

h Cancel

)




Storage Integration

Backup from Secondary Storage Snapshot

Primary Storage
System

l

Storage Volume

l

E

Secondary Storage
System

N

\_N

Storage Volume Backup Proxy

[F====}

Storage Volume
Snapshot

N
7

Storage Volume
Snapshot
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Storage Snapshot Based Backup

0 0 @
m Application-Aware-Consistency; VSS; Pre-/Post-Scripts;
Application Restore switches; Logfile Truncation after Backup NE'

VMware Change-Block-Tracking Info

ESXi Host Veeam Backup &
Replication N
8 = i
: O
Administration; Ly
Load Balancing Backup Repository
\4
Block Level Incremental Forever Backup out of Storage T
Snapshot with use of VMware Change-Block-Trackin
b : : : > |
Storage
g Backup Proxy

Deduplication; Compression; Parallel Processing;
Storage Latency Control; Encryption

—> Backup Traffic
Goreenee > Management Traffic
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Tape (briefly)
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Tape
Veeam Backup & Replication supports native tape operations.

Supported tape devices: Linear Tape-Open (LTO3 - LTO9) and IBM 3592 (TS1160 & TS1170) libraries.

Purpose: long-term data archiving and/or compliance requirements.

Backup Strategy: adheres to '3-2-1 backup principle: 3 copies, 2 media types, 1 offsite location.

Supported Data Types for Archiving:
VM backups

* Veeam Agent backups
* Entire Backup repositories, including Hardened Linux Repositories
* Unstructured data:

» Storage device volumes via NDMP
 SMB & NFS file shares
* Obiject Storage

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeom



Tape

Infrastructure overview

Ethernet
® L 4 4 \ 4 . 4
N
Nnl =) FC/SAS m
—
| O
(——o] T Li
Veeam Backup & Backup Repository ape Library
Replication Tape Server
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WAN
Accelerator
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WAN Accelerator

Veeam Backup & Replication offers the WAN

acceleration technology that combines: \L

Network traffic compression Remote Backup Copy

Multi-streaming upload OR. :
.. Source Remote Replication Job Target
Global data deduplication WAN Accelerator WAN Acceleration

Variable block size deduplication

This combination of technologies reduces the
volume of transferred data, which helps @ Data mover Data mover @

Service Service
transport data faster.
WAN connections faster than 100Mbps.

—F —F
 Low Bandwidth Mode is designed for . OR (D) - OR ©

WAN connections slower than 100Mbps. Source Backup o UM TargetBackup 1 otym
Repository Repository ‘

* High Bandwidth Mode is designed for
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WAN Accelerator

How to deploy?

Home WAN Accelerator

£
Add WAN -,; '\ | Upgrade

WAN
Accelerator Accelerator Accelerator Accelerator
Manage WAN Accelerators Upgrade

Backup Infrastructure
i Q Type in an object name to search for

E Backup Proxies
~| Backup Repositories Name Host T

External Repositories
% Scale-out Repositories

£33 WAN Accelerators - e
:i} Service Providers

» &]SureBackup
> @1 Managed Servers

iﬂﬂ\ am

ﬁ Home
&% Inventory

@E‘! Backup Infrastructure - 0

torage Infrastructure

@ Files

&n hg-vbriapplidemol.. hg-vbriappli.de..

hg-vbri.demolab.local - Veeam Backup and Replication

Description
Created by Powershell at 7/13/2020 5:23:28 PM.

hq-vbri.demolab.local
Virtual (VMware)

10 GB

C:\VeeamWAN

The following components will be processed on hg-vbri.demolab.local:

New WAN Accelerator
Review
b Review the settings, and click Apply to continue.
Server Server name:
| Tadie Server type:
CRedew e
Cache path:
Apply
Summary
Component name
Transport
WAN Accelerator

Status
already exists

will be installed

< Previous Apply Finish Cancel




WAN Accelerator

How to start using it?

/Edit Backup Copy Job

w Data Transfer
[=]

Job
Objects

Target

Schedule

Summary

Choose how object data should be transferred from source to target bac

(@ Direct
Object data will be sent directly from source to
copying backups on-site, and off-site over a fa

(O Through built-in WAN accelerators
Object data will be sent to target repository th
both source and target sites. This mode provid

Source WAN accelerator:

Target WAN accelerator:

| < Previo

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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X

/Edit Replication Job

Data Transfer

)_ Choose how VM data should be transferred to the target site.

Name

Virtual Machines
Destination
Network

Job Settings

Seeding
Guest Processing
Schedule

Summary

When replicating between remote sites, we highly recommended that you deploy at least one backup
proxy server locally in both sites to allow for direct access to storage.

Source proxy:

|Automatic selection | | Choose... |
Target proxy:

|Automatic selection | | Choose... |
@) Direct

Best for local and off-site replication over fast links.

(O Through built-in WAN accelerators
Best for off-site replication over slow links due to significant bandwidth savings.

Source WAN accelerator:
| |
Target WAN accelerator:

| - ‘

< Previous | | Next > | | Finish | | Cancel |




Enterprise
Manager
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Veeam Enterprise Manager

Installation

Veeam Enterprise Manager is included in the same .ISO as Veeam Backup & Replication.

Eﬂ Veeam Backup & Replication - X

Np] [Install Veeam Backup & Replication

|D N Veeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your applications and data.

Ng] [Install Veeam Backup Enterprise Manager
- . ‘? EE Veeam Backup Enterprise Manger is an optional web-based management and reporting
- I_ _I console for Veeam Backup & Replication.

. ;\é =

e » Nlm=] Install Veeam Backup & Replication Console
. ,,g E§_| Veeam Backup & Replication console is a client-side component that provides access to

& S '-’/‘. the backup server.

Install e View Documentation

[ veeam



Veeam Enterprise Manager

Installation

EE Veeam Backup Enterprise Manager — X EE Veeam Backup Enterprise Manager - X
System Configuration Check License
System is being verified for potential installation problems, Provide license file for Veeam Backup Enterprise Manager.

) _ ) ) ) ) Select license provisioning method:
To finalize required components installation, system reboot is required.
. Installation process will continue automatically. & Sign in with Veeam B Browse license file

License details:

Requirament Status Subscription, Suite, 100 Instances, License expires on 31/12/2024

Microsoft .NET Framework 4.7.2 Q Passed

Microsoft Visual C++ 2015-2019 Redistributable i, Reboot required Update license automatically (enables usage reporting)

Microsoft System CLR Types for SQL Server 2014 @ Passed Download and install new license automatically when you renew or expand your contract. This requires
1IS URL Rewrite Module 2 @ Passed sending the license ID, the installation ID. and workload usage counters to Veeam servers periodically.
Microsoft IS & Passed Successful usage reporting doubles the number of workloads you can exceed your installed license by.
Default Document Component @ Passed

Directory Browsing Component @ Passed

HTTP Errors Component @ Passed

Static Content Component @ Passed

Windows Authentication Component @ Passed

WebSocket Protocol Component @ Passed

ASP.NET 4.5 Component @ Passed

Back Cancel Back Cancel
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Veeam Enterprise Manager

Installation

tu‘_l] Veeam Backup Enterprise Manager

Ready to Install

Installation will begin with the following settings.

Installation folder:
Guest catalog folder:
Service account:
Database engine:
Database name:
SQL server:

Catalog service port:
Service port:

Web Ul ports:

REST API service ports:
Certificate:

Check for product updates:

C:\Program Files\Veeam\Backup and Replication
C:)\VBRCatalog

LOCAL SYSTEM

PostgreSQL

VeeamBackupReporting

winsrv88:5432

9393

9394

9080 (HTTP), 9443 (HTTPS)

9399 (HTTP), 9398 (HTTPS)

Self-signed certificate will be generated automatically
Automatically

Eil Veeam Backup Enterprise Manager

Database

Choose database engine and instance for Veeam Backup Enterprise Manager.

Use following database engine: PostgreSQL Server e

@ Install new instance

O Use existing instance (HOSTNAMEPORT)

Database name

Connect to PostgreSQL Server using:

@ Windows authentication credentials of service account

(O Native authentication using the following credentials:
Login:

Password:

£ Customize Settings - Back Cancel Back Cancel

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeom



Veeam Enterprise Manager

Deployment example (logical relationships)

Enterprise Manager
Database

Data Collection

N\

M t
- < N P anagemen
4 =" > 2] <
Bk o
N\ / ‘

Enterprise Manager

=

@ Management

Data Collection

Web Console

VMware vCenter \
\%
NTI
i ¢

Veeam Backup &  Veeam Backup &
Replication Replication Database

Instance A

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

( \ %
NTI
- o
Veeam Backup &  Veeam Backup &
Replication Replication Database
\ Instance B

J




Veeam Enterprise Manager

Capabilities

E@ DELETG] Reports Jobs Policies Unstructured Data Machines Files ltems

Requests @ DEMOCENTER\achraf.akrout v @ Configuration
Mailbox Items SQL Database Oracle Database

PostgreSQL Instance

Username:

‘ Enter username Q ‘ £D) History

Accounts:

@ Available accounts will be shown after specifying a username R



@ @ = = X P 2 7 B

Veeam Enterprise Manager

Capabilities. Configuration.

3

@ Exit Configuration

&

Dashboard

Backup Servers

vCenter Servers

Self-Service

Sessions

Roles

Settings

Licensing

MNotifications

About

About

Reports

=44
i

Jobs

aunt

Policies

Unstructured Data

Q

Add

Type:

Account:
Repository:
Quota:

Job scheduling:
Job priority:
vCenter scope:

vSphere tags:

Account Ty

Machines File Requests

pes (Al

User
Group
External User

External Group

Allow: Tenant ha

Show Advanced Job Settings

Delegation Mode

'ZEZ' vSphere tags
Users can manage all VMs with tags specified in the
corresponding self-service configuration.

i::) vSphere role: ole

Users can manage all VMs for which they have the specified
vSphere role assigned.

'Z::Z' VM privilege:

Uszers can manage all VMs for which they have the specified

wSphere permission.

Quota

100 GB

100 GB

<00 GB

20 GB
10 GB
100 GB
00 GB
100 GB

00 GB

100 GB

Per.user

(&) DEMOCENTERachrat.akrout

M eport | B A



Veeam Enterprise Manager

Capabilities. Configuration.

E@ Dashboard

@ Exit Configuration

Reports Jobs cies

Summary

kb © ¥ B

%

e

@ =

Backup Servers

vCenter Ser

Self-Service

Sessions

Roles

Settings

Licensing

Notification

About

© Details Report
hg-vbri.demolab.local (46 instances)

Virtual Machines (22 instances)

Name

demo-linuxvm101
demo-linuxvm102
demo-linuxym103
demo-linuxym 107
demo-linuxym109
demo-sgl106
demo-winvm101
demo-winvm102
demo-winvm103
demo-winvm105
demo-winvm106
demo-winvm107
demo-winvm108
demo-winvm109

exchl

£o1

Unstructured Data Machines

Instances Type

1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 vSphere
1 1ilmhara

Files

Items Requests

Install license

Job name

VMware - Backup from 3PAR Snapshot
VMware - Backup from IBM Snapshot
VMware - Backup from NetApp Snapshot
VMware - Backup from VNX Snapshot
VMware - Backup from ETERNUS Snapshot
VMware - Backup from Pure Snapshot
VMware - Backup from 3PAR Snapshot
VMware - Backup from IBM Snapshot
VMware - Backup from NetApp Snapshot
VMware - Backup from Nimble Snapshot
VMware - Backup from Pure Snapshot
VMware - Backup from VNX Snapshot
VMware - Backup from VSAN

VMware - Backup from ETERNUS Snapshot
VMware - Backup to XFS Repository

Vhhwiara - Barckon +a ¥YEC Ranacitane

Last processed

01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024

N1 iNg /INJA

@ DEMOCENTER\achraf.akrout +




Main Menu
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Main Menu

Credentials & Passwords

oD E You can use this option to create and maintain a list

Datacenter Credentials .
* Upgrade ?&' Vie:v andtmanage st:>red accounts, Of CredentIG|S records thqt you plqn to use to ConneCt
[9) é Credentials & Passwords N private keys and tokens. Y@Cm pmertt“. §mﬁté3bd0|m'pMﬁGSkdUDUjMQGin d “St

P -
) Cloud Credentials
L?{

e e e @ of credentials records that you plan to use to connect

% Users & Roles

ala accounts and access keys. .
B Mohvare Detecton ﬁ’i Encryption Passwords %E'SHFI ﬁ%@vf?\?ssbption to create and maintain a list
! %" View and manage stored encryption

of passwords that you plan to use for data encryption.
You can use this option to add KMS servers and use KMS

keys.

Network Traffic Rules Bl
=
Key Management Servers
Global Exclusions [ View and manage external KMS servers.
\,\ Options
Console b

Color Theme >

Configuration Backup

Pyl 4

License

Help (>

X

Exit
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Main Menu

Users & Roles

hﬁdlt

Users & Roles X
Security |Authorization
User or group Role
Add user K i
User or group: | | | Browse... | 0
[9) Role: |Veeam Restore Operator ~ | Reset MFA

[] This is a service account (disables multi-factor authentication)
Select User, Computer, or Group X
Select this object type:
‘User, Computer, Group, or Built-in security principal ‘ ‘ Object Types. |
From this location:
‘demc»lab.\ocal ‘ ‘ Locations... |
Enter the object name to select (examples): - e
| Check Names
%] s
["] Enable multi-factor authentication (MFA)
[T] Enable auto logoff af‘ter min of inactivity

oK | | Cancel

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

SR DB PR UIRR Wiltieiw sheuiting of the
EMEMMN/&BEBMMH forenateandiiefole.the Veeam

6\% & Repl %qtlop o;_gﬁrqtlons !;rhqt th qre entitled
com o roles, there are five op ns we can go for:

to ere ?ore operator — which allows restoration processes to be
performed by the specific user/user group

* Backup operator - responsible for starting and stopping backup
jobs, as well as exporting and copying backups and creating

Y&F@&Mk‘ﬂ&%&&ﬁﬁe user or user group by specifying it
"in BRS A RiIsERt N o RIFhR PSFIGFaNEL fedministrative

activities and with full access to everything added to the backup
infrastructure

* Tape operator — responsible for any tape operation and starting
or stopping tape jobs
* Backup viewer — which has the “read-only” access to the console



Main Menu

Global Network Rules

Add New IPv4 Network Traffic Rule X
( Gl{ Preferred Networks X X
N Prefer the following networks for backup and replication traffic:
Network Address Prefix Length — -d e
Remove Edit...
Add Network X
Remove
: 0
(o) Network address / Networks... - o
Subnet mask:
OK Cancel
[ Enable IPv6 communication
OK Cancel tion if you are
rposes.
OK Cancel
B tnapied Uisapled [ UNTNrotue 1o | | [[7oP5 ] 11 ]
x . | OK | | Cancel |

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

BV@%W@&’#%@%&&;{?M/ 6 rules

M%ﬁSPcm
from SEHEG IR IGEIRRYPHBVLRIB i
TCP/|E RS TBRing it during

HoweRacHigResift ule several
jobs to run at the same time, load
on the network may be heavy.

If the network capacity is not
sufficient to support multiple data
transfer connections, you can
disable multithreaded data
transfer or change the number of
TCP/IP connections.




Main Menu

VM Exclusions

[01 VM Exclusions

X

Virtual machines specified in this list will never be processed, even if they are

included in a job _e.licitly or via a container.

Name

Note

Add...

Remove

Note...

OK

Cancel

Veeam Backup & Replication
offers the possibility to add virtual
machines to an exclusion list.

VMes included in this list will not be
processed in any type of jobs,
except backup copy jobs and
SureBackup jobs.

In order to resume the processing
of the VMs, they need to be
removed from this list first.

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Main Menu

Options

Upgrade

AN

Credentials & Passwords *

A
Users & Roles 1
(1) |
S
T Malware Detection ;
)
)

.@.

Network Traffic Rules

Global Exclusions 4
Options

Console 4
Color Theme 4

4’*3] Configuration Backup

License

Help >

\\x Exit )




Main Menu

Options. I/0O Control.

When storage latency control is enabled, Veeam Backup &
Replication monitors storage read latency on production
datastores during data protection and disaster recovery
activities. To monitor the storage latency, Veeam Backup &
Replication uses real-time metrics from the hypervisor
where VMs reside.

Stop assigning new tasks to datastore at - the I/0 latency
limit at which Veeam Backup & Replication must not assign
new tasks targeted at the datastore.

Throttle 1/0 of existing tasks at — the I/O latency limit at
which Veeam Backup & Replication must decrease the
speed of data retrieval or writing to/from the datastore.

Same options can be configured for individual datastores.

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Options
I/O Control | Security I E-mail Settings I Event Forwarding I Notifications I History |
Enable storage latency control
Define desired primary storage latency limits to ensure running jobs do not
impact storage availability to production workloads.
Stop assigning new tasks to datastore at: 20 C ms
Throttle I/O of existing tasks at: 30 C |ms
Set custom thresholds on individual datastores
OK | | Cancel | | Apply




Main Menu

Options. E-mail Settings.

Veeam Backup & Replication also offers the possibility
to send e-mails that contain daily reports on the last
status of the backup jobs.

At the moment, we support SMTP, Google Gmail and
Microsoft 365 as the mail servers that can be used for
this purpose.

The subject of the e-mail, the recipients, the e-mail
address of the sender and what the report should
contain in terms of the last status that should be
included can all be configured from this tab.

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Options

| I/0 Control I Security| E-mail Settings | Event Forwarding I Notifications I Historyl

Enable e-mail notifications (recommended)

Mail server:

SMTP server (basic authentication) v | | Advanced... |

SMTP server (basic authentication)

From:

Google Gmail (modern authentication)
Microsoft 365 (modern authentication)

| hg-vbr1@demolab.local

To:

| IT.Alerts.Backup@demo.local

Subject:

| [%JobResult%)] %JobName% (%0ObjectCount% objects) %lssues%

Send daily reports at:| 22:00 : o

Notify on:

Success

Warning

Failure

Suppress notifications until last job retry

OK | | Cancel | |

Apply




Main Menu

Options. Notifications.

Optiohs x

| 10 Control | Security | E-mail Settings | Event Forwarding | Notifications | History

Backup storage

[] Warn me when free disk space is below:

Production datastores

Veeam Backup & Replication can also display
notifications directly inside the console whenever
thresholds are hit on backup storage on the

[] Warn me when free disk space is below:

W

[] Skip WM processing when free disk space is below:

Support expiration

repositories or productions datastores, there are 14 [] Enable notifications about support contract expiration
days left before the end of the support for the Update notification

. . . [ ] Check for product and hypervisor updates periodically
installed license and update for the hypervisors are

available.

OK | | Cancel Apply
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Main Menu

Options. History.

The Sessions area controls how many entries should
be visible in the History tab of the Veeam Backup &
Replication console.

The Session history retention area dictates for how
long session information should be kept in the
database.

Options

I/O Contral | Security | E-mail Settings | Event Forwarding | Motifications | History
Sessions
() Show 2ll sessions

® Showonly last | 500 7 |sessions

W

Session history retention

() Keep all sessions

® Keep only last weeks



Main Menu

Console.

st r Remote Desktop

- Opens Remote Desktop connection to
the backup server.

PowerShell
sl Opens PowerShell console.
{___} Swagger

7 Malware Detection Opens the interactive documentation

Credentials & Passwords *

Users & Roles

Veeam Backup & Replication offers the
possibility to open a Remote Desktop

of REST API for this backup server.
connection to the backup server, open the Network fraffic Rules % A
PowerShell console, run the PuUTTY utility Global Exclusions ,
and open the interactive documentation Options
or REST APIs for the backup server o :
directly from the console.
Color Theme 4

Configuration Backup

e
License

Help >

kx Exit )
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Main Menu

Configuration Backup.

Configuration Backup Settings X
0>
Backup

Enable configuration backup to the following repository: . .. .
‘Configuration Backup Repository (Created by Ansible) > ‘ - mmn MO@tmpbOﬁgumombwkﬁjﬁ d
s nsole on
= 79GBree of 10GB W mgﬂ nOtI |coﬂpgns forct%
asors et [0 5 2 SRR IS AR RLaR SLeont gratiqn backup.
Perform backup on: Daily at 10:00 - qa utomGtICCI | Iy lieqt

e mGI ea ack atio
Last successful backup: ‘¥ No backup Backup now llfgrere | ? g ?é Pce@ FS)Cﬁ d Pe the
o _ _ per me u‘tom ti

Enable configuration backup file encryption | u |Ck|y
Password: I’Cl nre ‘g : g
‘Configuration backup password (Last edited: 284 days a | ‘ Add... ‘- g ﬁél w on. If the
@ Loss protection enabled P encryption pa ssword is Iost, onIy Veeam Backup

Enienmsispligrigsbaraiskist ithesidedng it.
EO» - Rasiore &fReplissrifigusetien Buligddosan be
Restore the configuration backup to this server: Restore... - mmﬁ‘bd r@h.ﬁﬂggd thlthﬂ lﬁd‘bqu Order to

upload the configuration to a new server.

oK | ‘ Cancel Apply
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The concept of the Jobs

In Veeam Backup and Replication, jobs encompass a range of data management tasks, including backup,
replication, and restore operations. Once configured, jobs will automate the process, ensuring that critical data

is regularly and reliably protected against loss or corruption.

When it comes to backup infrastructure resource allocation, the Resource Scheduler Service within Veeam
Backup & Replication identifies the priority of the jobs awaiting free resources based on their type, Priority, and
scheduled start time.

Backup Server

Backup Job . CDP Policy
Backup Copy Job ° SureBackup Job

Replication Job

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners



Jobs prioritization

Here is a simplified list in order from high-priority to low-priority:

1.

2
3
4,
5

Data Restore jobs — these jobs have the highest priority and are the first to get free system resources.
Continuous Data Protection policies.

Background system jobs (SnapshotDeleter for example).

Quick Backup jobs — these jobs have the second highest priority.

High Priority jobs — jobs with the enabled High Priority option have the third highest priority. It's possible to
enable the High priority option for the following jobs: backup jobs, replication jobs, agent jobs managed by
backup server, file backup jobs.

Regular Backup jobs and Replication jobs.

Backup Copy jobs, and Archive jobs — these jobs have the lowest priority and are the last to get free system
resources.



Jobs

Example of a backup process

Veeam Backup Service creates Veeam Backup Manager reads

Veeam Backup Manager job settings from the
process for each job. Configuration Database.
Backup Server . _
Veeam Backup Veeam Backup Configuration
Service Manager(s) Database
n]

Ey O o> ¥ <o ==

=0
5

o Veeam Backup Manager sets a
Veeam Backup & Replication [ 3 Y number of rules for Data Movers e O

requests hypervisor to create a regarding data transfer. \l/
.......... point-in-time copy of a VM(s).

.].] ~
VM || VM
o @ Data Mover Data Mover @

DD

s —
> > Wi
Data Backup Data Backup ] 1oy

e — Backup Proxy Backup Repository
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Jobs

Example of a backup job creation process

-
New Backup Job X

Name
- m Type in a name and description for this backup job.

Mame:

‘ Backup lob Example

Virtual Machines

Description:
Storage Created by DEMOCENTER\User at 2024-04-09 15:54,
Guest Processing -
Schedule
Summary

Backup infrastructure resources are offered to high pricrity jobs first. Use this option for jobs
zensitive to the start time, or jobs with strict RPO reguirements.

J

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeom



Jobs

Example of a backup job creation process

X
J

/New Backup Job

Virtual Machines

- Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically
m changes as you add new VMs into the container.

MName Virtual machines to backup:
Storage

Guest Processing
Schedule

Summary

»
&

Recalculate

Total size:
0B

Cancel

<Previous || Net> | Faen

(=

-

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

7

Add Objects

Select objects: | B S5

4 (B VMs and Tags
b vcl.democenter.int
4 B3 vel.demolab.local
> (@ AAVMs with No Backup -Business-View
> % Application
> (% ASH-TESTO1
4 @ VAQ Recovery Location
> [v] 4 DRSite
> [v] 4 HQSite

<

I-*'V Type in an object name to search for

\




Jobs

Example of a backup job creation process

\
New Backup Job X
Virtual Machines
- Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically
m changes as you add new VMs into the container.
Hame Wirtual machines to backup:
= o
¥ oral Virtual machine 100 GB -
- : i Rernove
Storage ¥ spsl Virtual machine 60,1 GB
¥ sqit Virtual machine 310 G_
Guest Processing 51 web1 Virtual machine 388G
Summary
Total size:
195 GB
<Previous || Next> Finish
- J

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

7

Exclusions

m Ternplates

Templates processing settings:
Backup VM templates

modes using storage snapshots,

Exclude templates from incremental backup

o Ternplates backup functionality is not available for transport

QK

Cancel




Jobs

Example of a backup job creation process

/New Backup Job

Storage

- Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files pr d by
m this job and customize advanced job settings if required.

Hame Backup proxy:
| Automatic selection

H Choose... |

Virtual Machines
Backup repository:

— | AWS S3 Repository (Created by Powershel at 7/17/2020 1:05:23 PM) v |

Guest Processing = 1.63 TB free of 1.99 TB

Map backup

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

s )

Cor

Retention policy: 14 C || days v|
Schedule - policy: ~ o
- Keep certain full backups longer for archival purposes -
Summary
12 monthly
[[] Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,
Advanced job settings include backup mede, compressien and deduplication, block
size, notification settings, automated post-job activity and other settings.
S <Previous || Next> Finish

-

/Backup Proxy X

~

Choose backup proxy servers for this job. For redundancy, we recommend to select
at least two proxies. When multiple proxies are available, selection will be
performed on per-VM basis, taking into account proxy connectivity and current
load.

(® Automatic selection

The job will automatically select the most suitable backup proxy server from all
available backup proxy servers.

(O Use the selected backup proxy servers only X

The job will automatically select the most suitable backup proxy server from the
following list of proxy servers,
Select all
1

Clear all

<

L

L[ [T

ITH Cancel ‘




J

obs

Example of a backup job creation process

-

New Backup Job

—
Mame

Virtual Machines

Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
this job and customize advanced job settings if required.
Backup proxy:
| Automatic selection | ‘ Choose.., |
Backup repository:
| AWS S3 Repository (Created by Powershel at 7/17/2020 1:05:23 PM) v |
E 1.63 TB free of 1.99 TB Map backup

Guest Processing

Retention policy: 14 C || days v|
Schedule Pe ¥ o
Keep certain full backups longer for archival purposes
Summary
12 monthly
[[] Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,
Advanced job settings include backup mede, compressicn and dedup_
size, notification settings, automated post-job activity and other settin
<Previous || Net> |  Frien
-

A
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Advanced Settings

Backup | Maintenance I Storage | Notifications | vSphere ’ Integration ’ Scripts |

X\

Backup mode

(O Reverse incremental (slower)
Increments are injected into the full backup file, so that the latest backup
file is always a full backup of the most recent VM state,
@ Incr
Increments are saved into new files dependent on previous files in the
chain. Best for backup targets with poor random |/O performance.
Create synthetic full backups periodically on:
Saturday Configure...

tal (rec ded)

Active full backup
[] Create active full backups periodically on:

Reverse incremental mode will become
deprecated in vNext. It will continue to work
but will not be available for newly created jobs.

Save As Default OK

‘ ‘ Cancel ‘

.

4




Jobs

Example of a backup job creation process

New Backup Job

Storage

Mame

Virtual Machines
Guest Processing
Schedule

Summary

X

- Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
m this job and customize advanced job settings if required.

Backup proxy:

| Automatic selection | ‘ Choose.. |

Backup repository:

| AWS S3 Repository (Created by Powershel at 7/17/2020 1:05:23 PM) v |

§ 1.63 TB free of 1.99 TB Map backup

Retention poliq,l:‘ 14 : | ‘ days ~ | o

Keep certain full backups longer for archival purposes
12 monthly

[[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mede, compressicn and dedupli-
R . . - . o . Advanced...
cize, notification zettings, automated post-job activity and other setting
< Previous ‘ | Mext = | Finish Cancel
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Advanced Settings

i?aaﬁl Maintenance |Storage | Notifications | v‘.iphere"[ Iﬁt;g}aﬁon Scripts

Storage-level corruption guard

[ ] Perform backup files health check (detects and auto-heals corruption) on:

Full backup file maintenance

Remove deleted items data after 3 - days
[] Defragment and compact full backup file on:

Save A< Default oK H Cancel




Jobs

Example of a backup job creation process

-
New Backup Job

Storage

Mame

Virtual Machines
Guest Processing
Schedule

Summary

.

- Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
m this job and customize advanced job settings if required.

N
X

Backup proxy:

| Automatic selection | ‘ Choose... |
Backup repository:

| AWS S3 Repository (Created by Powershel at 7/17/2020 1:05:23 PM) v |
§ 1.63 TB free of 1.99 TB Map backup

¥ |

Keep certain full backups longer for archival purposes
12 monthly

Retention poliq,l:‘ 14 : | ‘ days

[[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mede, compressicn and deduplicat- - Advanc
cize, notification settings, automated post-job activity and other zettings. -

< Previous H Next > | Finich

4

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Advanced Settings

‘ Backup l Maintenance\v Storage l Notifications l vSpheferlitegration ] Scripts ‘

X

Data reduction

Enable inline data deduplication (recommended)

Exclude swap file blocks (recommended)

Exclude deleted file blocks (recommended)

Compression level:

|Optimal (recommended) v |

Provides for the best compression to performance ratio, lowest backup proxy
CPU usage and fastest restore.

Storage optimization:

- | 1MB (recommended) v I

Delivers the optimal combination of backup speed, granular restore
performance and repository space consumption.

Encryption
[] Enable backup file encryption

=

\ 3

Save As Default ok || Ccancel

-

/




Jobs

Example of a backup job creation process

/
New Backup Job

Storage

Mame
Virtual Machines

Guest Processing
Schedule

Summary

o

- Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
m this job and customize advanced job settings if required.

><\

Backup proxy:

| Automatic selection | ‘ Choose... |
Backup repository:

| AWS S3 Repository (Created by Powershel at 7/17/2020 1:05:23 PM) v |
§ 1.63 TB free of 1.99 TB Map backup
Retention poliq,l:‘ 14 : | ‘ days ~ | o

Keep certain full backups longer for archival purposes
12 monthly

[[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mede, compressicn and deduplicat- - Advanc
zize, notification settings, automated post-job activity and other settings. -

< Previous H Next > | Finich
/)
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/Advanced Settings

! Backup | Maintenance l Storage | Notifications ‘vSphere l Integration | Scripts |

X\

[] Send SNMP notifications for this job
[] Send e-mail notifications to the following recipients:

’Type in one or more e-mail addresses separated by semicolon

%JobName% (%ObjectCount?% machines) %lssues%

B’ Suporess A.::-.‘___‘._ s until the last retn

- [ ] Set successful backup details to this VM attribute:

‘ Notes

D Append to the ex I‘,"; atinoute s value

o
0

Save As Default OK

H Cancel ]

-

J
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Example of a backup job creation process

.

/
New Backup Job

Storage

Mame

Virtual Machines

Guest Processing
Schedule

Summary

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
this job and customize advanced job settings if required.

><\

Backup proxy:

| Automatic selection | ‘ Choose... |
Backup repository:

| AWS S3 Repository (Created by Powershel at 7/17/2020 1:05:23 PM) v |
E 1.63 TB free of 1.99 TB Map backup
Retention poliq,l:‘ 14 : | ‘ days ~ | o

Keep certain full backups longer for archival purposes
12 monthly

[[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mede, compressicon and dedupli
R . . - . o . Advanced...
cize, notification settings, automated post-job activity and other settings!

< Previous H Next > | Finich
/)
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/Advanced Settings

ir Backup | Maintenance | Storage | Notiﬁcations| vSphere | Integration ’ Scripts |

X

Guest quiescence

[] Enable VMware Tools quiescence
Native quiescence will only be used for virtual machines with application-
aware image processing disabled.
Changed block tracking
Use changed block tracking data (recommended)
Enable CBT for all protected VMs automatically
Changed Block Tracking (CBT) is a VMware feature that allows for faster
incremental backup and replication. For CBT to be enabled, VM must
have no existing snapshots.
Reset CBT on each Active Full backup automatically

Provides safety net against potential CBT issues at the cost of slightly
increased backup window.

o

Save As Default oK H Cancel

J




Jobs

Example of a backup job creation process

4 ) / ance ings \
New Backup Job X it %

j Backup] Maintenancel Storage l Notifications I vSphere] Integration \’Scripts
Storage ‘ _
- Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by Primary storage integration
m this job and customize advanced job settings if required. Enable backup from storage snapshots

Use storage snapshots (instead of VM snapshots) as the data source for
this job. Using storage snapshots reduces impact on the production
Marme Backup proxy: environment from VM snapshot commit.

| Automatic selection | ‘ Choose.., | [] Limit processed VM count per storage snapshot to

Wirtual Machines By default, the job will process all included VMs located on the same

Backup repository: datastore from a single storage snapshot.

) [[] Failover to standard backup
| AWS S3 Repository (Created by Powershel at 7/17/2020 1:05:23 PM) v |

Perform standard backup from VM snapshot if backup from storage

: = 1.63 TB free of 199 TB Map backu snapshot fails.
Guest Pracessing . 5 [] Failover to primary storage snapshot
Retention pelicy: ‘ 14 : | ‘ days w | o Use primary storage snapshots as the data source if backup from
Schedule secondary storage snapshot fails.
Keep certain full backups longer for archival purposes
Summary
12 monthly

[[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mede, compressicn and dedupli(- - Advanc
size, notification settings, automated post-job activity and other settings.

< Previous ‘ | Mext = | Finish Save As Default OK Cancel
-

4 - ‘ .
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Jobs

Example of a backup job creation process

/New Backup Job

Storage

Mame

Virtual Machines
Guest Processing
Schedule

Summary

\_

- Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
m this job and customize advanced job settings if required.

s )

Backup proxy:

| Automatic selection | ‘ Choose.. |

Backup repository:

| AWS S3 Repository (Created by Powershel at 7/17/2020 1:05:23 PM) v |

§ 1.63 TB free of 1.99 TB Map backup

Retention poliq,l:‘ 14 : | ‘ days ~ | o

Keep certain full backups longer for archival purposes
12 monthly

[[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mede, compressicn and dedupli-
R . . - . o . Advanced...
cize, notification zettings, automated post-job activity and other setting

< Previous H Next > | Finich
J/
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Advanced Settings

i Backup | Maintenance l Storage I Notifications l vSphere ’ Integration | Scripts L

Job scripts
[] Run the following script before the job:
- ‘ Browse...
[] Run the following script after the job:
' ‘ Browse...

- ® Run scripts every | 1 backup session
_ Run scripts on the selected days only _ Days...

X\

Save As Default oK H Cancel ‘

o

4




Jobs

Example of a backup job creation process

~
( /Processing Settings X\
New Backup Job X
General | SQL | Oracle | PostgreSQL | Exclusions | Scripts
Guest Processing l l l 2 I : 1
- Choose guest OS processing options available for running VMs. Applications
m Application-aware processing detects and prepares applications for consistent
backup using application-specific methods, and configures the OS to perform
£ ; : A
Application-Aware Processing Options X required application restore steps upon first boot.
Mame > S L % S < . ® Reguire successful processing (recommended)
Specify application-aware processing settings for individual items: gs proc a - O Try application processing, but ignore falkures
Virtual Machines C‘)_I?ject Vss Transaction Logs Exclusions  Scripts \ Add.. I oot O Disable application processing
7] web1 uire success  SQL: Truncate, Tru... Di 2 ications...
= Y [ | ]
Storage s :
Remove ‘ Choose whether this job should process transaction logs upon successful
us file system backup. Logs pruning is supported for Microsoft Exchange, Microsoft SQL
_ Server, and other applications that support Microsoft VSS.
- ® Process transaction logs with this job (recommended)
Schedule O Perform copy only (lets another application use logs)
Summary Persistent guest agent
:I By default, application-aware processing on Windows is performed by a non-
persistent runtime process. Deploying a persistent agent removes security and
port requirements of the runtime process injection.
[] Use persistent guest agent
pe ) g
ts
ok || cCancel | | | Credentials..
\_
Verify network connectivity and credentials for each machine included in the job
< Previous | | Mext = Finish OK ' ’ Cancel J
\ J - _
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Jobs

Example of a backup job creation process

/New Backup Job

Guest Processing
- m Choose guest 05 processing options available for running VMs.

(Application-Aware Processing Options X\
Name Specify application-aware processing settings for individual items: g5 processing
Virtual Machines (‘)_I?ject Vss ' Transaction Logs E)fclusions Scripts l Add... I oot
] web1 Require success  SQL: Truncate, Exchange: Tru... D-sable- Edit.. s | Applications...
Storage ™ Re ‘
move
 GuestProcessing i
Sehedule
=
its
ok | Cencel || Credentials..
\_ 4

Verify network connectivity and credentials for each machine included in the job

<previous [ News | A || cancel

N y

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

(Processing Settings

| General | SQL | Oracle | PostgresQL | Exclusions | Scripts |

Choose how this job should process Microsoft SQL Server transaction logs:
@ Truncate logs (prevents logs from growing forever)

O Do not truncate logs (requires simple recovery model)

O Backup logs periodically (backed up logs will be truncated)

Backup logs every: | 15 minutes

Log shipping servers:

Automatic selection Choose...

ok || Concel |




Jobs

Example of a backup job creation process

/
New Backup Job X

Guest Processing
- m Choose guest 05 processing options available for running VMs.

R ; : N
Application-Aware Processing Options X
Name Specify application-aware processing settings for individual items: \gs processing
Virtual Machines ?_I:)ject Vss : Transaction Logs E)fclusions Scripts l Add... I oot
] webl Require success  SQL: Truncate, Exchange: Tru... Dlsabled- Edit.. s | Applications...
Storage *T‘
move
| GustProcessing | j
Sehecle
=
its
ok || cCancel | | | Credentials..
b >

Verify network connectivity and credentials for each machine included in the job

(Processing Settings

| General | SQL | Oracle | PostgreSQL | Exclusions | Scripts |

Specify Oracle account with SYSDBA privileges: o

l A Use guest credentials v | I Add..

Manage accounts
Archived logs:
@® Do not delete archived logs

O Delete logs older than: 24 hours

O Delete logs over: 10 GB
O Backup logs every: minutes

Log shipping servers

Automatic selection Choose...

ok || Cancel |

<previous [ News | A || cancel

N )

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.




Jobs

Example of a backup job creation process

( ) /Processing Settings X\
New Backup Job X
General | SQL | Oracle | PostgreSQL | Exclusions | Scripts
Guest Processing I 1 I I g I P |
- Choose guest 05 processing options available for running VMs. Specify PostgreSQL account with superuser privileges:
m l T4 Use guest credentials v | I Add...
(Application-Aware Processing Options X\ . X Manage accounts
The specified user is:
Name Specify application-aware processing settings for individual items: —— @® Database user with password
s = - - Pgs p 9. (O Database user with password file (.pgpass)
. Object Vss Transaction Logs Exclusions  Scripts l Add... I oot .

Virtual Machines = - : (O System user without password (peer)

] web1 Require success  SQL: Truncate, Exchange: Tru... Dasable- Edit.. s | Applications...
o - [ Backup logs every: minutes

Remove ‘ Retain log backups:
_ us file system @ Until the corresponding image-level backup is deleted
) Keep only last days of log backups
Schedule TE-“ﬂ:!::rarj.' ocation for archive ogs:
Summary ‘
:I Log shipping servers
‘ Automatic selection Choose...
its
oK || Cancel || | Credentials.
\_ 4
Verify network connectivity and credentials for each machine included in the job
<previous [ News | Aue || cancel | ok || Concel |

N J \
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Jobs

Example of a backup job creation process

p
New Backup Job

Guest Processing
- m Choose guest 05 processing options available for running VMs.

Name Specify application-aware processing settings for individual items:

[Application-Aware Processing Options X

X

YS Processing,
oot

. Object Vss Transaction Logs Exclusions  Scripts I Add... I
Wirtual Machines P P N z -
(] uire success : Truncate, Exchange: Tru... D-sable--m
Storage
Remove ‘
Schedule
Summary

s | Applications...

I

us file system

Choose...

ok || cancel |

/

Verify network connectivity and credentials for each machine included in the job

< Previous | [ Next> T

Test Now

Cancel

- I R I
(]
=

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

(Processing Settings

l General ] saL | Oracle l PoshgreSQL‘ Exclusions | Scripts I

File exclusions:

(® Disable file level exclusions

O Exclude the following files and folders:

Folder Add...

Remove

QO Include only the following files and folders:
Folder Add...

File selective processing takes additional time proportional to the number of
excluded files, and stores extra per-file metadata in backup. Thus, it is best
used for excluding larger files, and keeping the total number of excluded files
under a few hundred thousands.

0K ‘ l Cancel




Jobs

Example of a backup job creation process

/New Backup Job X

Guest Processing
- m Choose guest 05 processing options available for running VMs.

/Application-Aware Processing Options X\

Name Specify application-aware processing settings for individual items: g5 processing
Virbual Machines ?_I:)ject Vss ' Transaction Logs E)fclusions Scripts l Add.. I oot
] web1 Require success  SQL: Truncate, Exchange: Tru... D-sab- Edit.. s | Applications...
Storage [
Remove ‘
 GuestProcessing | i
Sehecle
=
its

ok || Cancel Credentials...

J

Verify network connectivity and credentials for each machine included in the job

<previous [ News | Aue || cancel |

-

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

(Processing Settings

[ General I SQLI Oracle l PostgreSQL I Exclusionsl Scripts l

Script processing mode
O Require successful script execution
O Ignore script execution failures
@ Disable script execution

Windows scripts

Pre-freeze script

Post-thaw script:

Linux scripts

Pre-freeze script

Post-thaw script:

Browse...

Browse...

Browse...

Browse...

oK

[ e |




Jobs

Example of a backup job creation process

/
New Backup Job X

Guest Processing
- m Choose guest 05 processing options available for running VMs.

Name Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing,
Virtual Machines and configures the OS to perform required application restore steps upon first boot.

Custornize application handling opticns for individual machines and applications

- Enable guest file system indexing and malware detection

_ Indexing enables global file search functionality, automatic detection of suspicious file system
activity and known malware files.

Schedule Customize advanced guest file system indexing options for individual machines

Guest interaction proxy:

‘ Automatic selection | | Choose... | -

Guest 05 credentials:

- ‘ Select existing credentials or add new ~ | | Add... |

Manage accounts

Storage

Summary

Customize guest 05 credentials for individual machines and operating systems Credentials...

Verify network connectivity and credentials for each machine included in the job
< Previous | [ Next> Finish

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Example of a backup job creation process

/
New Backup Job

Schedule

%

Mame

Specify the job scheduling eptions. If you do not set the schedule, the job will need to be controlled manually.

Tlme perIOds

Virtua! Machines g 2 4 6 8 10 {1}2 14 16 18 20 22 2(4 :I Daysm
ApA 1 3 5 7 g n 13 15 17 19 21 23 ] MGnthS...
Storage
Monday ] Schedule...
Guest Processing Tuesday J Permitted @
Wednesday
Thursday Denied
Friday
Summary Saturday
Sunday

Leng running or accidentally started jobs will be terminated to prevent impact
on your production infrastructure during busy hours.

< Previous | | Apply

X\

Finish

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Example of a backup job creation process

/New Backup Job X\
Summary
- m You have successfully created the new backup job.

Name Summary:
Configuration has been successfully saved.
Virtual Machines MNarme: VMware_Backup lob example
Type: VMware Backup
Storage Source items:
oral (vcl.demolab.local)
Guest Processing sps1 (vcl.demolab.local)
sgll (vcl.demolab.local)
Schedule webl (vcl.demolab.local)

_ PowerShell emdlet for starting the job:
Get-VBRJob -Name "VMware_Backup Job example™ | Start-VBRIcb

- [ R e jibwetsen | click: Fanishs
k < Previous Mext = Finish | | Cancel |/
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Restore

Numerous restore options to reduce the time to restore.

=% Snapshots v E LiuA - DELRUP LT UiouiE STiver cvemum 1o coov
¥ Disk > &4 S3 - Backup 2024-04-03 19:00 ° H
E Disk (Copy) 4 [% VMware - Backup from 3PAR Snapshot 2024-03-1622:35 E ntl re VM reSto re
@ Disk (Orphaned) > & VMware - Backup from ETERNUS Snapshot 2024-04-1122:40
. Disk (Imported) > & VMware - Backup from IBM Snapshot 2024-04-0622:35 L d | N St(] nt recove ry
5 Disk (Exported) > &% VMware - Backup from NetApp snapshot 2024-04-1122:10
& : > &% YMware - Backup from Nimble Snapshot 2024-04-1122:20 N H
£ Object Storage b &4 VMware p P .
R;ﬂ Capacity Tier > &-’ VMware - Backup from Pure Snapshot 2024-04-1122:45 VI rt u q I d IS ks reStO re
'y
&) Cloud > & VMware - Backup from VNX Snapshot 2024-04-1122:25
¥ Cloud (Orphaned) b & VMware - Backup from VSAN 2024-02-0322:15 e |nstant disk recove ry
[“—%J Tape > & VMware - Backup of AD Domain Controller 2024-03-3023:00
% External Repository 4 & VMware - Backup of Exchange Server 2024-01-27 23:00 o
2 . °
1 External Repository (Archive) ) ex@ Instant recovery ;ﬁ-04-09 2301 A VM fl I es reStO re
4 £ Replicas > & MW =P 03-2323:15
&) Ready b & VMw ) Instant disk recovery... 03-2323:18 ° G u eSt -ﬁ I es resto re
# Failover Plans b % VMw = Restore entire VM... 01-1323:13
4 [ Last24 Hours b L VMW Rstons virtiial diski.. 03-2323:12 . . .
(% Running () b g VMyEE T OrEVRuds 06-1023:06 ° AppllCQtlon Items restore
- "9 N Mw 1) Restore VM files... 04-06 23:06
[ Success ik VMw ~ i & ?
(%) Warning b g VMwsll Restoreguestfiles > 103-2323:06
D-—'; Failed b B VMw 4 Restore application items » 111-1123:16
- > & VW D Restore to Amazon EC2. 04-16.22:00 * Restore to Amazon EC2;
ﬁ e ’ ‘%‘ xnd % Restore to Microsoft Azure... g:g: ;;ig
3 ~ : .
B =l !nd ;.\ Restore to Google CE... AZ u rer Goog Ie C E
m Inventory > &2 Wind 03-2323:30
e - .
: 4~ Restore entire VM to Nutanix AHV... .
6?53 Backup Infrastructure ® ReStO re tO N th nix AHV
&% Move backup...
(?5: Storage Infrastructure [ Copy backup...
‘ “§ Export content as virtual disks...
a2 Tape Infrastructure A S . .
= B Pubich di. * Export content as virtual disks
@ Files E" Export backup...
QU  Scan backup... . o
2 i [
;l\;l b L-_g‘ Delete from disk y PU b I | S h d | S ks
m
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Instant Recovery

With Instant Recovery, you can almost
immediately restore a VM into your production
environment by running it directly from the
compressed and deduplicated backup file.

Instant Recovery helps improve recovery time
objectives, minimize disruption and downtime
of production VMs.

Instant Recovery can be used to restore data in

a cross-hypervisor manner, as well as to
recover from a physical server to a VM.

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

0 0 0
(]

Compressed &
deduplicated
backup file

(——

ESXi Host

I <e

Storage

vPower
B

Online migration

—] ]

(L=RN]

Backup Repository



Restore to Amazon EC2/Azure/Google CE

Allows you to restore VMs and physical workloads
to the cloud.

| case of Amazon EC2 and Google CE, VBR
automatically deploys the helper appliance only for
the duration of the restore process and removes it
immediately after that. The helper appliance is
optional, however it may significantly improve
restore performance.

Azure helper appliances are mandatory and
persistent. After the restore process finishes, helper
appliances get powered off and remain in Azure.
The appliances remain in the powered off state
until you start a new restore process.

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Guest files restore (FLR)

It's possible to restore specific files directly from the
guest OS, without restoring the entire VM or physical

server.

Supported recovery sources: Backups, Replicas,

Storage Snapshots, Nutanix AHV Snapshots

Supported file systems:

* Windows: FAT, FAT32, NTFS, ReFS

* Linux: ext2, ext3, ext4, ReiserFS, JFS, XFS, Btrfs,

NTFS

 BSD, Mac, Solaris are also supported

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respe

ctive

owners.
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Application Items restore

Explorers are qvqilq ble for sware - Backup from NetApp snapshot 2024-04-2922:10
Mw :
. . . 2y Instant
the following applications: | ¥ It recovery ' ,
Mw EZ‘ | 3:01 Sunday 2024-05-05) - Veeam Explorer for Microsoft Exchange
. . . Mwi f=,,] R - Home
Microsoft Active Directory e z} B E g = @
- ==
Microsoft SQL Server <l R e e
— Restore Compare Search
Oracle PostgreSQL W 2 R
W Mailbox Stores
Microsoft Exchange U — 1T ADQ 0 Fomt To cc
sq %‘3 R ’ Type in an object name to search for -
. . = Administrater Everyone
Microsoft SharePoint 9O R s B peny Simons . —
. . . Mw ’ » E’E Priyanka Trejo E Restore to...
Microsoft OneDrive for Business i 7 A b 3 SystemMeailbox(b5a33460- 3572-4589-bae-66252b9bT04b BT
. w C}‘;' N 4 E‘-‘ test user : P _ . P
MICI’OSOft TeCl ms Mw @ C 4 E’-‘ You have got hacked w Exportto pstfile..
v -T\ » B Calendar F‘@ Save to Desktop
w'h 9 » [%7 Contacts I Saveto.msgfile..
Mw % p > @ Deleted ltems & !
To use them, make sure your il 51| b I3 Drafts 7 Sendto..
H . Inbox ZZ Compare item properties...
backups and replicas are created S homet e
with application-aware processing b IS Junk Emeail
» VE Litigation Held Item Versions
tu rﬂed on. 4 Iﬁ Litigation Hold ltems

» | Notes
K S lhl; Nodbnme. J

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeom



How to restore a VM?

Backup
i A R EA En AT g AN uo\l X
B B LB HEE e 8D
Instant  Instant Disk Entire Virtual Export Publish VM Guest Application Amazon Microsoft Google Move Copy Export Scan  Delete Entire
Recovery ~ Recovery VM Disks Disks Disks Files Files= Items~ EC2 Azurelaas CE  Backup Backup Backup Backup from Disk W
Restore Restore to Cloud Actions Restore to AHV
Home Q 1ypeir earch
(©) Pending appr Job Name * Creation Time Restore Points

o ¥ Jobs & Agent Backup Policy AIX 2024-04-17 22:00

32 Backup 'Vi Oracle RMAN

% SureBackup ¥ Agents

3 Replication e ' &% AV - Backup 2023-08-2222:00

i cop %, Files - Backup 2024-03-27 19:00

4 Backup Copy &%, Linux - Backup of MySQL Server 2024-04-1323:30

o Tape &% Linux - Backup of Oracle Server 2024-04-2023:30

[§] Application Plug-ins o, Linux - Backup of PostgreSQL Server 2024-04-1323:30
o+ [ Backups 53 - Backup 2024-04-09 19:00

£

57 Snapshots &% VMware - Backup from 3PAR Snapshot 2024-03-2322:35

&, Disk &%, VMware - Backup from ETERNUS Snapshot 2024-04-17 22:40

(E«] Disk (Copy) » & VMware - Backup from IBM Snapshot 2024-04-1322:35

73] Disk (Orphaned) "v", VMware - Backup from NetApp snapshot 2024-04-1722:10

2., Disk (Imported) &%, VMware - Backup from Nimble Snapshot 2024-04-1722:20

£ Object Storage &%, VMware - Backup from Pure Snapshot 2024-04-17 2245

560 Copacity Tier :, VMuware - Backup from VNX Snapshot 2024-04-1822:25

% Cloud &, VMware - Backup from VSAN 2024-02-0322:15

% Cloud (Orphaned) & VMware - Backup of AD Domain Controller 2024-04-06 23:00

;!q Tape %, VMware - Backup of Exchange Server 2024-01-2723:00

‘ﬁ'lvaue- Backup of File Server 2024-03-3023:15

(i External Repository

Ia External Repository (Archive) . 1{"{ VMware - Backup of MS SQL Server 2024-03-3023:18
4 [ Replicas {51 5ql1 - SQL Server transaction log backup 2024-04-2412:59 10120
e Ol - s
7 [; Dact 24 Hours ,a_yl VMware - Bi E; Instant recovery » 2313
[} Running (7) % VMware - BB, Instant disk recovery.. 23:12
= & VMware - B 2
[ Succes & e oFL Restore entre VWi : e
% Waming & VWMware - R rtual ik
(g Failed [m VMware - B4 = lestore virtual disks... 23.06
. G Wware -8 ) Restore VM files... 23:16
& Windows -8 T4 Restore guest files » 2330
ﬁ Home % Windows - § 7./ Restore application items » [23:30
() = s
[E]"] ; &% Windows #'  Restore to Amazon EC2... 23:30
IRy > Restore to Microsoft Azure...
(fag Backup Infrastructure ® Restore to Google CE...
4K Restore entire VM to Nutanix AHV...
(,‘E"x Storage Infrastructure
% Move backup...
% Tape Infrastructure )  Copy backup...
[ﬁ] £ “T§  Export content as virtual disks...
les -
- E2  Publish disks...
|‘l.|l| Analytics =3 Export backup...
. Q) Scan backup...
[ &k History Gy Delete from disk
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How to restore a VM?

/Entire VM Restore
Virtual Machines

‘estore Points

Available restore points for sqll:

X\

—1 l Select virtual machines to be restored. You can add individual virtual machines from backup files, or containers from live
_* environment (containers will be automatically expanded into plain VM list).

Add...

bort- | 4

Remove

il

o

Rest¢ -
Job Type Location C

Sact 4 IS_P-IVMware - Backup of MS SQL Server - sql1 (SOBR)

Q'j less than a day ago (23:19 Tuesday 2024-04-23) Increment  Performance Tier

Qﬁ 1 day ago (23:19 Monday 2024-04-22) Increment  Performance Tier
Reas @ 2 days ago (23:19 Sunday 2024-04-21) Increment  Performance Tier

@ 3 days ago (23:19 Saturday 2024-04-20) Full (W) Performance Tier
Sum (55 4 days ago (23:19 Friday 2024-04-19) Increment  Performance Tier

@ 5 days ago (23:19 Thursday 2024-04-18) Increment  Performance Tier

@ 6 days ago (23:19 Wednesday 2024-04-17) Increment  Performance Tier

Q—'j 7 days ago (23:23 Tuesday 2024-04-16) Increment  Performance Tier

@ 8 days ago (23:19 Monday 2024-04-15) Increment  Performance Tier

@ 9 days ago (23:19 Sunday 2024-04-14) Increment  Performance Tier

C'-5 10 days ago (23:19 Saturday 2024-04-13) Full (W) Performance Tier

(5 11 days ago (23:28 Friday 2024-04-12) Increment  Performance Tier

Qﬁ 12 days ago (23:19 Thursday 2024-04-11) Increment  Performance Tier

@ 13 days ago (23:19 Wednesday 2024-04-10) Increment  Performance Tier

CL'j 14 days ago (23:21 Tuesday 2024-04-09) Increment  Performance Tier

@ 15 days ago (23:20 Monday 2024-04-08) Increment  Performance Tier

(18 Asvr 3mn 19291 Cuimd sy INIANANT Increment  Derfnrmance Tier M

L ok | )
< Previous Next > Finish
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How to restore a VM?

/Entire VM Restore

X\
|_| Restore Mode
A

' Specify whether selected VMs should be restored back to the original location, or to a new location or with different settings.

Virtual Machines (O Restore to the original location

Quickly initiate the restore of selected VM to its original location, with the original name and
_ settings. This option minimizes the chance of user input error.

@ Host - (® Restore to a new location, or with different settings
Customize the restored VM location, and change its settings. The wizard will automatically populate

& Re<ource Pool all controls with the original VM settings as the defaults.
& Batasion (O Staged restore

i Run the selected VM directly from backup files in the isolated Datalab to make changes to the
&rold guest OS or applications prior to placing the VM into production environment.

older
Shework Pick proxy to use

Secure Restore
Reason

Summary
- Quick rollback (restore changed blocks only)

Allows for quick VM recovery in case of guest OS software problem, or user error. Do not use this
option when recovering from disaster caused by hardware or storage issue, or power loss.

-

< Previous “ Next > I Finish Cancel /
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How to restore a VM?

@\tire VM Restore X\

Host

l By default, original host is selected as restore destination for each VM. You can change host by selecting desired VM and clicking
% Host. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.

Virtual Machines VM location:
Name Host
Restore Mod _
e Jsall = hg-esx2.demolab.local i

Resource Pool
Datastore
Folder
Network
Secure Restore
Reason

Summary

Select multiple VMs and click Host to apply changes in bulk. -

| <Previous | [ Net> | o Cancel

_
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How to restore a VM?

/Entire VM Restore X\

Resource Pool

l By default, original resource pool is selected as restore destination for each VM. You can change resource pool by selecting
% desired VM and clicking Pool. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.

Virtual Machines VM resource pool:
Name Resource Pool

irisqll 4 Resources :

Restore Mode

Host

| ReoucePool
Datastore

Folder

Network

Secure Restore

Reason

Summary

Select multiple VMs and click Pool to apply changes in bulk.

| <Previous | [ Net> || fuen | Cancel |

- ' ' 4
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How to restore a VM?

/Entire VM Restore

Datastore

Virtual Machines

Restore Mode

Host

Resource Pool
CDatestore
Folder

Network

Secure Restore

Reason

Summary

-

Files location:

—I I By default, original datastore and disk type are selected for each VM file. You can change them by selecting desired VM file, and
_¢ clicking Datastore or Disk Type. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.

%\

(O Thick (lazy zeroed)
(O Thick (eager zeroed)

. ok || Cancel

Disk type

File Size Datastore
B Eﬁlsqﬂ
=1Hard disk 1 [688.1 GBf... Same as source
=F_:1: """"""" g fesiored VM dsk ipe [688.1 GBf... Same as source
= Hard disk 3 @® Same as source [688.1 GBf... Same as source
(O Thin

Select multiple VMs to apply changes in bulk.

‘ Datastore... \ l Disk Type...

< Previous 1 I Next >

| I Finish

‘ Cancel
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How to restore a VM?

/Entire VM Restore 2

Folder

=] l By default, original VM folder is selected as restore destination for each VM. You can change folder by selecting desired VM and
¢ clicking Folder. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.

Virtual Machines VM Folder:

Name New Name Folder

Restore Mode E—J sai 1'j]sql1 = ,

Host
Resource Pool
Datastore
Network
Secure Restore

Reason

Summary

Select multiple VMs to apply settings change in bulk. Name... ] [ Folder... l -

- [4] Restore VM tags

Select this option to restore VM tags that were assigned to the VM when backup was taken.

< Previous “ Next > | Finish |
9 .

4
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How to restore a VM?

-

Entire VM Restore

Network

—'I By default, we will connect the restored VM to the same virtual networks as the original VM. If you are restoring to a different
* location, specify how networks map between original and new locations.

x\

Virtual Machines Network connections:
Source Target
Restore Mode B E:I sl
Host o2 hg-lan (dvs-hq) hq-lan (dvs-hg) ;

Resource Pool
Datastore
Folder

Secure Restore
Reason

Summary

Select multiple VMs to apply settings change in bulk.

 Network.. | Disconnect ([N

|<Pfevious || Next > | Finish | Cancel
_ . |

4
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How to restore a VM?

/Entire VM Restore

Secure Restore

compatible antivirus installed on the mount server specified for the corresponding backup repository.

—l 'l Scan the selected backup for malware, such as computer viruses or ransomware, prior to performing the restore. This requires a

-

Virtual Machines Content scan
- e - [4] Scan the restore point with an antivirus engine
estore Mode
- [“] Scan the restore point with the following YARA rule:

Host FindFileByHash.yara v
Resource Pool Copy YARA rules location to clipboard

Scan options:
Datastore - If malware is found
Folder ® Proceed with recovery but disable network adapters

(O Abort VM recovery
Nictork [] Continue scanning all remaining files after the first occurrence
Reason
Summary

< Previous I | Next > I Finish
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How to restore a VM?

@tire VM Restore X\

Reason
—Wl Type in the reason for performing this restore operation. This information will be logged in the restore sessions history for later

reference.

Virtual Machines Restore reason:

Restore Mode
Host
Resource Pool
Datastore
Folder
Network
Secure Restore

Summary

[[] Do not show me this page again

K <Previous|| Next > I Finish

/
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How to restore a VM?

/Entire VM Restore X\
Summary
=l 'l Review the restore settings and click Finish to start the restore process.
Virtual Machines Summary:
Ibriginal machine name: sqll
Restore Mode New machine name: sql1_restore_demo
Restore point: less than a day ago (23:19 Tuesday 2024-04-23)
Host Target host: hq-esx2.demolab.local
Target resource pool: Resources
Resouree Poal Target VM folder: vm
Target datastore: hq-datastorel
Dotact Network mapping:
e hg-lan (dvs-hq) -> hg-lan (dvs-hq)
Folder
Proxy: Automatic selection
Network
Secure Restore
Reason
- [C] Power on target VM after restoring
3 " Nedt> | Finish | [ Cancel )
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Best Practices: Security & R

Security & Compliance Analyzer

Veeam Backup & Replication
provides a built-in tool to ensure
that your backup server
configuration follows security
best practices for Veeam
backup infrastructure
components based on Microsoft
Windows Server and Linux
operating systems.

It includes 11 Security Checks &
19 Product Configuration
Checks

Home
v o3d %
Backup Replication CDP

Primary Jobs

Home

Jobs
4 Backup

43k SureBackup

& Replication

4 cop

485 Backup Copy

[ Tape

[@] Application Plug-ins
4 = Backups

Snapshots

=%, Disk

£ Disk (Copy)

[75) Disk (Orphaned)

2., Disk (Imported)

W/, Capacity Tier

2% Cloud

¥ Cloud (Orphaned)

] Tape

& External Repository

& External Repository (Archive)
4 [ Replicas

ED Ready

() Active (1)
4 [% Last 24 Hours

[*2 Running (4)

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

esil

Tape Backup|
Job ~ Job~  Policy~ Job~ Copy~

lency

Security 8 Compliance Analyzer

The fellowing best practices are guidelines from data protection and cyber-security experts. Mot following them exposes your backup
infrastructure to significant risks and reduces chances of successful recovery following a cyber attack, a natural disaster or a hardware

malfunction.

Best Practice

Backup infrastructure security
Remote Desktop Service (TermService) should be disabled
Remate Registry service (RemoteRegistry) should be disabled
‘Windows Remote Management (WinRM) service should be disabled
Windows Firewall should be enabled
‘Whigest credentials caching should be disabled
‘Web Proxy Auto-Discovery service [(WinHttpAutaProxySvc) should be disabled
Deprecated versions of S50 and TLS should be disabled
Windows Script Host should be disabled
SMBv1 protocol should be disabled
Link-Local Multicast Name Resclution (LLMNR) should be disabled
SMEBv3 signing and encryption should be enabled

Product configuration
MFA for the backup console should be enabled
Immutable er offline {air gapped) media should be used
Password loss protection should be enabled
Backup server should not be a part of the production domain
Email notifications should be enabled
All backups should have at least one copy (the 3-2-1 backup rule)
Reverse incremental backup mode is deprecated and should be avoided
Unknown Linux servers should not be trusted autematically
The configuration backup must not be stored on the backup server
Host to proxy traffic encryption should be enabled for the Network transport mede
Hardened repositories should not be hosted in virtual machines
Network traffic encryption should be enabled in the backup network
Linux servers should have password-based authentication disabled
Backup services should be running under the LocalSystem account
Configuration backup should be enabled and use encryption
Credentials and encryption passwords should be rotated at least annually
Hardened repositeries should have the SSH Server disabled
53 Object Lock in the Governance mode doesn't provide true immutability

Backup jobs to cloud repositories should use encryption

Status

€ Notimplemented
€ Not implemented
0 Not implemented
&) Passed

) Passed

0 Not implemented
0 Not implemented
0 Not implemented
) Passed

@ Not implemented
O Not implemented

O Not implemented
€ Notimplemented
) Passed
1. Unable to detect
O Not implemented
0 Not implemented
&) Passed
0 Not implemented
0 Not implemented
) Passed
&) Passed
) Passed
&) Passed
) Passed
€ Notimplemented
) Passed
& Passed
) Passed
& Passed

Analyze

Suppress
Reset

Reset All

Last run...

Copy to Clipboard

Close

- Veeam Backup and Replication

Status
Stopped
Stopped
Enabled
Running
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Idle

Last Run
16 hours ago

16 hours ago

21 minutes ago
1 day ago

1 day ago

15 hours ago
16 hours ago
16 hours ago

14 hours ago
9 hours ago
19 hours ago
18 hours ago
2 hours ago
2 days ago
14 hours ago
14 hours ago
14 hours ago
14 hours ago
16 hours ago



Best Practices: Security & Resiliency

Multi-Factor Authentication

Isers & Roles x
Veeam Backup & Replication supports multi- Userorgroue foke [ pas |
. . L. wa TECH\alisonsummers Veeam Backup Operator

factor authentication (MFA) for additional & TECH\audrey allen Vezam Restore Operator

e . :i TECH\madison.gray Veeam Backup Administrator
user verification.
A one-time password (OTP) generated in the Veeam Backup and Replication %
mObiIe Guthenticqtor Gpplication iS used GS G ! The user will be required to reconfigure MFA upon the next logon. Proceed?
second verification method. Combined with 5 o
login and password credentials, it creates a )
more secure environment and protects user
accounts from being compromised.

Enable multi-factor authentication (MFA)

[] Enable auto logoff after I:l rrin of inactivity

—EE & W
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Best Practices: Security & Resiliency

Four-Eyes Authorization

This feature prevents accidental or
erroneous deletion of backups or
entire backup repositories, changes to
users, roles and other access settings
using a backup console by requiring
an approval from a second Veeam
Backup Administrator before
requested changes to these sensitive
backup server settings can be applied.

All events related to four-eyes
authorization are displayed in the
History view, under the Authorization
Events node.

Users & Roles

Security | Authorization |

Veearn Backup and Replication

X

This operation will be pending until another backup administrator approves it.
You can cancel pending request at any time, or wait for them to expire

automatically.

Create a request to delete backup?

Approve Reject | Details

Actions Dretails
Home
Event T
@ Pending approvals (2) fz Delete backup NAS...
¥ Jobs gz Delete repository S..
3 Eé" Backups

[ [';; Last 24 Hours

Initiated by
LAB\hannes
LAB\hannes

Yes

Initiated at

9/20/202310:31:59AM  9/27/202310:31:59 AM
0/20/202310:23:50AM  0/27/202310:33:50 AM

OK

Cancel

Expires at




Best Practices: Security & Resiliency

Malware Detection

Malware Detection with Veeam is focused on
detecting malware and suspicious activity in both
production and backup infrastructure & sending out
notifications about it.

Starting Veeam version 12.1, we can identify even the
sleeping malware in production. Scanning the already
performed and stored backups on the repository is
also possible.
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Best Practices: Security & Resiliency

Malware Detection. On-Demand Scan For Malware & Content.

Leverages Antivirus and/or YARA scan.

Provides three scan modes with multiple ranges:
* Find (first) clean backup(s)
* Find clean backup in range

* Find content (e.g., credit card numbers)

The scan happens on mount server.

Scan Backup et

Performs an ad-hoc scan of you backups with an antivirus or the YARA engine to find the latest malware-free
restore point or to detect the presence of specific entries, such as personal information.

Scan mode:

(@) Find the last clean restore point

Restore points will be scanned sequentially starting from the most recent one until the first malware-free
one is found. Use this options when a cyber-attack is known to have started recently.

(O Find the last clean restore point in range

Restore points will be scanned in an optimal order to identify the last clean backup in range with least
number of scans possible. Use this opticn if you are not sure when the attack started, or when dealing
with a known sleeping malware.

() Scan all restore points in range for content analysis

All restore points in range will be scanned sequentially. Use this option for backup content analysis with
an applicable YARA rule, for example to lock for personally identifiable information (PII), personal health
information (PHI) or payment card industry (PCl) data.

Scan engine:
[] Scan restore points with an antivirus

[] Scan restore points with the following YARA rule:

Scan range:

From: To:

(®) Most recent restore point (®) Oldest available restore point
() Start date: () End date:

[] Continue scanning all remaining files after the first occurence

Hide scan range OK Cancel



Best Practices: Security & Resiliency

Malware Detection. Automated Malware & Content Scans.

Mew SureBackup Job
Name

@‘E Typein a name and description for this SureBackup job,

MNew SureBackup Job *

Linked Jobs Ig&

To be activated in a SureBackup Job.

Settings Narme
. . Schedule
Leverages Antivirus and/or YARA scan. .
Settings
Schedule
Scans the entire backup job (exclusions S

are possible).

The scan happens on mount server.

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Linked Jobs

Select one or maere backup jobs to link to this SureBackup job, All machines from selected backup jobs will be processed
sequentially once the application group is initialized.

Mew SureBackup Job X

Settings
_ CE Choose recovery verification job settings.

Mame Content analysis

Scan backup content with an antivirus software
Linked Jobs . .

Scan backup content with the following YARA rule:

Psetings U cianyen v
Schedule YARA rules lecation: C:\Program Files\Veeam'\Backup and Replication\Backup'\YaraRules\,
Scan options:

Summary

[] Continue scanning remaining files after the first occurence
Backup integrity
[] Perform backup integrity check (read and verify each block against a checksurm)

Click Advanced to cenfigure job notifications settings.

< Previous | | Mext = Finizh




Best Practices: Security & Resiliency

Malware Detection. Inline Scan: Encryption & Text Analysis.

Analyzes block-level data during backup.

Using a trained Machine Learning model
and a low-impact entropy analysis, Veeam
can detect data encrypted by ransomware.

The same engine detects other signs of
malware or cyberattack such as Onion
links, directly in the backup stream.

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Veearn Backup and Replication >

e Enabling inline entropy analysis requires the entire disk images to be read
once in order to establish the baseline (normal) encryption state of each disk
block.
Changed block tracking will not be used on the next run of each backup job,
making them take longer but withcut impacting incremental backup sizes.
Enable inline entropy analysis?

Settings = | | 12

General |‘ul'eeam Incident API | Motifications |

Encryption detection

Enable inline entropy analysis
Uses Al/ML to detect previously unencrypted data becoming encrypted in
processed disk images, which is often an indication of a ransomware attack.
Increases backup proxy CPU load.
Sensitivity:
M

Low MNormal Extremne

Extreme sensitivity will alert on a smallest data set getting encrypted and
can thus generate many false positives, Low sensitivity is ideal for
environments with heavy encryption usage.




Best Practices: Security & Resiliency

Malware Detection. How Inline Scan works.

Backup Prap

Objects: Restare points:
‘ -* Type in an object name to search for Q | Date Type Status
Name Original Size 9/20/2023 10:13:06 AM Increment Suspicious
LFE HK-1944-m-enc 177 GB 9/20/2023 8:48:16 AM Increment Suspicious
5 HK-1244-m-ren 172 GB 9/20/2023 7:48:34 AM Increment QK
9/20/2023 7:34:44 AM Increment QK
9/20/2023 7:25:06 AM Increment oK
9/19/2023 6:45:49 PM Full oK
Total size: 356 GB Restore points: 6
Files:
Marme Data Size Backup Size Deduplication Compression Date
g HK-1944-mn-enc.vm-10844302023-0... 0B 0B 10x 1.0x  9/20/2023 10:06:24 AM
5 HK-1944-rn-enc.vm-10844302023-0... 200 MB 445 MB 10x 1.8x 9/20/2023 8:41:09 AM
Gzl HK-1944-rn-enc.vm-10844302023-0... 1.39GB 667 MB 10x 2.5x% 9/20/2023 T:46:13 AM
Gzl HK-1944-rn-encvm-10844302023-0.., 201 GB 943 MB 10x 22x% 9/20/2023 T:32:15 AM
EZ! HK-1944-m-encwm-10844302023-0.., 1.11GB 338 MB 1.0x 2.9x  9/20/2023 T:22:32 AM
2 HK-1944-m-encvm-10844302023-0.., 260 GB 99.0 GB 14x 1.8%  §/19/2023 £:32:42 PM

Backup size: 201 GB

Backup Server

Backup data

[ Copypath 3 Malware v

N
7

Backup Proxy

0X01
110X
01

Ng]

Flag infected backups

=R

N

Notify infection

¥

Store data

o o &

Mon. Tue. Wed.
21:.00 21:00 21:.00

\_N

Al/ML
inline
detection

Backup Repository



Best Practices: Security & Resiliency

Malware Detection. Detection via Guest Index.

Settings

Also named Suspicious File System Activity
Detection for its capabilities of searching for files
with known malware file extensions, ransom
notes, and similar flags of malware presence.

Analyzes file system activity by comparing guest
indexes to detect suspicious changes like bulk
deletions or renamings of known files.

General |‘u"eeam Incident API | Motifications |

Encryption detection
Enable inline entropy analysis

Uses Al/ML to detect previously unencrypted data becoming encrypted in

processed disk images, which is often an indication of a ransomware attack.

Increases backup proxy CPU load.
Sensitivity:
0

Lo MNormal Extreme

Extreme sensitivity will alert on a smallest data set getting encrypted and
can thus generate many false positives, Low sensitivity i1s ideal for
environments with heavy encryption usage.

Suspicious activity detection
Enable file system activity analysis

Detects the appearance of suspicious files, the deletion of a large number
of existing files etc, This requires the guest file system indexing enabled in
the backup jobs settings.

Update malware definitions automatically

Extensions to monitor...
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Tips and tricks
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Quick Backup & VeeamZIP

Virtual Machine

ome View
[:'—3 LA = Al W
W == )E == % =)
VeeamZIP Quick Quick Restore Disable Add to
Backup Migration  ~

Actions

Inventory

3% Malware Detection (1)
4 fél Virtual Infrastructure
4 {.fl VMware vSphere
4 3 vCenter Servers
4 ?@ vcl.democenter.int
4 [F]g Democenter
4 Eff demo-cluster
E esx15.democenter.int
E esx16.democenter.int
E esx17.democenter.int
E esx18.democenter.int
> (4 Demo VMs
b Bl hx-cluster
b EE prod-cluster.2
b B ved-cluster
b Eig vel.demolab.local
4 EXZ Nutanix AHV
E'Z pdcsentx01.democenter.int
4 (¥ Physical Infrastructure

b gal Active Directory - HQ Servers
VM g5 Cloud Agents
g2l Linux Servers

g2l Oracle Servers

2 Unix Servers

ga! Manually Added
Unmanaged

g Offline 3)

P Unstructured Data
NAS Filers
File Shares

/ﬁ\ Home

oM -

eég Backup Infrastructure

L e
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H

Add to Add to

Jobs

Q Type in an object name to search for

A Namet

E’i‘ demo-linuxvm102
(5% demo-linuxvm103

E'E'!'I-

Add to

processing  Backup v Replication ¥ VM Copy ~ Failover Plan ~

[’ﬁ' demo-linuxvm101

{3y demo-linuxvm107

{5y demo-linuxvm109

na

ia 11
der

{5 denf

E’.‘ den
(3 denf
I'_"T—b' den
(59 denf
{5 dent
1 exc

0> = 6D i ok [e o

VeeamZIP...
Quick backup

Quick migration...
Add to backup job
Add to replication job
Add to CDP policy
Add to VM copy job
Add to failover plan

Restore

Disable processing

offers on-demand incremental backup for
VMs without setting up a new job. It adds an extra
restore point to existing backup chains, suitable for both
incremental and reverse incremental backups. However,

it requires a previously successful full backup for the
VMs.

functions like a full VM backup, creating an
independent full backup file (.vbk). You can store this file
in various locations, but note: VeeamZIP backup files

appear under "Backups = Disk (Exported)” in the Home
view.

Quick Backup and VeeamZIP can be created from the
Inventory view.



Enterprise Manager + vCenter

Veeam Plug-in for VMware vSphere Client
streamlines backup management for vSphere
admins. It lets them check Veeam Backup &
Replication status, monitor job outcomes, and view
storage stats directly within vSphere Client.

Admins can identify unprotected VMs, plan
capacity, and create restore points using VeeamZIP
and Quick Backup.

Configuration details:

e vSphere Client 7.0.0 or earlier — local install on
vCenter Server.

e vSphere Client 7.0.1 or later — remote install on
Veeam Backup Enterprise Manager server.
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VMware vSphere
Web Client

‘B
ﬂ\

Authentication of the
account set for plug-in
connection on EM server.
EM role is required.

Authentication of the
current account on vCenter

server. vCenter permissions
N_I are required.
N
LT -

Enterprise Manager VMware vCenter




Enterprise Manager + vCenter

vm vSphere Client Menu Search

Veeam Backup & Replication

Summary

Summary Settings

Veeam Backup & Replication

N I Backup servers:

n Proxy servers:

I n N Repository servers:
Running jobs:

Scheduled jobs:
VMs Overview

Protected VMs: n
Backed Up 10
Replicated 1

Restore points: 14
Full backup size 68.35 MB
Incremental backup size 541GB
Replica restore points size 32.00 bytes
Source VMs size 160.30 GB

Successful backup sessions 100%

ratio

LAST 24 HOURS v | VIEW PROTECTED VMS REPORT...

Recent Tasks Alarms

[ IS I S ]

Successful VM Backups 15 (83%)
|

VMs with warnings 3(17%)
Failed VMs 0 (0%)

Job Statistics

Running jobs: 0
Scheduled jobs: 13
Backup (6]
Replica 3
Total jobs runs: 13
Successful jobs 9
Jobs with warnings 3
Jobs with errors 1
Max job duration: 3 hours 52 mins

LAST 24 HOURS ~ | VIEW LATEST BACKUP JOB STATUS REPORT...

»




Copy and Move Backup

Veeam Backup & Replication allows you to
move all backups of a backup job to another
repository or to move specific workloads and
their backups to another job.

Use case examples:

Move backups to different repository

Move backups to another job

Copy backups to different repository

Migrate ReFS to XFS for Hardened Repository
Migrate NTFS to ReFS

Re-balance Scale-Out Repository

Scale-Out Repository extent evacuation
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(> @ Oracle RMAN
b [% S3 - Backup

4 [% VMware - Backup from 3PAR Snapshot

2024-04-2119:00
2024-04-2122:00

> Sk VMware - Bad
> Sk VMware - Bad

[5-"] demo-linupasind 2024 08 08 22.01

Ej T —— EE'D Instant recovery » 15,01

(71 demo-wins 5, Instant disk recovery... 12:01

/Copy Backup to Another Location X\
Specify a destination to copy backups to. Copied backups can be found in the Disk (Exported) node.
Destination:
(® Backup repository:
Default Backup Repository (Created by Veeam Backup) v
O Local or shared folder:
Browse...

Delete this backup automatically in: | 3 months
Show backups OK . Cancel 5

£ Publish disks...

[%' Export backup...

0o ~ .

3:06
3:26




Veeam Extract Utility

gﬂj Weearn Backup Extraction Utility — *
Extract
* Independent tool for recovery ’Flj | | | | |
Q Specify the backup file, machines to restore, and the target folder to place restored WA files to. Restaring from

° GUI or CLI [ incrermental backup files requires that all dependent backup files are available in the sarme location,

Backup file:

|C:HBackup‘-LuhuntuswﬂE.vm-?ESEDEUEE-M-E'Iﬂ?0344_4&24.'-.-'% | Browse,.,
Use case:

Target folder:
Recover machines even if backups are AWM Data | [ rowse..
removed from Veeam Backup & Replication Machines:
or Veeam Backup & Replication is not Narne Size Host
inStG”ed. b B ubuntusra02 16 GiB vienterdl tech.local

Select one ar more wirtual machines, and click Extract to continue, Cancel




We are almost
done...
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Want some hands-on experience?

= = M0

-~ m

Intelligent offsite backups

A wikth \laanm Naka Plakfaren

—

Test drive Veeam Backup
- and Reolication V12

Machine Learning,
Terraform, Microsoft
Teams BOT &
Ransomware clean room
with Veeam API

Learn how to achieve advanced capabilities
with the Veeam REST API. Topics covered
include how to address the malware
challenge with Veeam clean room, leveraging
Machine Learning for backup data analysis,
and how to meet DevOps challenges with
integrating Terraform with Veeam, amongst
other topics.

Product: Veeam Backup and Replication
Use Cases: Data Recovery, Data Security,
Data Mobility

Technical Level: Advanced

REQUEST LAB

Embrace DevOps with

Fvtancihiliku and

Getting Started With
Veeam-Powered Manaaed

Avoid platform lock-in
with Veeam Flexible data
recovery

Learn how to achieve data recovery and data
mobility flexibilities with Veeam Data
Platform. Topics include Microsoft Active
Directory backups and Recovery with Veeam,
recover data from on-premises to AWS,
instant recovery from VMware vSphere to
Microsoft Hyper-V, Secure Restore for Anti
Virus and Malware scans and NAS data
recovery, amongst other topics.

Product: Veeam Backup and Replication
Use Cases: Data Mobility, Data Flexibility
Technical Level: Intermediate

REQUEST LAB

Ransomware Defense with

lonmuikahla \faanm

Test Drive Veeam

2= Recoveru Scenarios

E Al Powered Ransomware
Threat Management with
Veeam Data Platform

Learn about Artificial Intelligence powered
Ransomware threat management capabilities
now available with Veeam Data Platform (12.1
update). Key topics include Al powered inline
malware detection, YARA rules support for
malware detection, automated malware
detection with YARA rules & Anti-virus
software and immutable data backups to
combat Ransomware challenge.

Product: Veeam Backup and Replication
Use Cases: Data Security
Technical Level: Intermediate

REQUEST LAB

https://go.veeam.com/

hands-on-lab-
experience#renewal

e,


https://go.veeam.com/hands-on-lab-experience#renewal
https://go.veeam.com/hands-on-lab-experience#renewal
https://go.veeam.com/hands-on-lab-experience#renewal

Veeam Certified Engineer (VMCE)

e |nstructor or On - Demand
 Available in 100 countries
* Theory and Labs

 https://www.veeam.com/support/training/vmce-training.html
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https://www.veeam.com/support/training/vmce-training.html

Additional Resources

e Calculators (https://www.veeam.com/calculators)

* Help Center (https://www.veeam.com/support/help-center-technical-documentation.html)

 VBR Best Practices (https://bp.veeam.com/vbr/)

* KB: Security (https://www.veeam.com/knowledge-base.htmlI?type=security)

e R&D Forums (https://forums.veeam.com/)
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https://www.veeam.com/calculators
https://www.veeam.com/support/help-center-technical-documentation.html
https://bp.veeam.com/vbr/
https://www.veeam.com/knowledge-base.html?type=security
https://forums.veeam.com/

Follow us! Join the community hub:

ffxX0 DO s
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https://community.veeam.com/
https://www.facebook.com/VeeamSoftware/
https://www.instagram.com/veeam_software/
https://twitter.com/Veeam
https://www.youtube.com/@veeam
https://www.linkedin.com/company/veeam-software/
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